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ABSTRACT

One approach to understanding the complex global routing
dynamics is to identify the impact of various factors in the
routing system. In this paper we focus on one of these fac-
tors, the location of link failures. We build a formal analysis
framework to examine whether link failures occurring at the
network core and network edgeshave dierent impact on
routing dynamics, as measured by the number of a ected
nodes, number of a ected routes, and total number of up-
dates. We validate our analytical results by simulations.
Our results show that, on average, edge link failures tend
to aect more nodesthan core link failures, and core links
failures tend to a ect more routes. As the network grows
in size, most of the routing updates will be causedby edge
link failures.

1. INTRODUCTION

There exist frequent link failures in today's Internet [1].
Once a failure is detected, individual routers adjust their
forwarding path entries a ected by the failure and exchange
routing updates to inform neighbor nodes about their rout-
ing changes. Although theseroute adjustments and message
exchangesfollow well de ned protocol steps, one cannot in-
fer from protocol speci cations about the resulting routing
dynamics, especially in a large-scale network where tens of
thousands of routers interact through routing messageex-
changes. It is generally agreedthat routing dynamics in the
global Internet is rather complex and still beyond compre-
hension at this time.

In this paper we take an initial step toward understanding
routing dynamics in large scale networks by using formal
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analysis to examine the impact of failure locations, more
speci cally we are interested in whether link failures at the
edgeand core of a network lead to di erent degreesof rout-
ing dynamics, as measuredby the number of nodesa ected,
the number of changed routes, and the number of routing
updates exchanged between nodes. When a link fails, it
may cause routing update messagespropagate to the rest
of the network. There is a routing \cost" assaiated with
such update propagation. Previous measuremers [2, 3] sug-
gest that not all link failures are equal in terms of their
routing \cost." Failures occurring at dierent locations in
the network seemto result in dierent amount of update
exchanges and di erent convergencetime. However these
previous studies mainly reported the measuremert results
collected from specic vantage points and during specic
time periods, thus it is unclear how general the results may
be.

In this paper we take a formal analysis approach which
is expected to lead to results that are generally applicable.
Formal analysis can provide a solid base of understanding,
however it often requires simplifying assumptions to make
the problem tractable. These simplifying assumptions may
render the results less applicable to real systems. On the
other hand, simulations can provide a good approximation
to realistic systems, however today's simulation tools cannot
handle very large systemssuch asthe Internet. In this work
we use simulations to verify the analytical results for small
networks, and usethe analytical results to draw conclusions
about very large networks.

Modeling the operational Internet is a dicult task. In
order to keep the problem tractable, we use an incremen-
tal approach, starting with a simple model which captures
only the most basic properties of the network, then incre-
mentally taking additional factors into account. Our basic
model includes a two-tier hierarchical network topology, a
routing proto col which is a simplied version of BGP, and a
simple routing policy. Based on this model, we analyze the
impacts of core link failures and edgelink failures. We then
extend the basic model by taking into accourt the number
of interconnections between core nodesand the number pre-
xes announced by core nodesto represert the real system
more closely.

Our results show that dierent locations of link failures
do lead to di erent impact on routing dynamics. The main
contributions of this paper can be summarized as follows:

Generally speaking, an edge link failure a ects more
nodesthan a core link failure.



On average,a corelink failure a ects more routes (i.e.,
the number of routing table entries) than an edgelink
failure, especially when the number of network core
nodes is relatively small compared to the number of
edge nodes. However when core nodes are connected
by multiple links, a core link failure has on average
lower routing impact comparedto an edgelink failure.

Based on the current trend that the number of edge
nodesgrows much faster than the number of core nodes,
in a very large network the number of total routing up-
dates will grow in proportion to the numbers of edge
nodes and edgelinks.

The rest of the paper is organized as follows. Section 2 de-
scribes the basic network model used in our analysis. Sec-
tion 3 analyzesthe routing impact of core link failures and
edgelink failures, validates our analytical results by simula-
tions, and examinesresults in larger networks. In Section 4,
we relax some assumptions on core nodes, and re-examine
the results. We presert related work in Section ref:related
and conclude in Section 6.

2. NETWORK MODEL

In this section, we describe our basic network model and
the metrics we usedto measurethe impact of link failures on
routing changes. This basic network model makes analysis
tractable, while capturing the fundamental characteristics
of Internet routing.

2.1 Network Topology

While considerable progress has been made in modeling
the properties of the Internet AS graph starting with the
seminal work preserted in [4], we chose to use a simpler
model to keepour analysis tractable. Previous studies [5, 6]
have shown that the Internet top ology exhibits a hierarchical
structure, where a small number of networks, mainly Tier-1
ISPs, form the network core and provide transit services,
and the majority of networks form the network edge. Core
networks have rich connectivity among themselves, while
edgenetworks have only limited number of connections and
rely on the core networks for global reachability. Our topol-
ogy model captures these essetial characteristics by con-
structing a 2-tier hierarchical structure; we plan to extend
this two-tier model to more realistic topologiesin our future
work.

Becauseour focus is on the impact of link failures at the
inter-domain level, we model eath network as a single node
which belongsto either the network core or the edge. The
set of core nodes, V¢, forms a clique. Each of the edgenodes,
u 2 Ve, is directly attached to one or more core nodes. All
the links in the topology can be classi ed into two classes:
core links, which connect core nodes, and edge links, which
connect edge nodes to core nodes. Formally, the topology
can bede ned asan undirected graph G(V; E) satisfying the
following conditions:

V=V, Ve;Ve\ Ve=;
E=E: Ee¢Ec=f(u;v)ju;v2 Veg; Ee = f(u;v)ju 2
Ve; Vv 2 Vcg

(u;v) 2 Ec;8u;v 2\,

The notations we usedto describe the parameters of G(V; E)
are listed in Table 1.

Meaning Notation
Total number of nodes N
Degree of node u d(u)
edge | core
number of nodes Ne N¢
number of links Le Lc

Table 1: Net work Graph Parameters

2.2 Modeling Network Growth

Since the Internet continues to grow, we would like to
know how to evolve our topology model to re ect this net-
work growth. Such an accurate model of Internet growth is
currently a topic of active researd topic. In this paper we
adopted a simplied network growth model to capture the
essetial Internet growth pattern. A number of studies [7,
8] have shown that the growth in the number of edge net-
works is much faster than that of core networks, and is the
major contributor to the Internet growth. Such di erence in
growth rates is essemial to our model. A simple way to dif-
ferentiate these two rates is by growing the number of edge
nodesexponertially while growing the number of core nodes
linearly. More precisely, we rst pick a small humber s as
seedand generate a sequenceof topologieswith Nc = i s
andNe = 2 ! s. Sincewe cannot predict the exact growth
rate of the Internet, weuse(1 i n) (where n is a small
constant) to investigate di eren t growth rates.

2.3 Routing Protocol and Policy

To model the routing protocol and policies that control
routing information exchanges, we choseto usethe Simple
Path Vector Protocol (SPVP) [9], which has been used in
previous BGP routing studies. Informally, SPVP can be
summarized as follows:

When a node u hasmultiple paths to node v, u chooses
the shortest length path asits bestroute to v. If there
is a tie, the path with the smallest next hop node ID

is preferred.

When the best route changes, u will send a routing
update to all its neighbors.

In our model, every node originates its own set of pre xes
and advertises these pre xes to all of its neighbors. Ev-
ery node also constructs a routing table containing the best
routes to all other pre xes. Since core nodes form a clique,
the best route between any two core nodesis one hop, and
the bestroute betweenany two edgenodes, in the absenceof
any failures, is at most three hops (i.e., edge-core-core-edge).

According to [6], in the current Internet, there are two
dominant relationships among di eren t networks, namely,
customer-provider relationship and peeringrelationship. These
relationships guide routing policy con guration in most cases.
In our topology model, if a core node u connectsto an edge
node v, u will be the provider of v, and v is the customer of
u. Any two core nodes are peers. Accordingly, we have the
following routing update policies:

Core nodes provide transit service only to their cus-
tomers, i.e., a core node only announcesits own and
its customers pre xes to its peers.



Edge nodes do not provide transit service, i.e., edge
nodes do not send updates for pre xes learned from
their providers.

These policies imply that an edge node will only appear as
route origin, and link failures do not trigger any edge to
generate routing updates.

2.4 Metrics

When a link fails, nodesthat were using the disabled link
will re-calculate their best routes and send routing updates
to neighbors with the new route information. To understand
the impact of the location of a link failure on routing, we
de ne three metrics. First, we are interested in how many
nodes need to make routing changesdue to the link failure,
which is measuredby the average number of a e cted nodes
This metric re ects the scope of the impact. The reason
we use averagesis becausecomparison between individual
instancesof link failures will not lead to a generalconclusion.
For example, if a particular edge link failure a ects more
nodes than a particular core link failure, it doesnot imply
other edge link failures will necessarily a ect more nodes
than corelink failures. Therefore, we take averageto obtain
statistically meaningful results.

Second, we are interested in how many routes have to be
changal, which is measured by the average number of af-
fected routes. Speci cally, we count how many best routes
need to be replaced due to the link failure. This metric
re ects the potential impact on data forwarding since data
o ws traversing the a ected routes may potentially experi-
ence packet delays or losses.

Third, we are also interested in the percentage of triggered
updates contributed by edge link failures to seewhich type
of link failures triggers more routing trac. At a high level,
if each edgelink may fail with probabilit y pe, eat edgelink
failure triggers te updates on average,and there are L. edge
links in total, then the total number of routing updates due
to edgelink failures is peteLe. Similarly, the total number of
updates due to core link failures is petcLc. Let U® = tele,
U® = tele, o = B—Z and , = E—: The percertage of
updates due to edgelink failures, e, is

peU® 1

CopeUs+ pUt T 1+

e

In our analysis, we will derive the total number of triggered
updates U® and U°, and then calculate .

2.5 Simplifying Assumptions

In the basic model, we have three simplifying assumptions
to keepthe problem tractable. We subsequerly relax these
assumptions to make our model more realistic.

First, we assumethat all links have the sameprobabilit y of
failure. In practice, it is generally believed that Internet core
links tend to be more reliable than edgelinks. Internet core
links correspond to the connection betweenlarge ISPs who
have resources dedicated to monitoring and managemernt.
We relax this assumption in Section 3.6. Second,we assume
eah node announces a single address pre x. In practice,
both core and edgenodes(i.e., an Autonomous System) can
originate routes to multiple pre xes, and a large ISP (i.e.,
core node) tends to originate a large numbers of pre xes.
We relax this assumption in Section 4.1. Third, we assume
any two nodesare connected by a single link. In reality, two

core nodes (i.e., two large ISPs) are often interconnected at
multiple locations, which results in multiple physical links
betweenthem. We relax this assumption in Section 4.2.

In this work, we do not consider the impact of slow rout-
ing convergencewhen counting the number of updates. Af-
ter alink failure, BGP may explore multiple transient paths
before converging on the new set of stable paths [10, 11,
12]. In general topologies, studies [2] have shown that edge
link failures tend to create more transient path exploration
thus more updates than core link failures. However, we be-
lieve that the topology model and routing policy usedin this
work have the e ect of limiting the occurrence of slow con-
vergence[13]. Examining the impact of slow convergenceis
part of our future work.

3. ANALYSIS ON BASIC MODEL

3.1 Overview

The failure of link (u;v) a ects nodesthat usethis link to
reach somedestinations. Thesenodeswill changetheir rout-
ing tables and send out routing updates. Let r(u;v) be the
set of nodeswho useu to reach v, including node u. When
link (u;v) fails, nodes at both sidesof the link are a ected,
thus the total number of a ected nodesis r(u;v) + r(v;u).
Each a ected node at u's side has r(v;u) routing table en-
tries a ected, and each node at v's side has r(u;v) routing
table entries a ected, therefore the number of a ected routes
is2 r(u;v) r(v;u). Sinceedgenodesdo not provide tran-
sit servicefor other nodes, they do not sendrouting updates
after alink failure. A ected corenodeswill sendone update
for each aected routing table entry to all their neighbors
except the failed link. For instance, assumingv is the core
node, it will sendr(u;v) (d(v) 1) updates,where d(v) is
V's degree,

In our analysis, we will follow the above logic to obtain the
metrics for ead individual link failure, sum over all target
links (i.e., core or edge), and compute the averageby divid-
ing the sum by the number of links. Our conclusions are
mainly basedon the nal analytical results, not the proof
themselves. Due to pagelimit, we only show a few proofsto
demonstrate main techniques. Complete proofs of all theo-
rems can be found in [13].

3.2 Edgelink Failure

For the failure of an edgelink (u;vju 2 Ve;v 2 V), we
have the following analytical results.

Theorem 3.1. The average number of a e cted nodes af-
ter an edgelink failure, E(jV®)), is

EGVE) = 1+ TN 1)
e

Pr oof. Use a(u;v) to denote the number of nodes af-
fected by an edgelink failure of (u;v), then a(u;v) = 1+
r(v;u). If we take the sum a(u;v) over all u's links and all
edgenodes, and divide it by the total number of edgelinks,
we get

EGVE) a(u; v)

u2Ve (uv )2E

L+ r(viu)

1
Le
1
Le u2Ve (uv )2E



Since every node except u must use exactly one of u's link
to reach u,

r(v;uy= N 1; 1= d(u)
(uyv)2E (uv)2E
Therefore,
e 1
EGVT) = — (duy+ N 1)
€ u2ve
1
= ¢ d(u) + (N 1)
€ u2ve u2Ve
= i(Le+ (N 1)N¢)= 1+ &(N 1)
Le Le
O

When all edge nodes are single-homed, which means N, =
Le, any edgelink failure will partition an edge node from
the rest of the network and a ect all nodes,E (jV°j) = N, as
expected. As edge nodesincreasetheir connectivity, Le in-
creaseswhich reducesthe averagenumber of nodesa ected
by an edgelink failure. This theorem shows that Ne=Le is
the quantitativ e measureof how e ectiv e multi-homing is in
reducing the scope of an edgelink failure's impact.

Theorem 3.2. The average number of a e cted routes af-
ter an edgelink failure, E(jP®)), is

2Ne
L

e

E(iP%) = (N 1)
Similarly , multi-homing reducesthe number of a ected routes
by increasing Le.

Theorem 3.3. The total number of updates summed over
all edgelink failures, U®, is

U= Le(N 2

The average number of updatesis N 2, which implies
that for eath edgelink failure, on average all nodes except
u and v will receive one update. When all edge nodes are
single-homed, this is obvious since all other nodes rely on
link (u;v) to reach u and will be notied of its failure by
one update. In the caseof multi-homing, after (u;v) fails,
somenodesmay be notied multiple times if they are multi-
homed, and some nodes may not be notied if u is multi-
homed. However, this theorem shows that, on average, each
node still receivesone update. This result demonstratesthat
formal analysis can help reveal insights that are otherwise
dicult to see.

3.3 Corelink Failure

Theorem 3.4. The average number of a e cted nodes af-
ter a core link failure, E(jV¢j), is
e 1
E(V) = 5 (@N(Ne 1) d(w)* + Le)
¢ w2 Ve

When every edge node w is single-homed, d(w) = 1 and
Ne = Le, Which gives E(jV®) = 2N=N,. When multi-
homing is used, edge nodes depend less on individual core
links, therefore the number of a ected nodesdecreases.Un-
like the caseof edgelink failure, the quantitativ e e ect of
multi-homing cannot be decided by L. alone; it also relies
on how the edgelinks are distributed among edgenodes, as
measuredby . d(w)>.

Theorem 3.5. The average number of a e cted routes af-
ter a core link failure, E(jP¢j), is

E(J‘pcj):L_lC(N(N 1) 2Le  Ne(Ne 1)

Pr oof. When a core link (u;v) fails, the number of af-
fected routesis 2 r(u;v) r(v;u). Summing this term over
all corelinks will give a complex formula. Therefore we take
another approach to get a more intuitiv e result. Since there
are in total N(N 1) routing entries in the network, we
just needto nd how many routes are not a ected by core
link failures and subtract it from N(N 1). Routes that are
not a ected by corelink failures should not contain any core
link, which meansthey belong to one of the following cate-
gories: core-edge,edge-core,and edge-core-edge.Routes in
the rst two categoriesconnect an edgenode to a core node,
therefore their total numberis 2L.. Routes in the third cat-
egory connect two edgenodesvia a core node. In total, we
have Ne(Ne 1) routes connecting two edge nodes. And
two edge nodes are connected either by routes in the form
of edge-core-edgeor by routes in the form of edge-core-core-
edge. Let be the percertage of the edge-core-edgeoutes.
Therefore, we have totally N(N 1) 2L, Ne(Ne 1))
a ected paths when failing every core link. By taking the
average,we have the nal result. [

is a topology-dependent factor, which measureshow much
the end-to-end connectivity between edgenodesis indepen-
dent from core links. For example, if all edgenodes connect
to the samecore node, none of the routes betweentwo edge
nodes needto traversea core link, thus = 1, and we have
the least number of a ected routes per core link failure.

Theorem 3.6. The total number of updates summed over
all core link failures, U°, is

US=Le(N 1) de(u)?

u2Ve

where de(u) is the number of edgenodesthat a core node u
connects. When N is xed, multi-homing will increaseboth
Leand |,y de(u)?, but the latter increasesfaster since
Le = v, de(u). Therefore, multi-homing will decrease
U°®. This is becausemulti-homing decreaseshe dependency
of edgenodeson individual corelinks, and in turn, decreases
the number of triggered updates after a core link failure.

3.4 Simulation

We use SSFNET [14] in simulation to verify our analyt-
ical results in relatively small networks. SSFNET imple-
ments the full version of BGP, therefore it simulates various
proto col operations and di erent timers, providing a more
realistic scenarioto verify the analytical results.

3.4.1 SimulationSettings

In all simulations, BGP parameters are setto default val-
ues,e.g., 30 secondswith random jitter for the M RAI timer.
After the initialization phase,a link is brought down, which
meansthe BGP sessionon this link is terminated. This link
failure will triggers some routing updates in the network.
After the network convergesagain, we count the number of
a ected nodes, a ected routes, and updates. After repeat-
ing this for every link in the network, the average numbers
are calculated.



In eadh topology, core nodesform a clique, and edgenodes
are attached to randomly selected core nodes. To simulate
the limited connectivity of edge nodes and the increasing
practice of multi-homing in the Internet, we set the degree
of eath edge node to be from 1 to 3. When we increase
the network size, we set the network growth seeds = 6 and
i 2[1;5].

3.4.2 SimulationResults

We compare the results obtained from simulations and
those from calculations based on the theorems. Figure 1
shows that for all three metrics and both edgelink failure
and core link failure, simulation results and theoretical cal-
culations match eac other very well, which shows that our
analysis is valid even with various BGP proto col operations
and timers.

In calculating the averagea ected routes for corelink fail-
ures, isobtained in the following way. For an edgenode u,

eadh ¢ connects a set of edge nodes, so u can reach those
nodesvia ¢ and form an edge-core-edgepath. Therefore we
have

1 . .
S ) nbre(c)j
Ne(Ne 1) e2Ve c2nbr (e)
where nbr(u) is the set of neighboring nodes of u, nbre(u)
is the set of neighboring edge nodes of u.

3.5 Trendsin Large Networks

Sincesimulation is practical only on relativ ely small top olo-
gies, we need rely on analytical results to understand the
routing impacts in large networks. We generate a sequence
of network topologieswith linear increaseof core nodesand
exponertial increase of edge nodes, calculate their topolog-
ical parameters, such as Ne, Le, etc., and then use these
parameters to calculate the values for all metrics. The re-
sults are shown in Figure 2.

Observ ation 1. Figure 2(a) showsthat an edgelink fail-
ure a e cts more nodesthan a core link failure.

This implies that on average, an edgelink failure a ects
larger scope than a core link failure. This is the result of
edgenodes' limited connections compared with core nodes.
For an edgenode with a small number of links, all the other
nodesin the network needto usethis small number of links
to reach the said node. Therefore, on average, there are
a large number of nodes rely on an edge link. When the
edgelink fails, a large number of nodeswill be a ected. On
the contrary, core nodes usually have much more links, thus
there are lessnodes rely on ead individual core link, and
the impact of its failure will have a smaller scope.

Observ ation 2. Figure 2(b) showsthat an edgelink fail-
ure a e cts lessroutes than a core link failur e when the net-
work size is large.

Since edgenodes grow much faster than core nodes, there
will be a large number of edge nodes and a relativ ely small
core in large networks, which meansa very large number of
routes relying on a relatively small set of core links. This
increasesthe average number of routes a ected by core link

failures, and becomesmuch more pronounced when the net-
work is very large.

The total number of updates triggered by link failures are
obtained from the following two equations.
de(u)?

U= Le(N 2) U= Le(N 1)

u2Ve

Since ,y, de(U) = Le, we can derive the bounds of
w2V, de(u)?. When all edge links are evenly distributed

among all core nodes, de(u) = Le=Nc, and |, de(u)?
reaches its minimum value of L2=N.. When all edge links
concertrate on a single core node, it reaches its maximum
value of L2. Note Le = N in the latter case. Also, since
usually Le = k Ne, wherek is a small integer, we can express
the bounds of U° as:

2
Le(N 1) L2 US LoN 1) =&
Nec
Le(Ne 1) u¢ Le(Nc+ Ne 1 Ne NL)
C

As the network size increases,Ne N¢, U® = LeNe. For
U¢, its bounds are approximated by LeN¢ and LeNe. There-
fore, we have

Observ ation 3. The number of updatestriggered by core
link failur esdependson how edgelinks are distributed among
the core nodes. If the core nodes have more or lessthe same
number of edgelinks, core link failur esand edgelink failur es
resultin similar amount of routing updates; if edgelinks are
distributed unevenly among core nodes, a core link failure
tends to trigger fewer updatesthan an edge failur e.

In simulations, since edgelinks are attached to randomly
selectedcore nodes, the distribution is closeto uniform, and
Figure 2(c) conrms that both typesof failures trigger sim-
ilar amount of updates. In the real Internet, the power-law
of AS degreesuggeststhat the distribution of edgelinks on
the core may be quite uneven, and as a result, core link fail-
ures may trigger much lessrouting updates than edge link
failures.

3.6 Thelmpact of Failur e Probability

Now we relax the assumption that core links and edge
links have the same probabilit y to fail. Since

_ 1 _ Pc _u°
e_1+pu p_pe Ue

In large networks, 0 u 1. In reality, core links usually
are much better maintained than edgelinks, therefore

1. In this case, . will approach to 1 in large networks,
which meansthat most routing dynamics will be attributed
to edgelink failures.

4. EXTENDED MODEL FOR NETWORK
CORE

In this section, we relax two assumptions in the basic
model to make the network core more realistic: a core node
can originate multiple pre xes, and there can be multiple
links between core nodes.
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4.1 Multiple Pre xesOriginated by CoreNodes

In reality, large ISPs (i.e., core nodes) usually originates
much more pre xes than small ISPs or customer networks
(i.e., edgenodes). To capture this in our model, we assume
that every core node originates M. 1 pre xes. Since rout-
ing entries are assiated with pre xes, we count routes at
per pre x basis.

Using multiple pre xes does not change the results for
a ected nodesand total updates after edgelink failures, be-
causetheseresults are independert to the number of pre xes
originated by core nodes.

Theorem 4.1. The average number of a e cted routes af-
ter an edgelink failure is

E(JP%)) = L—le(NeNCMC+ Ne(N + Ne  2))

Theorem 4.2. The average number of a e cted routes af-
ter a core link failure is

E(]PC]) = L—lc((N 1)(NCMC + Ne) LE(MC+ 1)

Ne(Ne 1))

(b) AverageA ected Routes

Theorem 4.3. The total number of triggered updates summed

over all core link failuresis

de(u)?

u2Ve

U°= (N¢ 1)LeM¢+ Nele

(c) Total Updates

2: Large Net works (calculation)

Again, simulations results con rms that our analytical re-
sults are valid in small networks . Figure 3 shows the cal-
culation results for large networks, from which we have the
following obsenations.

Observ ation 4. When M. > 1, core link failurestend to
a e ct more routes and trigger more updates than edge link
failur es.

As M. increases,core links carry more pre xes than edge
links. Therefore, when a core link fails, more routes are
a ected, and consequetly, more updates are triggered.

4.2 Multiple Links betweenCore Nodes

In reality, large ISPs connect with ead other at multiple
places, such as exchange points and private peering points,
resulting in multiple links between two core nodes. To ex-
tend our model, we assumethere are K 1 links between
every pair of core nodes.

When a core link fails, there are two ways to re-construct
the routes. In Figure 4, there are three core nodes, A, B
and C. A hastwo routers, A:a and A:b; B and C also have
two routers each. There are two links between every pair of
core nodes as shown in the gure. Now, A:a hastwo paths
to reach B, (A:a; B:a) and (A:a; A:b;B:h). Links between
two nodes are called \external links," and links within one
node are called \in ternal links."

LComplete results can be found in [13].
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Figure 3: Large Networks (M. is the number pre xes originated by each core node)

Figure 4: An example of multiple links between core

nodes

When link (A:a; B:a) fails, A:a has to switch to the in-
ternal link (A:a; A:b) in order to reach B. This change is
a \lo cal" change becausethere is no new path information
for other nodes. However, in order to reach D, A:a has two
choices. One is going through the internal link (A; a;A:b)
rst, then through links (A:b; B:b;B:a; D). This choice keeps
the original path (A; B;D) at node level and doesn't trigger
any update. The other choice is going through an external
link (A:a; C:a) rst, then through the link (C:a;D). This
changes the original path to (A; C;D). Both choices give
paths with 3 node-hops. In reality, a BGP router usually
tries to direct trac out of its network via nearest exit. In
our example, this means A:a will choosethe external link
(A:a; C:a) to reach D. In BGP terms, this is often phrased
as\prefer paths learned from eBGP peersover those learned
from iBGP peers," which results in \hot potato routing."
Therefore, we adopt the following policy.

When a node u has multiple paths to reach the same
pre x, u will always prefer external links over internal
links.

Multiple links between core nodes doesnot a ect the re-
sults of a ected nodesand a ected routes for edgelink fail-
ures. For other metrics, we have the following results.

Theorem 4.4. When K > 1, the average number of af-
fected nodes after a core link failure is

EGVE)) = 2+ (Ne 1)Ng)

1
LcK (

where Nso is the number of multi-homed edge nodes, is the
percentage of edge-ore-core-alge paths that destine to multi-
homed edgenodes, and is the percentage of unique pre xes
edge-ore-cre-alge of such edge-ore-core-adge paths.

This theorem implies that increasing the connectivity be-
tween core nodes will decreasethe average number of af-
fected nodes after core link failures. It is becausethat the
edge nodes' dependency on core links are now shared by
K links. In the extreme casethat K ! 1, E(jV) ! 2,
meaning only the two incident core nodes are a ected.

is a topology-dependert factor determined by how edge
nodes connect to core nodes. is determined by the rout-
ing preference of edge nodes. Given the same number of
paths between edge nodes, if every edge node choosesto
load-balancing its trac, i.e., using dierent core links to
reach di eren t destinations, will increase. As a result, the
average number of a ected nodes will increase, since every
core link failure will a ect nodesthat do load-balancing.

Theorem 4.5. When K > 1, the average number of af-
fected routes after a core link failure is:

00,

E(iP%)) = 1)Ne)

Cic(K(NeNe  Le)+ (N

When K | 1, E(jP°)) ! (2Mc+ RefieLe) This shows
that if core nodes contin ue to mcreasethe number of links
among them, the average number of a ected paths will ap-
proach to a constant value determined by the overall topol-
0gy.

Theorem 4.6. When K > 1, the total number of updates
summed over all edge link failur esis:

= (Ne 1)LeK + Nele Le

Theorem 4.7. When K > 1, the total number of updates
summed over all core link failuresis:

de (U)?

u2 Ve

U® = Nele

Figure 5 shows the trends in large networks.



100000 : ;
E(VE) —=— /-/1
10000 - _E(Y°]) (K=10) i

C|
)
E(Iy) (K=100) —— e
(K=1000) //

10000

1000 + 1000 -

100 ¢ 100 | S

10 / ]

10

‘)
PY) (K=1000) —*—

le+11
le+10 |
1le+09 |
1e+08 |
1e+07
1e+06 [
100000
10000

1000 [»~

100

E(P) —=—
) (K=10)
1) (K=100) ——

Theoretical number of total updates

Theoretical number of affected nodes
Theoretical number of affected paths

10 100 1000 10000 100000 10 100
Network size (a*r=0.5)

(@) AverageA ected Nodes

(b) AverageA ected Routes

10 L L L

1000 10000 100000 10 100 1000 10000 100000
Network size (r =0.5)

Network size

(c) Total Updates

Figure 5: Large Networks (K is the number links between two core nodes)

Observ ation 5. When K > 1, edge link failures a ect
more nodes and routes than core link failur es.

This is becausesomecorelink failures are\lo cal changes",
which do not changerouting paths at node level nor trigger
any update.

Observ ation 6. When K > 1, edgelink failur es trigger
more updates than core link failur es.

The dominant term of U is (N 1)LeK + NeLe. K plays
a role in U® becausethe information about edge link fail-
ure will be propagated through all K links betweena ected
core nodes. For U°, becausemultiple links keep core nodes
connected, it cancelsupdates due to path changesbetween
two core nodes. Therefore, the K factor amplies routing
overhead when edgelinks fail, but reducesrouting overhead
when core links fail.

Observ ation 7. Ne¢L. becomes the dominant factor on
total number of updatesin very large networks, for both edge
link failures and core link failur es.

Comparing Figure 2(c), 3(b), 5(c), all valuestend to con-
vergeto the samevalue when the network sizeis very large.
It is becausethe dominant term in all equations is NelLe
when Ne and L. are growing exponertially .

5. RELATED WORK

A number of previous work studied BGP routing dynam-
ics through data measuremerns. Labovitz et. al [15] found
sewral pathological behaviors by examining BGP update
logsand analyzedthe possibleorigins of such behavior in [16].
Other studies examined the BGP dynamics during stressful
events such as worm attacks. [17] reported correlation be-
tweenthe surge of BGP trac and worm activities. In [18],
Wang et. al showved that worm attacks impacted someedge
networks, which could be possible causesfor BGP update
surge. Another study [19] also showed that worm attacks
aected some edge networks like Department of Defense
(DoD) networks.

The limitation of data measuremer is partially addressed
in [20], which showved how dicult it is to interpret opera-
tional data. Grin et. al [9] built aformal modelto examine
BGP dynamic behavior to study especially BGP divergence
problem. This model is further extended in [21], which stud-
ied the theoretical bound of routing convergencetime. This

work also used similar routing policies and hierarchical net-
work top ologiesasusedin this paper. Our work also exploits
the power of formal analysis, but with a quite di eren t focus.
We are interested in di eren t dynamics causedby edgeand
core link failures. This paper represerts an initial step to-
ward a deep understanding of the relation between network
failures and routing dynamics.

6. CONCLUSION

As aninitial step toward understanding the role of various
in uen tial factors in routing dynamics, in this paper we use
formal analysisto examine the impact of the location of link
failures on routing instabilit y. Our simplied network model
di eren tiates link locations into two classes,edgelinks and
corelinks. Our analytical results readily show the impact of
dierent link failure locations as measured by the number
of aected nodes, the number of aected paths, and the
number of updates triggered, identifying the e ect of the
location of failed links. In addition, our results pinp oint out
dominant factors which determine the number of updates as
the network size grows.

In the processof achieving the above results we also gained
experience in how to combine an analytical approach with
simulation validation, to gain deep insights of a large-scale
system. As our next step we plan to further verify the ini-
tial results through simulations with Internet-lik etop ologies.
During this exercisewe will study the occurrenceof slow con-
vergencein order to capture its impact in our formal model.
We also plan to further extend our topology model to bet-
ter capture the essenceof the Internet topology to make
the results more applicable to real networks. Furthermore,
intra-domain routing proto cols canimpact routing dynamics
aswell becauseof their interactions with inter-domain rout-
ing protocols. We can extend our model to de ne intra-core
links and study their routing impacts.
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