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Abstr act. This paper presents an implementatio n of the novel water-
marking method proposed by Venkatesan, Vazirani, and Sinha in their
recent paper A Graph Theoretic Approach to Software Watermarking .
An executable program is marked by the additi on of code for which the
topology of the control - o w graph encodes a watermark. We discussis-
suesthat wereidenti ed during construction of an actual implementati on
that operates on Java bytecode. We measure the size and time overhead
of watermarkin g, and evaluate the algorithm against a variety of atta cks.

1 Intr oduction

This paper buildsupon and elaboratesa sdtware watermarking schemeproposed
by Venkatesan, Vazirani, and Sinha in A Graph Theoretic Approach to Software
Watermarking [21]. We will referto that paper asVVS and to its watermarking
scheme as GTW. The present paper contributes:

The r st public implemertation of GTW

An implemertation that operateson Java bytecae

An example of an error-correcting graph encading

The generaion of executable code from graphs

Seweral alternativesfor marking badgc blocks

Extraction (not just detection) of a watermark value
Empirical measuremeris of an actual GTW implemertation
Experimental analysis of possible attacks
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Graph theoretic watermarking encadesa value in the topology of a control-
ow graph, or CFG [1]. Each node of a CFG represeits a basic block consisting
of instructions with a single entry and a single exit. A directed edge connects
two basic blocks if control can pass from oneto the other during execution. The
CFG itself also has a single ertry and a single exit.

A watermark graph W is mergedwit h a target program's graph P by adding
extra control- ow edgesbetweenthem. Basic blocks belongng to W are marked
to distinguish them from the nodesof P. Thes marks are later usedto extract
W from P + W during the recagnition process The GTW processis illu strated
in Figure 1.
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Fig. 1. Overview of graph theoretic watermarking. In a the code for watermark W is
merged with the code for program graph P, by adding fake calls from P to W. In b
the sameprocessis shown using a control- o w graph not%[io n. Part b also shows how
the mark is later recovered by separating the marked (* ) nodes of W from P with
some tolerance for error.

The VV S paper hypothesizesthat naively inserted watermark code is weakly
conneded to the original program and is therefore easily detected. Weakly con-
nected graph componerts can beidenti ed using standard graph algorithms and
can then be manually inspectedif they are few in humber. Such inspection may
reved the watermark code at much lower cost than manual inspection of the full
program.

The attack model of VVS condders an adversay who attempts to locate a
cut between the watermark subgraph and the original CFG (dashed edgesin
Figure 1). The GTW algorithm is designed to produce a strongy connected
watermark sothat such a cut cannot be identi ed. The VVS paper provesthat
such a sepamtion is unlikely. More formally, the GTW algorithm adds edges
betweenthe program P and the watermark W in such a way that many other
node divisions within P have the same size cut as the division betweenP and
W.

We have implemerted the GTW algorit hm in theframework of SandMark  [4],
a tool for experimenting with algorithms that protect sdtware from reverseen-
gineeling, piracy, and tampering. SandMark contains a large number of obfus-
cation and watermarking algorithms aswell as tools for manually and automatic
analysis and reverse engineeing. SandMark operates on Java bytecode. It can
be downloaded for experimentation from sandmak .cs .ari zona. edu.



Our implemertation of GTW, which wewill call GTWsgy, , isthe r st publicly
available implementation of the GTW algorithm and this paperisthe r st empir-
ical evaluation of the algorithm. We have found that GTW can be implemerted
with minimal overhead, a high degree of stealthiness,and with relatively high
bit-rate. Error-correcting graph techniques make the algorithm resiliert against
edge ip attacks, in which the badc blocks are reordered, but it remains vul-
nerable to a large number of other semartics-presewring code transformations.
GTW's crucial weaknessis its reliance on the reliable recognition of marked ba-
sic blocks during watermark extraction. We are unaware of any block marking
method that is invulnerable to simple att acks.

The remainder of this paper is organized asfollows. Section 2 surveysrelated
work. Section3 preseiis an overview of our implementation, and Sections4 and 5
descibe the embedding and recayniti on algorithms in detail. Section 6 evaluates
GTW with respect to resilienceagainst attacks, bit-r ate, and stedth. Section7
discus®s future work.

2 Related Work

Davidson and Myhrvold [10] published the rst sdtware watermarking algo-
rithm. A watermark is embedded by rearranging the order of the basc blocks
in an executable. Like other order-basedalgorithms, this is easly defeatedby a
random reordering.

Qu and Potkonjak [17, 14] encade a watermark in a program's register allo-
cation. Like all algorithms basedon renaming, this is very fragile. Watermarks
typically do not survive a decanpilation/r ecompilation step. This algorithm also
su ers from a low bit-r ate.

Stern et al. [20] usea spread-spectrum technique to embed a watermark. The
algorith m changesthe frequenciesof certain instruction sequencedy replacing
them wit h equivalent sequencesThi s algorithm can be defea ed by obfuscdions
that modify data-structuresor data-encadings and by many low-level optimiza-
tions.

Arboit's [2] algorithm embedsa watermark by adding special opagque predi-
catesto a program. Opaque predicatesare logical expressims that have a con-
stant value, but not obviously so[8].

Watermarks are categorized as static or dynamic. The algorithms above are
static markers, which embed watermarks directly within the program code or
data. Collberg and Thomborson [5] proposedthe rst dynamic watermarking
algorith m, in which the program's run-time behavior determinesthe watermark.
Their algorithm embeds the watermark in the topology of a dynamically built
graph structure constructed at runtime in a response to a particular key input
sequenceThis algorithm appearsto beresilient to a large number of obfuscating
and optimizing transformations.

Palsberg et al. [16] descibe a dynamic watermarker basedon that algorit hm.
In this simpli ed implementation, the watermark is not dependert on akey input
sequencebut is congructed unconditionally. The watermark valueis represered



as a planted planar cubic tree. Palsberg et al. found the CT algorithm to be
practical and robust.

3 An Overview of GTW gy

Our implementation of GTW operateson Java bytecode. Choosng Java lets us
leverage the toals of the SandMark and BCEL [9] libraries, and lets us attack
the reaults using SandMark 's cdlection of obfuscaors. Like every executable
format, Java bytecode hassame unique quirks, but the results should be generlly
applicable.

The GTW embedding algorithm takes as input application code P, water-
mark code W, secet keys! ; and ! ,, and integers m and n. GTWsgy usesa
smdler and simpler set of parameters Valuesof m and n are inferred from P,
W, and ! ;. The clustering step (Section 4.4) is unkeyed, so! ; is unused. Thus,
our implementation takes as input application code P, a secet key ! , and a
watermark value,

The GTWsy embedding processproceedsthrough these steps:

ing executable code for ead basc block (Section 4.3).

4. The application's clusters are identi ed (Sedion 4.4).

5. The watermark is merged with the application by adding control- o w edges
to the graphs (Section 4.5).

6. Each basic block is marked to indicate whether it is part of the watermark
(Section 4.6).

The recagnition proces descibed in VV S has three steps: detection of wa-
termark nodes,sampling of subsets of the watermark nodes,and computation of
robust properties of these subsets.The set of robust property values composes
the watermark. The proces is as follows:

1. Marked nodes of the program CFG are identi ed (Section 5.1).

2. The recagnizer selectsseveral subsetsof the watermark nodes for decading
(Section 5.2).

3. Each subsetis decaded to compute a value, and the individual values are
combined to yield the watermark (Section 5.3).

4 Embedding

The construction of a watermark graph W is not discus®d in VVS. In GTWgpy
we accept an integer value for transformation into a watermark CFG. The recog
nition processperforms the inverse trandormation from CFG to integer.

The embedding proces involvesse\eral steps: splitting the watermark value
into smdl integers; constructing directed graphs that encade these values; gen-
erating code that corregponds to the graphs; and conneding the code to the
program.
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Fig. 2. Reducible permutati on graph of the integer value 8

4.1 Waterm ark Value Splitting

GTWsy splits a watermark value v into a multiset S of k integers, k 2.
Empirically, we have determined that values of k between 5 and 15 produce
watermark methods that are neither overly large nor overly numerous.

A watermark value v is split as follows:

1. Compute the minimum exponert | such that v can berepreserted usingk 1
digits of base?2'.
2. Splitpthe value v into digits vo;vi;:::;vk 2 such that 0 vj < 2! and
- Tk 241,
v= 5 2.
3. Encode the digits in the multiset fsg;s;;::;s« 19 where sp = | 1 and
Si=5S 1+ V1.

For a concrete example, consider splitting a watermark value of 31415926
with k = 10. The minimum radix is 8, so | = 3. This producesa list v; of 6, 6,
1,7,5 6,7,6,1and nally the multiset f2, 8, 14, 15, 22, 27, 33, 40, 46, 479.

4.2 Encoding Integers as Gra phs

Each integer is converted into a graph for embedding in the application. Several
issuesmust be considered when choosing a graph encading:

1. The graph must be a digraph (a directed graph) for useasa CFG.

2. The graph must have the structure of a valid CFG. It should have a header
node with in-degreezeroand out-degreeone from which every node is reah-
able, and it should have a footer node with out-degree zero that is readable
from every node.

3. The graph shauld have a maximum out-degree of two. Basic block nodes
with out-degrees of one or two are essily geneited using standard control-
structures such as if- and while-statemerts. Nodes with higher out-degree
can only be built using switch-statemerts. These are relatively unusual in
rea code, and henceconspicuais.

4. The graph should be reducible [1], because true Java code produces only
reducible graphs. Intuit ively, a CFG is reducible if it is compiled from prop-
erly nested structured control constructs sud as if- and while-statemerts.



More formally, a reducible ow graph with root noder has edgesthat can be
split into an acyclic componert and a component of backedges, where each
badkedge (u; v) hasthe property that every path fromr to u passesthrough
v. In this case,v is sad to dominate u.

5. The cortr ol structures represerted by the graph should not be deeply nested,
becuserea programs seldomneg deeply.

In GTWsy each part of the split watermark is encaded as a reducible per-
mutation graph, or RPG [3]. These are reducible cortrol- ow graphs with a
maximum out-degree of two, mimicking real code. They are resiliert against
edge ip attacks and can be correctly decaded evenif an attacker rearrangesthe
badc blocks of a method.

An RPG is areducible ow graph with a Hamiltonian path condsting of four
pieces(seeFigure 2):

A header node: Theroot node of the graph having out-degree one from which
every other nodein the graph is reatable. Every contr ol- o w graph hassuch
a node.

The preamble: Zero or more additional init ial nodesfrom which all later nodes
are reachable. Any node in the body can have an edgeto any node in the
preamble while presering reducibility.

The body: The set of nodesused to encale a value. Edges withi n the body,
from the body to the preanble, and from the body to the footer node encale
a permutation that is its own inverse.

A footer node: A nodewith out-degreezero that is reacable from every other
node of the graph. This node represens the method exit.

There is a one-to-one correspondence between self-inverting permutations and
isomorphism classesof RPGs, and this correspondencecan be computed in poly-
nomial time. An RPG encaling a permutation on n elemeris has a bitrate of at
leag 2lgn  0:62 bits per node [3].

For encaling integers we use only those permutations that are their own
inverses, as this greatly reducesthe need for a preanble. An integer n is en-
coded as the RPG coaresponding to the nth self-inverting permutation, using
the enumeration of Collberg et al. [3].

4.3 Generating Code from a Gra ph

A graph is embeddedin an application by buildin g a set of instructio nsthat have
a corresponding CFG. We want to geneiate code (in this caseJava bytecode)
that is stedthy, executable, and e cien t. In VVS it is expectedthat watermark
code be connectedto the application by meansof opaque predicates,and hence
never exealted. This leavesthe watermarked application opento tracing attacks.
In GTWsy , We generd e executablewatermark code that has no semartic e ect
on the program.

Given a graph, our code generaor producesa static method that acceptsan
integerargumert and returns an integerreault. Tiny basic blocksthat operate on



an integer are chosenrandomly from a set of possibilit iesto form the nodesin the
graph. The basic blocks are connectedas directed by th e graph, using conditional
jumps and fall-through paths whenever possible.Whenused in combination with
a graph encaler that mimics genuine program structures (such as our RPG
encaler), the reault is a synthetic function that is not obviously arti cial.

If the graph has at least oneleaf node (represerting a return statemen) then
the generaed function is guaranteed to read it, sothe function can sdely be
caled. Furthermore, the genemtor can be instructed to guarantee a positive,
negaiv e, zero, or nonzeo function result, allowing the function call to be used
in an opaque predicate.

4.4 Clusteri ng

GTW includes a clustering step before the edge addition step to increasethe
complexity of the graphsto which edgesare added. If edgesare added directly
to control ow graphs, few original nodeswill have more than two out-edgesor a
smdl number of in-edges and high-degree nodesgenemted by edge adding will
be conspicuous. The clustering step allows complex graphs to occur stedt hily.
VV S speci es a clustering step that proceedsby

Partition[ing] the graph G into n clusters using! asa random seed, so
that edges straddling across clusters are minimized (approximately).

VV S also states that

The clustering step (2) must have away to nd di erent clusterings for
di erent valuesof ! , sothat the adversay doesnot have any knowledge
about the clustering used.

With Java bytecode, edgescan be added only within methods or to entry
points of other (accesible) methods. This constrains the usable clusterings. For-
tunately, the natural clustering of basic blocks into Java methods is suitable for
our needs.The provendi cult y of sepaating W from P doesnot rely on keyed
clustering, sowe have chosenin GTWgy to simply treat each Java method as a
cluster.

Each node in the cluster graph then represnts an application or watermark
method, and an edgebetweentwo nodesrepresats a method call. This cluster-
ing schemeis very likely to approximately minimizethe number of edgeshetween
clusters, sincetwo basic blocks in the same method are much more likely to be
conneded than two basic blocks in di ere nt methods. This scheme also allows
us to implement edge addition stealthily, e cien tly, and easily. We were un-
able to identify any substartially di erent clustering schemewith both of these
properties.

4.5 Addi ng Control-FI ow Edges

The GTW algorithm adds edges between clusters using a random walk, with
nonuniform probabilities desighed to merge the watermark code indistinguish-
ably into the program. This processbegins by choosing a random start node



n, then repeaedly choosing another node |, creating an edgebetweenn and I,
and nally setting n = |. This process proceedsuntil m edgeshave beenadded
betweenP and W.

To ensurethat watermark codeis not trivially detectedasdeadcode, wethen
continue randomly adding edgesuntil no watermark method has degee zero.

VVS doesnot addressthe issueof choosng m. Our implemertation chooses
m to make the average degee of the watermark nodesapproximately the same
asthe average degee of the application nodesas follows.

Let pbethe number of program clusters and w be the number of watermark
clusters Setq, = and qy = Let e be the number of edgesin the

p+w 1 p+w l
original cluster graph. Then set
m = dew(l qw)(1 o) : 1)

P2 o) @) W2 ) G

Within the watermark cluster graph, g, is the probability that the next node
chosenin the random walk will also be a watermark node. The probabilit y that
one edgeending is added to watermark nodesis1 qy, qv(1 ¢qy) for two edge-
endings, 2 (1 qy) for three, and soon. The expected number of edgeendings
to be quedto watermark nodesbefore leaving to original program nodesis then
EW - n=1 I"]qW 1(1 qN)

Similarly, ¢ isthe probab|I|ty that the next node chosenafter a cluster from
the original program is another cluster from the original program. We obtain
the analogous value E, = ﬁ for the expected number of edge-endingsto be
addedto program nodes before leaving for watermark nodes.

For every two cross edgesadded, we expect to add 1+ E,, edgeendings
to watermark nodesand 1+ E, edgeendings to program nodes. Let m = 2k.
Sincewe want the average degreeto be the same in original program nodesand
watermark nodes we have the formula

K(L+ Ew) _ 2e+ k(1+ Ep)_
w - p '

)

Solving (2) for m gives(1).

Becauseeach method is a cluster, adding an edgefrom cluster A to cluster
B meansinseting codeinto method A that calls method B. The genemted wa-
termark methods are pure functions, so they can be executedwit hout a ecting
program semarics. Therefore, the added method calls to watermark methods
can actually be exeated. However, application code may have arbitrary side
e ects, so the edge adding processmust not change the number or order of
executions of application methods. Therefore, added application method invo-
cations are protected wit h opaquely false predicates to ensurethat they are not
actually executed. Additionally, application methods may be declared to throw
cheded exceptions. Preparing for and catching cheded exceptions requires the
addition to A of seweral blocks other than the method cal block.

Also as a result of making each method a cluster, not every edge can be
created. For example, private methods from di ere nt classescannot call each



other. In this case, the edgeis simply not created and the processcontinues
normally.

4.6 Marking Basic Blo cks

Each basic block that correspondsto a node of the watermark must be individ-
ually marked for later recogition. The VVS paper doesnot provide an actual
algorith m, but suggegs that

one may store one or more bits at a node that ags when a node is
in W by using some padded data after suitable keyed encryption and
encaing.

For marking purposes,the contents of a block can be changed as long as the
modi ed code is functionally equivalert to the original. Here are sane examples
of possible block markers:

1. Add code that accamplishes no function but just serves as a marker, for
example by loading a value that is never usedor writin g to a value that has
no e ect on overall program behavior.

2. Count the number of instructions in a block, and use the parity as a mark.
Add a no-op instruction, or make a more subtle change, to alter the mark.

3. Count accesesof static variables to determine a mark. Add variables and
aceessesas necesary to produce the desred results.

4. Compute a chedksum of the instructions and useone or more bits of that as
a mark. Alt er the code as necesary to produce desred results.

5. Transform the instruction sequencean ead block to a canonicd form, then
vary it systematically to encade marks.

6. Add marksin the meta-information assaiated with ead block. For example,
alter or create debugging information that as®ociates code locations with
saurce line numbers.

All of thes marking methods are easily defeaed if an adversary's goal is to
disrupt the watermark without necessély reading it. We are not aware of any
robust block marking technique; this remains an unsolved problem.

For our implemertation we have adopted th e chedcsum technique, computing
the MD 5 digest[18] of eadh block. Only instruction bytes and immediate constant
values, such as thosein bip ush, cortribute to the digest value. This makesthe
diged insensitive to somesimple changessucd asreordering of the Java \constant
pool"”.

A block is considered marked if the low-order two bits of the chedksum are
zero. We expect, then, to alter % of the blocks in the watermark set but only %
of the other blocks to get the right results. A real application will have many
more application blocks than watermark blocks, sothis is a desirable imbalance.

Marking is keyed by concaenatin g a secre value to the instruction sequence
before computing the MD5 digest. The set of marks cannot be read, nor can it
be counterfeited, wit hout knowing the key.



5 Recognition

The recagnition processin VV S has three steps: detection of watermark nodes,
sampling of subsetsof the watermark nodes,and computation of robust proper-
ties of thesesubsets.The set of robust property valuescomposesth e watermark.

5.1 Node Detec tion

A basic block that is part of the watermark code can be deteded by computing
its MD5 diged, as descibed in Sectin 4.6. A digest value ending in two zero
bits indicates a mark. Attacks on the watermarked program may change the
digeg value of same blocks, but our recagnizer uses\ma jority logic" to recover
from isolated errors. If 60% of the blocksin a method are marked, the recognizer
treats all the blocks in that method as marked. If fewer than 40% of the blocks
are marked, all are considered unmarked. If the number is between 40% and
60%, the recoqizer tries both possibilities

5.2 Subset Sampli ng

GTW speci esthat after the watermark nodeshave beendetected, seweral sub-
sets of them should be sampled. GTWsy usesmethod control ow graphs as
samples and every watermark node is contained in exactly one sample set, in
parti cular, the control ow graph it belongsto.

5.3 Graph Decoding

The recaynition processattempts to decale each sampled method cortrol ow
graph as a Reducible Permutation Graph [3] that encodes an integer. A valid
RPG can be decoded into a self-inverting permutation. The decader proceeds
by rst computing the dominance hierarchy of the graph and, once the graph
is veri ed to be reducible, ndin g the unique Hamilt onian path in the graph.
This Hamilt onian path imposesan order on the vertices, after which decaling
the graph into a self-inverting permutation is relativ ely straightforward, as laid
out in [3].

Each graph's permutation is mapped badk to an integer, usng the same
enumeration as in Section 4.2. The combined set of integers S is combined to
produce single integer v, the watermark. This calculation is as follows:

1. Let k = jSj. Write S asfsp;s1;:::;S 10, wheresy s Sk 1.
2. Setl=spt 1. Foreah O j k 2,setvj=sj4 §.
3. Thenv=" 22y,

5.4 Use in Fingerprin ting

Becausethe recogquizer returns a sped ¢ watermark value, as opposedto just a
succes/failure ag, GTWgy can be used for nger printing. This is a technique
where eath copy of an application program is distribut ed with its own unique
watermark value, allowing pirated copiesto be tracedback to a speci ¢ original.
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6 Evaluation

Most software watermarking reseach has focusedon the discovery of novel em-
bedding schemes.Little work has been done on their evaluation. A software
watermarking algorithm can be evaluated using seweral criteria:

Data rate: What is the ratio of size of the watermark that can be embedded
to the size of the program?

Embedding overhead: How much slower or larger is the watermarked appli-
cation compaed to the original?

Resistance to detecti on (stealth): Doesthewatermarked program have sta-
tistical propertiesthat are di er ent from typical programs?Can an adversary
usethesedi erencesto locate and att ack the watermark?

Resilience against tr ansformatio ns: Will the watermark survive semantics-
preserving tr ansformations such as code optimization and code obfuscation?
If not, what is the overhead of thesetransfamations? How much slower or
larger is the applicati on after enaugh tr ansfomations have beenapplied that
the watermark no longer can be reca@nized?

6.1 Data Rate and Embedding Overhead

A watermark of any sizecanbe embeddedin eventhe smadlest of programsusing
this algorithm. Larger watermarks merely require larger watermark graphs, or
a larger number of them, thus incurring larger overheal in terms of increased
code size.

For non-trivia | programs, there is little relationship betweenwatermark size
and code growth, asillustrated in Figure 3. Block marking and edge addition
add code that proportional to the size and complexity of the application, not
the watermark. For watermarks up to 150 bits, size increasesvarying between
40 and 75 percert were measired.

Caein eMark [19] benchmark results show the e ect of watermarking on
executiontime. Some programswere not a ected signi ca ntly, while others took
20to 36 percert longer, as shown in Table 1.

Table 1. CaeineMark scaes before and after embedding a watermark

Category Original Watermarked Slowdown

Sieve 8676 6876 20.7%
Loop 25636 16344 36.2%
Logic 20635 13231 35.9%
String 19481 20198 -3.6%
Float 18657 18646 0%
Method 19106 12783 33.1%
Overall 17719 13816 22.0%
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Fig. 3. Increasein code size for the machineSim program

6.2 Stealth

Some common attacks against watermarking systems,such as manual attacks
and subtractiv e att acks, begn by identifying the code composing the watermark.
To resid such attacks, watermarking could shauld be stealthy: It shauld be
indisti nguishable from the host code. Two useful measues of stedth are the
similarity of the watermark code to the hog code and the similarity of the
watermark code to generl application code.

GTWSsy introducessewral new arti cia lly-generaed methods to an appli-
cation. These methods are not stedthy in two respects. First, these methods
include a very high percertage of arith metic operations. While geneial Java
bytecode includes approximately 1% arithm etic instructions, the methods in-
seited by GTWgy cortain approximately 20% arit hmetic instructio ns. Second,
the control ow graphs of the inserted methods are all reducible permutation
graphs. While RPGs are designedto mimic the structure of real cortrol ow
graphs, only 2 of 3236 methods in the SpecVM benchmarking suite have con-
trol ow graphsthat are RPGs. Therefore, RPGs are not stedthy if an attacker
is looking for them.

GTWSsyn currertly introducesunstealthy code to implement edge addition
between clusters. Edges between application methods are protected using the
parti cularly congicuous opaque predicate if (null != null) . Also, GTWsgy
passesa constant for each argumen to the called function; real code is more
likely to compute at least one of its argumerts.

6.3 Semantics-Preserving Att acks

Aut omated attacks are the most seious threat to any watermark. Debray [13,
12,11] has deweloped a family of tools that optimize and compress X86 and
Alpha binaries.BLOAT [15] optimizes collectionsof Java class les. SandMark
implements a collection of obfuscating code transformations that can be used to
attack software watermarks.
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We r st teded the robustnessof GTWsy on a Java application machineSim
which simulates a Von Neumann machine. Various SandMark obfuscaions
were applied to seeif a watermark could survive. The watermark was success
fully recagnizedafter inlining, register re-dlocation, loca variable merging, array
splitting, classinheritance modi cation, local variable splitting, and many oth-
ers. It wasdestroyed by primitiv e boxing, basc block splitt ing, method merging,
class encryption, and code duplication. Thesetypes of transformations are de-
scribed in [6{8].

Method merging makes sud large changesto control- o w graphs that there
is realy no hope of recovering the watermark value. Primit ive boxing changes
the instructions in many basic blocks in a method, and thereby changesthe
marks on the blocks. Code duplication and badc block splitting add nodes to
the cortrol ow graph of a method. While RPGs can survive same kinds of
attacks on edges, they cannot survive node additions.

The attack model conddered in VVS is a small number of random changes
to the watermarked application. We have implemented an obfuscationthat ran-
domly modi es a parameterized fraction of blocks in a program. If fewer than
about half of the blocks in a watermarked application are modi ed, the wa-
termark survives. If more than that are modied, the watermark cannot be
recovered.

6.4 False Positiv e Rates

For our implementation to detect a spurious watermark in an unmarked appli-
cation, the application would have to have at leag two methods wit h acceptable
control- ow graphs in which the majority of basic blocks would produce MD5
digegswith two low-order zero bits. The probability of ndin gamark in a single
badc block is only %. We examined a large group of methods from real programs
and found the probability of a control- o w graph being a valid RPG to be 0:002.
While there is a possibility of nding an RPG with only two or three nodes
where all the nodes are marked in a rea program, choosng watermark values
from a su ciently spase set shauld be enouch to prevert false postives.

7 Discussion and Future Work

Our implementation of the GTW watermarking sysem is fully functional and
reasaably e cien t. It is resiliert against a small number of random program
modi cations , in accordance with the threat model assumedby VVS.

The system is more vulnerable to pervasive changes including seweral ob-
fuscations implemerted in the SandMark system. Such vulnerabilities stem
from issuesleft unaddressedby the VV S paper. Theseand other areasprovide
opportunities for future work.

Static marking of basic blocks is the fundamertal mutation applied by the
watermarker. Development of arobust marking method, capable of withstanding
simple program transfamations, is still an unsdved problem.
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Another areaof great potertial is the encoding of valuesas graph structures.
In particular, the development of other error-correcting graphs, as postulated by
VV S, would grealy increasethe strength of a watermark.

More saphisticated generaed code and opaquepredicates would improve the
stedthiness of a watermark.

Implementations of GTW for other architectures besidesJava would un-
doubtedly prove enlightening, becausethey would be likely to supply somewhat
di erent challengesand opportunities.

One key feaure of GTW is the algorith m for connectingnew code represnt-
ing a watermark into an existing application. This algorithm also adds branches
withi n the pre-exsting code and is interesting in its own right as a means of
obfuscaion. This also has potential for further research.

8 Summary

We have produceda working implementation of the Graph Theoretic Watermark
descibed by Venkatesan et al. [21]. The implemertation is fait hful to the paper
within the constraints of Java bytecode, and includes necesary components
that wereleft unspeci ed by the original paper. Whil e the GTW desig protects
against detection, its fundamerntal dependenceon static block marking leaves
watermarked programs vulnerable to distorti ve att acks.
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