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Abstr act. This paper presents an implementatio n of the novel water-
marking method proposed by Venkatesan, Vazirani, and Sinha in their
recent paper A Graph Theoretic Approach to Software Watermarking .
An executable program is marked by the additi on of code for which the
topology of the control -
o w graph encodes a watermark. We discuss is-
suesthat were identi�ed duri ng construct ion of an actual implementati on
that operates on Java bytecode. We measure the size and time overhead
of watermarkin g, and evaluate the algorithm against a variety of atta cks.

1 In tr oduction

This paper buildsupon and elaboratesa softwarewatermarking schemeproposed
by Venkatesan, Vazirani, and Sinha in A Graph Theoretic Approach to Software
Watermarking [21]. We will refer to that paper as VVS and to its watermarking
scheme as GTW. The present paper cont ributes:

{ The �r st public implementat ion of GTW
{ An implementat ion that operates on Java bytecode
{ An example of an error-correcting graph encoding
{ The generat ion of executable code from graphs
{ Several alternat ivesfor marking basic blocks
{ Ext raction (not just detection) of a watermark value
{ Empirical measurements of an actual GTW implementat ion
{ Experimental analysis of possible at tacks

Graph theoretic watermarking encodesa value in the topology of a control-

ow graph, or CFG [1]. Each node of a CFG represents a basic block consisting
of instructions with a single entr y and a single exit. A directed edge connects
two basic blocks if cont rol can pass from one to the other during execution. The
CFG itself also has a single ent ry and a single exit.

A watermark graph W is mergedwit h a target program's graph P by adding
extra cont rol-
 ow edgesbetweenthem. Basic blocks belonging to W are marked
to dist inguish them from the nodesof P. These marks are later usedto ext ract
W from P + W during the recognition process. The GTW processis illu st rated
in Figure 1.
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Fi g. 1. Overview of graph theoretic watermarking. In a
 the code for watermark W is
merged with the code for program graph P , by adding fake calls from P to W . In b

the sameprocessis shown using a control-
o w graph notatio n. Part b
 also shows how
the mark is later recovered by separating the marked (

p
) nodes of W from P with

some tolerance for error.

The VV S paper hypothesizesthat naively inserted watermark code is weakly
connected to the original program and is therefore easily detected. Weakly con-
nectedgraph components can be identi� ed using standard graph algorithms and
can then be manually inspected if they are few in number. Such inspection may
reveal the watermark code at much lower cost than manual inspection of the full
program.

The attack model of VVS considers an adversary who attempts to locate a
cut between the watermark subgraph and the original CFG (dashed edgesin
Figure 1). The GTW algorithm is designed to produce a st rongly connected
watermark so that such a cut cannot be identi�ed. The VVS paper proves that
such a separation is unlikely. More formally, the GTW algorit hm adds edges
between the program P and the watermark W in such a way that many other
node divisions within P have the same size cut as the division between P and
W .

Wehave implemented the GTW algorit hm in theframework of SandMark [4],
a tool for experimenting with algorit hms that protect software from reverseen-
gineering, piracy, and tampering. SandMark contains a large number of obfus-
cat ion and watermarking algorithms aswell as tools for manually and automatic
analysis and reverse engineering. SandMark operates on Java bytecode. It can
be downloaded for experimentation from sandmark .cs .a ri zona. edu.
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Our implementat ion of GTW, which we wil l call GTWSM , is the �r st publicly
available implementation of the GTW algorithm and this paper is the �r st empir-
ical evaluation of the algorithm. We have found that GTW can be implemented
with minimal overhead, a high degree of stealthiness,and with relatively high
bit -rate. Error-correcting graph techniques make the algorithm resilient against
edge-
ip attacks, in which the basic blocks are reordered, but it remains vul-
nerable to a large number of other semantics-preserving code transformations.
GTW's crucial weaknessis its reliance on the reliable recognition of marked ba-
sic blocks during watermark extraction. We are unaware of any block marking
method that is invulnerable to simple att acks.

The remainderof this paper is organized as follows. Section2 surveysrelated
work. Section3 presentsan overview of our implementation, and Sections4 and 5
describe the embedding and recogniti on algorithms in detail . Section6 evaluates
GTW with respect to resilienceagainst attacks, bit-r ate, and stealth . Section 7
discusses fut ure work.

2 Rela t ed Work

Davidson and Myhr vold [10] published the �rs t software watermarking algo-
rithm. A watermark is embedded by rearranging the order of the basic blocks
in an executable. Like other order-basedalgorithms, this is easil y defeatedby a
random reordering.

Qu and Potkonjak [17, 14] encode a watermark in a program's register allo-
cat ion. Like all algorit hms based on renaming, this is very fragile. Watermarks
typicall y do not survive a decompilat ion/r ecompilation step. This algorit hm also
su�ers from a low bit-r ate.

Stern et al. [20] usea spread-spectrum technique to embed a watermark. The
algorith m changes the frequenciesof certain instruction sequencesby replacing
them wit h equivalent sequences. Thi s algorit hm can be defeated by obfuscati ons
that modify data-structuresor data-encodings and by many low-level opt imiza-
tions.

Arboit 's [2] algorithm embedsa watermark by adding special opaque predi-
cates to a program. Opaque predicatesare logical expressions that have a con-
stant value, but not obviously so [8].

Watermarks are categorized as static or dynamic. The algorithms above are
static markers, which embed watermarks directly within the program code or
data. Collberg and Thomborson [5] proposed the � rst dynamic watermarking
algorith m, in which the program's run-t ime behavior determinesthe watermark.
Their algorit hm embeds the watermark in the topology of a dynamically built
graph structure constructed at runtime in a response to a parti cular key input
sequence. This algorithm appears to be resilient to a largenumber of obfuscating
and optimizing transformat ions.

Palsberg et al. [16] describe a dynamic watermarker basedon that algorit hm.
In th is simpli�ed implementation, the watermark is not dependent on a key input
sequence, but is const ructed uncondit ionally. The watermark value is represented
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as a planted planar cubic tree. Palsberg et al. found the CT algorit hm to be
practical and robust.

3 An Overview of GTW SM

Our implementation of GTW operateson Java bytecode. Choosing Java lets us
leverage the tools of the SandMark and BCEL [9] libraries, and lets us at tack
the results using SandMark 's collect ion of obfuscators. Like every executable
format, Java bytecodehassomeunique quirks, but the resultsshouldbegenerally
applicable.

The GTW embedding algorithm takes as input application code P, water-
mark code W , secret keys ! 1 and ! 2, and integers m and n. GTWSM usesa
smaller and simpler set of parameters. Values of m and n are inferred from P,
W , and ! 1. The clustering step (Section 4.4) is unkeyed, so ! 2 is unused. Thus,
our implementation takes as input application code P, a secret key ! , and a
watermark value.

The GTWSM embedding processproceedsthrough thesesteps:

1. The watermark value v is split into k values, f v0; : : : ; vk � 1g (Section 4.1).
2. The spli t valuesareencodedasdirectedgraphs f G0; : : : ; Gk � 1g (Section4.2).
3. The generated graphs are converted into CFGs f W0; : : : ; Wk � 1g by generat-

ing executable code for each basic block (Section 4.3).
4. The application's clusters are identi� ed (Sect ion 4.4).
5. The watermark is merged with the applicat ion by adding control- 
o w edges

to the graphs (Section 4.5).
6. Each basic block is marked to indicate whether it is part of the watermark

(Section 4.6).

The recognition process describ ed in VV S has three steps: detection of wa-
termark nodes,sampling of subsets of the watermark nodes,and computatio n of
robust properties of these subsets.The set of robust property values composes
the watermark. The process is as follows:

1. Marked nodes of the program CFG are identi �ed (Section 5.1).
2. The recognizer selectsseveral subsetsof the watermark nodes for decoding

(Section 5.2).
3. Each subset is decoded to compute a value, and the individual values are

combined to yield the watermark (Section 5.3).

4 Em bedding

The const ruction of a watermark graph W is not discussed in VVS. In GTWSM

we accept an integer value for transformation into a watermark CFG. The recog-
nit ion processperforms the inverse t ransformation from CFG to integer.

The embedding process involvesseveral steps:splitting the watermark value
into small integers; constructing directed graphs that encode thesevalues;gen-
erating code that corresponds to the graphs; and connect ing the code to the
program.
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Fi g. 2. Reducible permutati on graph of the integer value 8

4.1 W aterm ark Value Spli tt ing

GTWSM split s a watermark value v into a multiset S of k integers, k � 2.
Empir ically, we have determined that values of k between 5 and 15 produce
watermark methods that are neither overly large nor overly numerous.

A watermark value v is split as follows:

1. Compute the minimum exponent l such that v can be represented using k � 1
digits of base2l .

2. Split the value v into digits v0; v1; : : : ; vk � 2 such that 0 � vj < 2l and
v =

P k � 2
j =0 2j l vj .

3. Encode the digits in the multiset f s0; s1; :::; sk � 1g where s0 = l � 1 and
si = si � 1 + vi � 1.

For a concrete example, consider splitt ing a watermark value of 31415926
with k = 10. The minimum radix is 8, so l = 3. Th is producesa list vi of 6, 6,
1, 7, 5, 6, 7, 6, 1 and �nally the multiset f 2, 8, 14, 15, 22, 27, 33, 40, 46, 47g.

4.2 Encoding In teg ers as Gra phs

Each integer is converted into a graph for embedding in the application. Several
issuesmust be consideredwhen choosing a graph encoding:

1. The graph must be a digraph (a directed graph) for useas a CFG.
2. The graph must have the st ructure of a valid CFG. It should have a header

node with in-degreezeroand out -degreeonefrom which every node is reach-
able, and it should have a footer node with out-degreezero that is reachable
from every node.

3. The graph should have a maximum out -degree of two. Basic block nodes
with out-degrees of one or two are easily generated using standard contro l-
structures such as if- and while-statements. Nodes wit h higher out-degree
can only be built using switch-statements. These are relatively unusual in
real code, and henceconspicuous.

4. The graph should be reducible [1], because true Java code produces only
reducible graphs. Intuit ively, a CFG is reducible if it is compiled from prop-
erly nested structured cont rol constructs such as if- and while-statements.
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More formally, a reducible 
 ow graph wit h root node r has edgesthat can be
split into an acyclic component and a component of backedges, where each
backedge (u; v) has the propert y that every path from r to u passesthrough
v. In this case,v is said to dominate u.

5. The contr ol structures represented by the graph should not be deeplynested,
becausereal programs seldomnest deeply.

In GTWSM each part of the split watermark is encoded as a reducible per-
mutation graph, or RPG [3]. These are reducible cont rol-
 ow graphs with a
maximum out -degree of two, mimicking real code. They are resilient against
edge-
ip attacks and can be correctly decoded even if an attacker rearrangesthe
basic blocks of a method.

An RPG is a reducible
 ow graph with a Hamiltonian path consisting of four
pieces(seeFigure 2):

A header no de: The root node of the graph having out-degreeone from which
every other node in the graph is reachable. Every contr ol-
o w graph hassuch
a node.

The prea mbl e: Zero or more addit ional init ial nodesfrom which all later nodes
are reachable. Any node in the body can have an edgeto any node in the
preamble while preserving reducibilit y.

The body : The set of nodes used to encode a value. Edges withi n the body,
from the body to the preamble, and from the body to the footer node encode
a permutation that is its own inverse.

A footer no de: A node with out-degreezero that is reachable from every other
node of the graph. This node represents the method exit.

There is a one-to-one correspondencebetween self-inverting permutations and
isomorphism classesof RPGs, and this correspondencecan be computed in poly-
nomial time. An RPG encoding a permutat ion on n elements has a bitra te of at
least 1

4 lg n � 0:62 bit s per node [3].
For encoding integers we use only those permutatio ns that are their own

inverses, as this greatly reducesthe need for a preamble. An integer n is en-
coded as the RPG corresponding to the nth self-inverting permutat ion, using
the enumeration of Collberg et al. [3].

4.3 Genera ting Co de fr om a Gra ph

A graph is embeddedin an application by buildin g a set of instructio ns that have
a corresponding CFG. We want to generate code (in this caseJava bytecode)
that is stealt hy, executable, and e�cien t . In VVS it is expected that watermark
code be connectedto the application by meansof opaque predicates,and hence
never executed. This leavesthe watermarked application open to t racingattacks.
In GTWSM , we generate executablewatermark code that has no semantic e� ect
on the program.

Given a graph, our code generator producesa static method that acceptsan
integerargument and returns an integer result. Tin y basic blocks that operate on
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an integerare chosen randomly from a set of possibilit iesto form the nodesin the
graph. The basicblocksare connectedasdirected by thegraph, usingcondit ional
jumpsand fall-through paths whenever possible.Whenused in combination with
a graph encoder that mimics genuine program st ructures (such as our RPG
encoder), the result is a synthetic funct ion that is not obviously arti �cia l.

If the graph has at least oneleaf node (representing a return statement) then
the generated function is guaranteed to reach it, so the function can safely be
called. Furthermore, the generator can be inst ructed to guarantee a positive,
negativ e, zero, or nonzero funct ion result, allowing the function call to be used
in an opaque predicate.

4.4 Clusteri ng

GTW includes a clustering step before the edge additio n step to increasethe
complexity of the graphs to which edgesare added. If edgesare added directly
to contro l 
 ow graphs, few original nodeswill have more than two out -edgesor a
small number of in-edges, and high-degree nodesgenerated by edge adding will
be conspicuous.The clustering step allows complex graphs to occur stealt hily.
VV S speci�es a clustering step that proceedsby

Part ition[ing ] the graph G into n clusters using ! as a random seed, so
that edges straddling acrossclusters are minimized (approximately).

VV S also states that

The clustering step (2) must have a way to �nd di� erent clusterings for
di� erent valuesof ! , so that the adversary doesnot have any knowledge
about the clustering used.

With Java bytecode, edgescan be added only within methods or to ent ry
points of other (accessible) methods. This constrains the usable clusterings. For-
tunately, the natural clustering of basic blocks into Java methods is suitable for
our needs.The proven di�cult y of separat ing W from P doesnot rely on keyed
clustering, so we have chosenin GTWSM to simply treat each Java method as a
cluster.

Each node in the cluster graph then represents an application or watermark
method, and an edgebetweentwo nodesrepresents a method call. Th is cluster-
ing schemeis very likely to approximately minimize thenumber of edgesbetween
clusters, since two basic blocks in the same method are much more likely to be
connected than two basic blocks in di�ere nt methods. This scheme also allows
us to implement edge addition stealthily, e�cien tly , and easily. We were un-
able to identif y any substant ially di� erent clustering schemewith both of these
properties.

4.5 Addi ng Con trol-Fl ow Edg es

The GTW algorithm adds edges between clusters using a random walk, with
nonuniform probabilities designed to merge the watermark code indist inguish-
ably into the program. This processbegins by choosing a random start node
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n, then repeatedly choosing another node l , creating an edgebetweenn and l ,
and �na lly setting n = l . Th is process proceedsuntil m edgeshave beenadded
betweenP and W.

To ensurethat watermark code is not t rivially detectedasdeadcode,we then
cont inue randomly adding edgesuntil no watermark method has degree zero.

VVS doesnot addressthe issueof choosing m. Our implementation chooses
m to make the average degree of the watermark nodesapproximately the same
as the average degree of the application nodesas follows.

Let p be the number of program clusters and w be the number of watermark
clusters. Set qp = p� 1

p+ w � 1 and qw = w� 1
p+ w� 1 . Let e be the number of edgesin the

original cluster graph. Then set

m =
4ew(1 � qw )(1 � qp)

p(2 � qw )(1 � qp) � w(2 � qp)(1 � qw )
: (1)

Within the watermark cluster graph, qw is the probabilit y that the next node
chosenin the random walk wil l also be a watermark node. The probabilit y that
oneedge-ending is added to watermark nodesis 1� qw , qw (1 � qw ) for two edge-
endings,q2

w (1 � qw ) for three, and so on. The expected number of edge-endings
to be added to watermark nodesbefore leaving to original program nodes is then
Ew =

P 1
n =1 nqn � 1

w (1 � qw ) = 1
1� qw

.
Similarly, qp is the probabilit y that the next node chosenafter a cluster from

the original program is another cluster from the original program. We obtain
the analogous value Ep = 1

1� qp
for the expected number of edge-endingsto be

added to program nodes before leaving for watermark nodes.
For every two cross edgesadded, we expect to add 1 + Ew edge-endings

to watermark nodes and 1 + Ep edgeendings to program nodes. Let m = 2k.
Sincewe want the average degreeto be the same in original program nodesand
watermark nodes, we have the formula

k(1 + Ew )
w

=
2e+ k(1 + Ep)

p
: (2)

Solving (2) for m gives(1).
Becauseeach method is a cluster, adding an edgefrom cluster A to cluster

B meansinserting code into method A that calls method B . The generated wa-
termark methods are pure functions, so they can be executedwit hout a�ecting
program semant ics. Therefore, the added method calls to watermark methods
can actually be executed. However, application code may have arbitr ary side
e�ects, so the edge adding processmust not change the number or order of
executions of application methods. Therefore, added application method invo-
cat ions are protected wit h opaquely falsepredicates to ensurethat they are not
actually executed. Additionall y, applicat ion methods may be declared to throw
checked exceptions. Preparing for and catching checked exceptions requires the
addition to A of several blocks other than the method call block.

Also as a result of making each method a cluster, not every edge can be
created. For example, private methods from di�ere nt classescannot call each
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other. In this case, the edge is simply not created and the processcontinues
normally.

4.6 M arking Ba sic Blo cks

Each basic block that corresponds to a node of the watermark must be individ-
ually marked for later recognit ion. The VVS paper does not provide an actual
algorith m, but suggests that

one may store one or more bits at a node that 
ag s when a node is
in W by using some padded data after suitable keyed encryption and
encoding.

For marking purposes,the contents of a block can be changed as long as the
modi�ed code is functionally equivalent to the original. Here are some examples
of possible block markers:

1. Add code that accomplishes no function but just serves as a marker, for
example by loading a value that is never usedor writin g to a value that has
no e� ect on overall program behavior.

2. Count the number of inst ructions in a block, and use the parit y as a mark.
Add a no-op instruction, or make a more subtle change, to alter the mark.

3. Count accessesof static variables to determine a mark. Add variables and
accessesas necessary to produce the desired results.

4. Compute a checksum of the inst ructions and useone or more bit s of that as
a mark. Alt er the code as necessary to produce desired results.

5. Transform the instruction sequencein each block to a canonical form, then
vary it systematically to encode marks.

6. Add marks in the meta-information associated with each block. For example,
alter or create debugging information that associates code locations with
source line numbers.

All of these marking methods are easily defeated if an adversary's goal is to
disrupt the watermark wit hout necessarily reading it. We are not aware of any
robust block marking technique; th is remains an unsolved problem.

For our implementat ion we have adopted the checksum technique, computing
the MD5 digest [18] of each block. Only instruct ion bytesand immediate constant
values, such as those in bip ush, cont ribute to the digest value. Th is makes the
digest insensitive to somesimplechangessuch asreordering of the Java \constant
pool" .

A block is considered marked if the low-order two bit s of the checksum are
zero. We expect, then, to alter 3

4 of the blocks in the watermark set but only 1
4

of the other blocks to get the right results. A real application will have many
more application blocks than watermark blocks, so this is a desirable imbalance.

Marking is keyed by concatenatin g a secret value to the inst ruction sequence
before computing the MD5 digest. The set of marks cannot be read, nor can it
be counterfeited, wit hout knowing the key.
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5 Recognition

The recognition process in VV S has three steps:detection of watermark nodes,
sampling of subsetsof the watermark nodes,and computation of robust proper-
ties of thesesubsets.The set of robust property valuescomposesthe watermark.

5.1 N ode Detec ti on

A basic block that is part of the watermark code can be detected by computing
its MD5 digest , as described in Section 4.6. A digest value ending in two zero
bit s indicates a mark. At tacks on the watermarked program may change the
digest value of some blocks, but our recognizer uses \ma jority logic" to recover
from isolated errors. If 60% of the blocks in a method are marked, the recognizer
treats all the blocks in that method as marked. If fewer than 40% of the blocks
are marked, all are considered unmarked. If the number is between 40% and
60%, the recognizer t ries both possibilit ies.

5.2 Subset Sampli ng

GTW speci� es that after the watermark nodeshave beendetected, several sub-
sets of them should be sampled. GTWSM usesmethod contro l 
 ow graphs as
samples, and every watermark node is contained in exactly one sample set, in
parti cular, the contr ol 
o w graph it belongs to.

5.3 Graph Dec oding

The recognition processat tempts to decode each sampled method contr ol 
o w
graph as a Reducible Permutat ion Graph [3] that encodes an integer. A valid
RPG can be decoded into a self-inverting permutation. The decoder proceeds
by �rs t computing the dominance hierarchy of the graph and, once the graph
is veri� ed to be reducible, �ndin g the unique Hamilt onian path in the graph.
This Hamilt onian path imposesan order on the vertices, after which decoding
the graph into a self-invert ing permutat ion is relativ ely straightforward, as laid
out in [3].

Each graph's permutation is mapped back to an integer, using the same
enumeration as in Section 4.2. The combined set of integers S is combined to
produce single integer v, the watermark. This calculati on is as follows:

1. Let k = jSj. Write S as f s0; s1; : : : ; sk � 1g, where s0 � s1 � � � � � sk � 1.
2. Set l = s0 + 1. For each 0 � j � k � 2, set vj = sj +1 � sj .
3. Then v =

P k � 2
j =0 2j l vj .

5.4 Use in Fi ngerprin ting

Becausethe recognizer returns a speci�c watermark value, as opposedto just a
success/failure 
a g, GTWSM can be used for �nger printing. This is a technique
where each copy of an applicat ion program is dist ribut ed with its own unique
watermark value, allowing pirated copiesto be tracedback to a speci�c original.
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6 Evalu ation

Most software watermarking research has focusedon the discovery of novel em-
bedding schemes. Lit tle work has been done on their evaluation. A software
watermarking algorit hm can be evaluated using several criter ia:

Da ta ra te: What is the ratio of size of the watermark that can be embedded
to the size of the program?

Em bedding overhead: How much slower or larger is the watermarked appli-
cation compared to the original?

Resista nce to detec ti on (stealth): Doesthewatermarked program havesta-
ti st ical properties that are di�er ent from typical programs?Can an adversary
use thesedi� erencesto locate and att ack the watermark?

Resil ience agains t tr ansformatio ns: Wil l the watermark survive semant ics-
preserving tr ansformations such ascode opt imizat ion and code obfuscation?
If not, what is the overhead of these t ransformations? How much slower or
larger is the applicati on after enough tr ansformations have beenapplied that
the watermark no longer can be recognized?

6.1 Data Rate and Embeddi ng Ov erhea d

A watermark of any sizecan be embeddedin even the smallest of programsusing
thi s algorit hm. Larger watermarks merely require larger watermark graphs, or
a larger number of them, thus incurr ing larger overhead in terms of increased
code size.

For non-trivia l programs, there is little relationship betweenwatermark size
and code growth, as illustra ted in Figure 3. Block marking and edgeaddition
add code that proportio nal to the size and complexit y of the application, not
the watermark. For watermarks up to 150 bits, size increasesvarying between
40 and 75 percent were measured.

Ca�ein eMark [19] benchmark results show the e�ect of watermarking on
execution t ime. Some programswere not a�ected signi�ca ntly , while others took
20 to 36 percent longer, as shown in Table 1.

Table 1. Ca�eineMa rk scores before and after embedding a watermark

Category Ori ginal Watermark ed Slowdown
Sieve 8676 6876 20.7%
Loop 25636 16344 36.2%
Logic 20635 13231 35.9%
String 19481 20198 -3.6%
Float 18657 18646 0%

Method 19106 12783 33.1%
Overall 17719 13816 22.0%
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6.2 Stealth

Somecommon attacks against watermarking systems,such as manual attacks
and subtractive att acks, begin by identifying the code composing the watermark.
To resist such attacks, watermarking could should be stealthy: It should be
indisti nguishable from the host code. Two useful measures of stealt h are the
similarit y of the watermark code to the host code and the similarit y of the
watermark code to general application code.

GTWSM intro ducesseveral new arti �cia lly-generated methods to an appli-
cat ion. These methods are not stealt hy in two respects. Fi rst, thesemethods
include a very high percentage of arith metic operat ions. Whil e general Java
bytecode includes approximately 1% arithm et ic instructions, the methods in-
serted by GTWSM contain approximately 20% arit hmetic instructio ns. Second,
the contro l 
o w graphs of the inserted methods are all reducible permutation
graphs. While RPGs are designedto mimic the structure of real cont rol 
o w
graphs, only 2 of 3236 methods in the SpecJVM benchmarking suite have con-
tro l 
o w graphs that are RPGs. Therefore, RPGs are not stealt hy if an at tacker
is looking for them.

GTWSM currently introduces unstealthy code to implement edge addition
between clusters. Edges between application methods are protected using the
parti cularly conspicuous opaque predicate if ( nul l != null) . Also, GTWSM

passesa constant for each argument to the called function; real code is more
likely to compute at least one of its arguments.

6.3 Seman ti cs-P reserv ing A tt acks

Aut omated attacks are the most serious threat to any watermark. Debray [13,
12, 11] has developed a family of tools that opt imize and compress X86 and
Alph a binaries.BLOAT [15] optimizes collectionsof Java class�les. SandMark
implements a collection of obfuscating code transformat ions that can be used to
attack software watermarks.
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We �r st tested the robustnessof GTWSM on a Java application machineSim
which simulates a Von Neumann machine. Various SandMark obfuscati ons
were applied to seeif a watermark could survive. The watermark was success-
fully recognizedafter inlining, register re-allocation, local variable merging, array
splitt ing, classinherit ance modi� cation, local variable spli tting, and many oth-
ers. It wasdestroyed by primitiv e boxing, basic block splitt ing, method merging,
class encryption, and code duplicat ion. These types of transformat ions are de-
scribed in [6{8].

Method merging makes such large changesto cont rol-
o w graphs that there
is really no hope of recovering the watermark value. Primit ive boxing changes
the instruct ions in many basic blocks in a method, and thereby changes the
marks on the blocks. Code duplicat ion and basic block split ting add nodes to
the cont rol 
o w graph of a method. While RPGs can survive some kinds of
attacks on edges, they cannot survive node addit ions.

The attack model considered in VVS is a small number of random changes
to the watermarked application. We have implemented an obfuscation that ran-
domly modi�es a parameterized fraction of blocks in a program. If fewer than
about half of the blocks in a watermarked application are modi�ed, the wa-
termark survives. If more than that are modi�ed, the watermark cannot be
recovered.

6.4 False Positiv e Rates

For our implementation to detect a spurious watermark in an unmarked appli-
cat ion, the applicat ion would have to have at least two methods wit h acceptable
cont rol-
o w graphs in which the majorit y of basic blocks would produce MD5
digests with two low-order zero bits. The probabilit y of �ndin g a mark in a single
basic block is only 1

4 . We examined a large group of methods from real programs
and found the probabilit y of a cont rol-
o w graph being a valid RPG to be 0:002.
Whi le there is a possibilit y of �nding an RPG with only two or three nodes
where all the nodes are marked in a real program, choosing watermark values
from a su� cientl y sparse set should be enough to prevent false posit ives.

7 Discus sion and Future Work

Our implementation of the GTW watermarking system is fully functional and
reasonably e�cien t. It is resilient against a small number of random program
modi�cations , in accordance with the threat model assumedby VVS.

The system is more vulnerable to pervasive changes, including several ob-
fuscations implemented in the SandMark system. Such vulnerabilities stem
from issuesleft unaddressedby the VV S paper. These and other areasprovide
opportunities for future work.

Stat ic marking of basic blocks is the fundamental mutation applied by the
watermarker. Development of a robust marking method, capable of withstanding
simple program transformations, is st ill an unsolved problem.
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Another areaof great potent ial is the encoding of valuesas graph st ructures.
In part icular, the development of other error-correcting graphs,as postulated by
VV S, would great ly increase the st rength of a watermark.

More sophist icated generated code and opaquepredicates would improve the
stealthiness of a watermark.

Implementatio ns of GTW for other architectures besidesJava would un-
doubtedly prove enlightening, becausethey would be likely to supply somewhat
di� erent challengesand opportunities.

One key feature of GTW is the algorith m for connectingnew code represent-
ing a watermark into an existing applicat ion. This algorit hm also adds branches
withi n the pre-exist ing code and is interesting in its own right as a means of
obfuscat ion. This also has potential for further research.

8 Summa ry

We have produceda working implementation of theGraph Theoretic Watermark
described by Venkatesan et al. [21]. The implementati on is fait hful to the paper
withi n the constraints of Java bytecode, and includes necessary components
that were left unspeci�ed by the original paper. Whil e the GTW design protects
against detection, its fundamental dependenceon static block marking leaves
watermarked programs vulnerable to distorti ve att acks.
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