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Abstract

Recentyearshave seenan increasedrecognitionof some
of theadvantagesofferedby dynamicallymodi�able code,
i.e.,codethatchangesduringtheexecutionof theprogram.
In its full generality, it canbe very dif�cult to understand
the behavior of suchself-modi�able code. This paperde-
scribesasystemthatgraphicallydisplaystheexecutionbe-
havior of dynamiccode, focusingon codemodi�cations
andtheireffectonthestructureof theprogram,i.e., thecall
graphandcontrol �o w graphsof functions. This canhelp
usersvisualizethestructureof runtimecodemodi�cations
andunderstandthebehavior of dynamicallymodi�able pro-
grams.

1 Intr oduction

Dynamicallymodi�able softwarerefersto softwarewhose
executablecodechangesas the programexecutes.These
changesmay involve a changein the set of memoryad-
dressescontainingexecutableinstructions(i.e., whennew
codeis generatedduringtheprogram'sexecution)and/ora
changein thecontentsof oneor morelocationswithin the
program'sexecutablecodespace(i.e.,whenanexisting in-
structionis modi�ed to a differentinstruction).Sometimes
referredto as“self-modifying code,” dynamicallymodi�-
able programshave long beendeprecatedfor being dif�-
cult to write, understand,and maintain. In recentyears,
however, therehasbeenan increasedawarenessof thead-
vantagesdynamicallymodi�able softwarecanoffer under
certainsituations.Applicationsof runtimecodegeneration
andmodi�cation includejust-in-timecompilation[1], dy-
namiccodespecializationandoptimization[2, 8, 12], dy-
namicdecompressionof compressedcode[4], andsecurity
enhancement[7, 16]. Indeed,severalauthorshaveproposed
programminglanguageextensionsto facilitatethe writing
of dynamicallymodi�able code[5, 13], while othershave
lookedat extendingtoolsto copewith runtimecodemodi-
�cations [9].

� This work wassupportedby the NationalScienceFoundationunder
grantsCCR-0073394,EIA-0080123,andCCR-0113633.

A signi�cant problemwith dynamicallymodi�ed pro-
gramsis that their behavior can be complex and dif�cult
to understand.Thereasonfor this is thatour conventional
modelsof softwarestructurearestatic. The behavior of a
programis understoodin termsof thebehaviorsof thefunc-
tionscomprisingtheprogramandtheir interactions;thebe-
havior of eachfunction is understoodin termsof its con-
stituent instructionsequence,which is generallytaken to
be �x ed. Suchstatic modelsbreakdown whencodecan
changeatruntime.This introducesanadditionaldimension
of complexity into theprogramanalysisprocess:for exam-
ple, programanalysesdealingwith a functioncall to some
addresscanno longersimply usea precomputedsummary
of thebehavior of thefunctionat thataddress.

The dif�culty of understanding,debugging, and main-
tainingdynamicallymodi�able softwaresuggeststheneed
for toolsto helpusersunderstandthebehavior of suchcode.
This paperdescribesa �rst stepwe have taken in this di-
rection. Our tool usesa replaymechanismto graphically
displaytheeffectsof runtimecodemodi�cation on thepro-
gram'scall graphaswell asthecontrol�o w graphsof indi-
vidual functions.

Theremainderof thispaperis organizedasfollows. Sec-
tion 2 providesa simplemodelfor dynamicallymodi�able
codethatformsthebasisfor ourvisualizationtool. Section
3 describessalientaspectsof this tool. Section4 describes
relatedwork, andSection5 concludes.

2 Modelling Dynamically Modi�able Code

Thissectionpresentsasimpleconceptualmodelfor dynam-
ically modi�able code.

Therearetwo differentkindsof entitiesweareconcerned
with: memorylocationsandfunctions. Memory locations
are the entitiesthat areactuallymodi�ed during program
execution,while functionsaretheentitiesthatprogrammers
basetheir understandingof programson. Given a func-
tion f in a program,let locs( f ) denotethe setof memory
locationsoccupiedby function f . Dynamiccodemodi�-
cationof a programchangesthe contentsof oneor more
codelocationsduringexecution.In general,whenthecon-
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tentsof acodelocationchanges,theinstructionatthatloca-
tionchanges,andthereforehasadifferentruntimebehavior.
This meansthat the function containingthat locationalso
hasa different runtimebehavior. Semantically, therefore,
thefunctionassociatedwith thatmemorylocationis now a
(mathematically)differentfunctionthanwhatit wasbefore
thechange.To understanddynamicallychangingcode,we
have to mapruntimechangesto memorylocationsto cor-
respondingchangesto functions. To this end,we de�ne a
relation� betweenpairsof functionsthat capturesthe in-
tuition of “sharinga memorylocation:”

f � g if f locs( f ) \ locs(g) 6= /0:

Therelation� is re�exive andsymmetric,but neednot be
transitive. Let � ? denotethe transitive closureof � : this
is anequivalencerelation,andpartitionsthe functionsin a
programinto clusters.Theseclustershavethepropertythat
the functionsin eachcluster“directly or indirectly share
locations,” in the sensethat f andg arein the sameclus-
ter, i.e., f � ?g, if andonly if thereis a chain f1; : : : ; fn of
location-sharingfunctions:

f � f1 ^ f1 � f2 ^ � � � ^ fn � g.

This meansthat at runtime,whenever thereis a changeto
a program's codefor somefunction f , thenew functiong
that resultsfrom this changemustsatisfy f � ?g, i.e., be in
thesameclusteras f .

Suchclustersof location-sharingfunctionsformthebasis
for our approachto visualizationof dynamicallymodi�ed
code. It imposesa hierarchicalstructureon the program,
startingwith theclustercall graph, which is essentiallythe
call graphof theprogram,but wheretheverticesareclus-
tersof functionsasdescribedabove; andwith the control
�o w graphsof individual functionsunderthis. Our visual-
ization tool, describedin thenext section,is basedon this
model.

3 Visualizing Dynamically Modi�ed Code

Wehavebuilt aprototypetool,basedontheideasdescribed
in the previous section,for visualizing dynamicsoftware
modi�cations. Our tool, written in Java, is basedon the
graphael system[6], with somemodi�cations to deal
with the scaleissueswe encounteredwhen dealingwith
self-modifyingprograms.

The motivation for this tool arosefrom somework be-
ing donewithin our groupon usingruntimecodemutation
for codeobfuscationpurposes[10]; however, the ideasare
general,and are applicableto other dynamicallymodi�-
able programsas well. The visualizationis organizedin
termsof time-slices, whereeachtime-slicecorrespondsto
thea setof relatedchangesto thecodeof a singlefunction
(and may not necessarilycorrelatedirectly with elapsed

runtime). The visualizerusesa log �le of codemodi�ca-
tions to organizethe initial organizationof the program's
graphicalrepresentation,andto thendisplaytheeffectsof
codemodi�cations.

In orderto allow theuserto view anarbitrarytime-slice
in thevisualizationat any point in theexecution,our initial
implementationreadin the entire log �le andmaintained
the graphfor eachtime-slicein memory. This turnedout
to be too expensive in termsof memoryconsumptionfor
large graphswith a large numberof time-slices. Experi-
enceshowedthatthis functionalitywasrarelyusedin prac-
tice: in mostcases,userswould view a visualizationseri-
ally, occasionallybackingup sometime-slicesto reexam-
inearecently-viewedcodemodi�cationsor fast-forwarding
pastsomesequenceof modi�cations. To this end,our cur-
rentimplementationreadslog �les ondemand,readingand
parsingit dynamicallyasneededasthe visualizationpro-
gressesratherthanreadingit all in at once.To supportthe
ability to backup thevisualization,we maintainabuffer of
100time-slices.

The GUI. Our programvisualizationtool currentlypro-
videsasimplegraphicaluserinterface.Thevisualizationis
controlledusingthreebuttons,play/pause, next, andback,
togetherwith a speedparameter, all of which appearbe-
low themainwindow. Theplay buttondisplaysthechang-
ing graphstepby step, like an animation,with the time-
slicenumberbeingdisplayedon thebottom.Whenthean-
imation is playing,theplay buttonbecomesthepausebut-
ton,which enablestheuserto stopthedisplayat any time.
Whenpaused,the pausebutton becomesthe play button.
The next and back buttonsenablethe userto go forward
or back,respectively, by a singletime-slice,every time the
buttonis pressed.After movingbackwardor forwardasde-
siredusingthesebuttons.theusercanresumetheanimation
by pressingthe play button. The speedvaluedetermines
how fasttheanimationis playedi.e time for whichasingle
time-sliceis displayed.Theusercanright-click onacluster
nodeto view thecontrol �o w graphof the function in that
cluster. Doubleclicking on agivennodedisplaysthename
of thefunctioncurrentlyin thatcluster.

Cluster Call Graphs. As mentionedearlier, ourtool uses
a �x ed precomputedvertex layout for all the verticesthat
will be encounteredduring the evolution of the program.
Theinitial clustercall graphfor theprogramis thendrawn
basedon this layout. Notethatsincethevertex layoutmay
containsomeverticesthat do not comeinto existenceun-
til after somenumberof codemutations,the initial clus-
ter call graphmay not include all of the verticesusedin
the initial layoutdetermination.Thevertex layoutremains
�x edthroughthedurationof theprogram'sexecution,and
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(a)Thecall graphbeforeacodemodi�cation step; (b) Thecall graphafteracodemodi�cation step.

Figure1: Visualizingthe effectsof a codemodi�cation stepon the call graphof a program. Clusteredgesaredark/blue,
non-clusteredgesarelight/gray. The labels`A', `B' do not occurin the actualimage,but have beenaddedfor expository
purposes.

changesto theclustercall grapharere�ectedin changesto
theedgesin thegraphdisplayed.

In general,not all functionsin a programwill be sub-
jectedto codemodi�cations. Sincewe focusprimarily on
visualizingtheeffectof dynamiccodechangesto thestruc-
ture of the program,we want to relegatesuchstaticfunc-
tions to the backgroundasmuchaspossible(they cannot
andshouldnotbeeliminatedentirely, sincethey cananddo
in�uence the behavior of dynamiccode). To this end,we
classifythe edgesin the clustercall graphinto two kinds:
“clusteredges,” i.e., edgeswhereat leastoneendpointis a
clusterthatis modi�ed at runtime;and“non-clusteredges,”
whereeachendpointis a staticfunctionthat is never mod-
i�ed during programexecution. Our tool displaysnon-
clusteredgesin light gray, while clusteredgesaredisplayed
in darkblue.Thisletsclusteredgesstandoutconspicuously
while non-clusteredgesarevisible,but arenotobtrusive.

Figure1 shows the clustercall graphfor a program,as
drawn by our visualizationtool, at the beginning andend
of a single time-slice,i.e., beforeandafter a single code
modi�cation. The clusterthat is “active” at the beginning
of thetime-slice,i.e.,aboutto undergoacodemodi�cation,
is labelled`A' in Figure1(a),while theclusterthatis active
at the endof this time-sliceis labelled`B' in Figure1(b).
Notice that the codemodi�cation to clusterA during this
time-slicechangesthe call graphedges.At the beginning
of thetime-slice,thefunctionin clusterA doesnot call any
other function, nor is it calledby other functions. Hence
A is not connectedby any edgesto any othervertices. In
the next stepthe function in clusterB changes.The three
edgesthat connectedclusterB in the previous time-slice

disappear, andanew edgeconnectit to clusterA. Theabove
changesarevery representative of the changesthat occur
to the call graphas the functionsin the clusterschangea
modi�ed at runtime.

Not all runtimecodemodi�cations result in changesto
the (cluster)call graphof the program. Our tool usesthe
color of a vertex to indicatewhetheror not thecorrespond-
ing clusteris having its codemodi�ed at any given time-
slice:1 The vertex that is beingmodi�ed at a given time-
slice is shown asa largeredcircle. This servesto indicate
wherethe actualchangesareoccurring. The othercluster
verticesareshown asmedium-sizedblackcircles.

While experimentingwith our tool, we foundthatsome-
times,speci�c sequencesof codemodi�cations would re-
peatover andover again.For example,a function f might
beeditedto a functiong, which might beeditedto another
functionh, whichmight thenbeeditedbackto f to startthe
edit sequenceover again. Whena groupof N contiguous
repetitionsof a sequenceof codemodi�cationsw is found,
insteadof repeatedlydisplayingtheeffectsof thesequence
w ontheprogram,wedisplaytheeffectof w once,together
with a tag indicating that this effect is repeatedN times.
Identifying suchrepeatededit sequencesandtaggingthem
assuchin theimageof thecall graphdisplayedby thetool
turnsout to beveryuseful,bothfrom theperspectiveof un-
derstandingthebehavior of theprogram,andalsofrom an
ef�ciency perspective.

1Weassumethatexactlyonevertex isbeingmodi®edatany giventime-
slice. Concurrentindependentmodi®cationsto multiple verticescanbe
handledby serializingthemarbitrarily.
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Control Flow Graphs. The clustercall graphdiscussed
above givesthe usera high-level view, in termsof proce-
dureclusters,of wherecodeeditsoccurastheprogramex-
ecutes. This view can then be re�ned, as desiredby the
user, by clicking on a vertex in theclustercall graph.This
resultsin thecall graphfor thecurrentlyexecutingfunction
within thatclusterto bedisplayed.

4 RelatedWork

We are not aware of any other work on visualizing the
effects of dynamic code modi�cation on code structure.
There has beena signi�cant amountof research,in re-
centyears,on codethat is createdor modi�ed at runtime
[1, 2, 4, 7, 8, 12], anda numberof researchershave pro-
posedprogramminglanguageextensionsto facilitate the
writing of dynamicallymodi�able code[5, 13] or manip-
ulatesuchcode[9]. However, noneof this work addresses
the issuesof visualizing or understandingthe effects of
runtime modi�cations. to the codeof a program. There
is a large body of work on software visualization tools
[3, 11, 14, 15], but noneareconcernedwith self-modifying
code.

5 Conclusions

Recentyearshaveseengrowing interestin softwaresystem
wherethecodethatis executedis nota �x ed,staticbodyof
machineinstructions,but canbe changedat runtime,e.g.,
by generatingnew instructionsor modifying existing in-
structions.Understandingthebehavior of programswhere
thecodechangesduringexecutioncanbequitenontrivial.
Thispaperdescribesaprototypetool thatallowsusersto vi-
sualizetheeffectsof runtimecodechangeson thestructure
of theprogram.
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