Binary Rewriting of an Operating System Kernel

"#$% &$'$(")$* 8% ,"-.

1012$%$3$($-4$250%40+ 610("13 7%819:+ ,$.-35 :0<1$3

I"HBY6&" (& )* +)'H,&" % -./"(."
01" 2(/3"9AI&5* 6%I7)($
0,.4)(8 69 :;<=>82-6

Email: I"#$%&'$($)"*$+$%,-%./+&0"11 (27134

1. Intr oduction

=#2:)$)0180$+:92>#"-0 "?>#®::.0: >#$$12:@%#0Q"%A
>B>'? <2%$112>2%062%:>1.-0%>$>2$96)01$>2%(
:3:>0- M1%0M) M1%0%$10F013822010%8%"- "182%%$13
$))*2@$>28%68@%$%3 9 $3:+0D(D#B @"%>$RIB(%2A
@3$%>".%> "? #$%BA912>$006<*3 @"8002%$1IW12>A
2%Q: $Y$>>1$@$P1"$@#"1)1"@0:: 294, D1%0®"80
2"1:0F01$10%:"%:6D (251" F280$.%627"1-9 $3 ¥ #$%8*0
#0>01"(0%0298"8®.0 >"$ @"-<2%$>2"%".1@0@"80+
$:0-<*3 @"8(%8($@ @"80.@#$: 29BF2@B1E01:D
4" 9OFOH<0@$.:0? >#0$%3 822010% @0>900%4.82%$13
$))*2@$>28G%E, D1%0D"802%$1IW12>2%0@HA
%2H.0>#$9 "1C?"1$))*2@$>2@58®B" %">$9 $3: @$113
" F01 8210@>*301%0@"80B#2: )$)01 80:@12<0:0 "?
S#R::.0: >#$$12:R%6#2@"%BO$%8>#05))1"$@#090
#$F0 >$0%>" $8810::>#0-D7 Q08 ("$* 9#0%80F0*")2%(
"1:3:>0- 9% ¥ 80$°2% :3:>0-$>2@%%092>##FHIA
2".: )0@.*2$12>P0YR%E " IA*F0* :3:>0-: @"80$%8LOSA
"% $<". >>#0$20>3%80"110@>%8@"86-15%: 2" 1-$>2"%: +
92>#" >10H.21298(%2@ $9BEF2$>2" 1 "- >#0L[.*$1 80A
FO*")-0%>$3$>#5" 108$-)*0+$ ) 10@"%82>20%::.-08
9% >HEN"@"-)2*01'1 *2%1-"82 | @$>2"%"*8 <0 10A
H.2108".:0 2:$%&#0""* #"*8 <0$<*0>")1"@0::1%0*
<2%$120%6#0$-0 933 $: 2-8"0: "182%$H3)*2@$>2"%:D

| 0#$F0 2-)*0-0%>08%)1">">3)0001%02%$ 1 12>01
$: $%0B>0%:2"96 >#0/ J=E <2%$1BY12>2%("*C2KLMD
[ J=E >$Q: $: 2%).°6 10*" @$>$<T$131$2>$%2).*$>0:
294%$12".: 9 $3:+0D(D>+ 2%:012%:>1.-0%>$>@980'1 >"
$))*3 F$12".:")>2-202%6(1$%:?"1-$>2"98%(")>2"%$BA
0@.>2"%6'! *0: ?"1(.28$% @PB#0%8%$>0: @"8%8810::0:
$: %0@0::$12%(10*" @$>2%?"1-$>2982:>2%(.2$8A
810::0: ?1"- %"%A$881FF*.0:+$%8 %$**312>0>#010A
1*>20001"(1%- "> $: $UOB0@.>$<*0D-E @.110%>)B
)"'1>: >HO@"*0@>2?%DF01$82?7010%2%8:? 0B0@.>2"%
1" *0: XS 2@ @@".%>08(0 @".%>F56*.0)1"! *0: RO:A
)0@2$*'B)"1>$%2"1 10:"*F2%R%82107@4@ >2B%*>$A
(0>:S@$*A>H@C0:4$: 90** $: )1"! *0: <$:08"%#$18A
9$10)01?"1-$%@@".%>010D(DHU @@*0$%RA@$@#0
-2::0:DE.1)1">">3)$: $*:" <00%08 >")01?"1-$%.-A
<01"?)1"(1$- $%3$*3:0$%8)>2-20%$>2"R% @*.8 22 @A
>2"98%*2% %808 2%* 2% FB(2 %82 1 R@5@ > 280%™V
>HR%*2%@B8R: (.$1808 <3 $>0:2? >#AD$HD>S@"%A
>3%¥L")$($>2"YR?"1@"80)0@2%$*20$>BOEBH%8.%A

*=#2:9"1C9$ 1.))"1>08 299$1><3 W,5 61$%>XP7AYYZYL[FTEA
YLL\W+ $%8TW,AYMLYALZD

aT.110%$8810::QL"(1$--2%( ,3:>0- J$<+P%>80:0$1@F1)D1$%>$
T*$1$¥7 "MY_MD

#H#54 YDA 6/7'$8 },028$-9"%$&/63

10$@#$<@'800*2-2%$>2R0:)0@2$23"1>$%2"1 @"80
@"-)$@>2"%3691"! *0A(.2808D"80$3".>D 0 #3F0 $*:"
208 "1 :3:50- >" @$113 :)0@2$*20$548D"-)$@>2"%
"2 >#W2%. BD1%0MED  "?>#29"1C2:80:@12<0% @"-A
)$%2"9%$)01 KLND

2. TechnicalChallenges
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2.1 Disassembly
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2.2 Control Flow Analysis
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2.2.1 Indir ectFunction Calls
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