


a �le system, a �le compression la y er is in terp osed

b et w een the �le system and the bu�er cac he that

compresses �les as they are written, uncompresses

�les as they are read, and manages all the details re-

quired to mak e this transparen t (e.g., making sure

cac he blo c ks are managed prop erly). Th us, VFS

la y ering allo ws certain functionalit y to b e added to

�le systems without ha ving to mo dify the �le sys-

tems themselv es.

Other pro jects attempt to pro vide 
exibilit y at

the b ottom end. F or example, Lin ux supp orts

transparen tly-compressed blo c k devices, pro viding

supp ort for compression of �le system data and

metadata at the blo c k lev el, and soft w are RAID,

whic h com bines sev eral ph ysical blo c k devices in to

one virtual blo c k device that lo oks and acts lik e a

RAID. This kind of supp ort allo ws high-lev el ab-

stractions to escap e the con�nes of a particular stor-

age abstraction to a limited exten t without requiring

mo di�cation of the higher lev els.

The problem with these approac hes is that they only

allo w c hanges in implemen tation; they do not allo w

c hanges in in terface. A t the top end, VFS la y ering

do es not allo w extensions to alter the �le-orien ted

in terface the VFS pro vides; this limits the express-

ibilit y of VFS la y ers to functionalit y that matc hes

the �le abstraction and in terface. F or example, �le

system �lters, lik e transparen t compression and en-

cryption, �t v ery nicely in to the VFS framew ork,

but other kinds of extensions that div erge from the

�le abstraction and in terface are more di�cult to

implemen t, suc h as in tegrated supp ort for database-

lik e functionalit y (e.g., transactions). A t the b ot-

tom end, extensions lik e transparen t compression

of blo c k devices and soft w are RAID allo w some �le

systems to pro vide extended functionalit y , but only

those that supp ort the particular storage abstrac-

tion b eing extended (in this case, those �le systems

that run ab o v e blo c k devices).

Sw arm [3] is a storage system that attempts to

address the problem of in
exibilit y in storage sys-

tems b y pro viding a con�gurable and extensible in-

frastructure that ma y b e used to build high-lev el

storage abstractions and functionalit y . A t its lo w-

est lev el, Sw arm pro vides a log-structured in terface

to a cluster of storage devices that act as rep osi-

tories for �xed-sized pieces of the log called frag-
ments. Because the storage devices ha v e relativ ely

simple functionalit y , they are easily implemen ted

using inexp ensiv e commo dit y hardw are or net w ork-

attac hed disks [2]. Eac h storage device is optimized

for cost-p erformance and aggregated to pro vide the

desired absolute p erformance.

Sw arm clien ts use a striped log abstraction [4] to

store data on the storage devices. This abstrac-

tion simpli�es storage allo cation, impro v es �le ac-

cess p erformance, balances serv er loads, pro vides

fault-tolerance through computed redundancy , and

simpli�es crash reco v ery . Eac h Sw arm clien t creates

its o wn log, app ending new data to the log and form-

ing the log in to fragmen ts that are strip ed across the

storage devices. The parit y of log fragmen ts is com-

puted and stored along with them, allo wing miss-

ing p ortions of the log to b e reconstructed when a

storage device fails. Since eac h clien t main tains its

o wn log and parit y , the clien ts ma y act indep en-

den tly , resulting in impro v ed scalabilit y , reliabilit y ,

and p erformance o v er cen tralized �le serv ers.

Sw arm is a storage system, not a �le system, b e-

cause it can b e con�gured to supp ort a v ariet y of

storage abstractions and access proto cols. F or ex-

ample, a Sw arm cluster could sim ultaneously sup-

p ort Sun's Net w ork File System (NFS) [10 ], HTTP ,

a parallel �le system, and a sp ecialized database

in terface. Sw arm accomplishes this b y decoupling

high-lev el abstractions and functionalit y from lo w-

lev el storage. Rather than pro viding these ab-

stractions directly , Sw arm pro vides an infrastruc-

ture that allo ws high-lev el functionalit y to b e imple-

men ted ab o v e the underlying log abstraction easily

and e�cien tly . This infrastructure is based on la y-

ered mo dules that can b e com bined together to im-

plemen t the desired functionalit y . Eac h la y er can

augmen t, extend, or hide the functionalit y of the

la y ers b elo w it. F or example, an atomicit y service

can la y er ab o v e the log, pro viding atomicit y across

m ultiple log op erations. In turn, a logical disk ser-

vice can la y er ab o v e this extended log abstraction,

pro viding a disk-lik e in terface to the log and hid-

ing its app end-only nature. This is in con trast to

VFS or vno de la y ering, in whic h there is a uniform

in terface across all la y ers.

Sw arm has b een under dev elopmen t at the Univ er-

sit y of Arizona for the past t w o y ears. W e ha v e im-

plemen ted the Sw arm infrastructure in b oth a user-

lev el library and the Lin ux k ernel (v ersions 2.0 and

2.2), and w e ha v e used this infrastructure to imple-

men t t w o storage systems, Sting, a log-structured

�le system for Lin ux, and ext2fs/Sw arm, a Sw arm-

based v ersion of the Lin ux ext2 �le system that

runs unmo di�ed ab o v e a blo c k device compatibil-

it y la y er.



2 Swarm infrastructure

Sw arm pro vides an infrastructure for building stor-

age services, allo wing applications to tailor the stor-

age system to their exact needs. Although this

means that man y di�eren t storage abstractions and

comm unication proto cols are p ossible, Sw arm-based

storage systems t ypically store data in a striped log
storage abstraction and use a storage-optimized pro-

to col for transferring data b et w een clien t and serv er.

In the strip ed log abstraction, eac h clien t forms data

in to an app end-only log, m uc h lik e a log-structured

�le system [9 ]. The log is then divided in to �xed-

sized pieces called fragments that are strip ed across

the storage devices. Eac h fragmen t is iden ti�ed b y

a 64-bit in teger called a fragment identi�er (FID).

F ragmen ts ma y b e giv en arbitrary FIDs, allo wing

higher lev els to construct m ulti-device fragmen t ad-

dress spaces. As the log is written, the parit y of the

fragmen ts is computed and stored, allo wing missing

fragmen ts to b e reconstructed should a storage de-

vice fail. A collection of fragmen ts and its asso ciated

parit y fragmen t is called a stripe, and the collection

of devices they span is called a stripe group.

The strip ed log abstraction is cen tral to Sw arm's

high-p erformance and relativ ely simple implemen-

tation. The log batc hes together man y small writes

b y applications in to large, fragmen t-sized writes to

the storage devices, and strip es across the devices

to impro v e concurrency . Computing parit y across

log fragmen ts, rather than �le blo c ks, decouples the

parit y o v erhead from �le sizes, and eliminates the

need for up dating parit y when �les are mo di�ed,

since log fragmen ts are imm utable. Finally , since

eac h clien t writes its o wn log, clien ts can store and

access data on the serv ers without co ordination b e-

t w een the clien ts or the serv ers.

Sw arm is implemen ted as a collection of mo dules

that ma y b e la y ered to build storage systems in

m uc h the same w a y that proto cols ma y b e la y ered

to build net w ork comm unications subsystems [6].

Eac h mo dule in Sw arm implemen ts a storage service

that comm unicates with the lo w er lev els of the stor-

age system through a w ell-de�ned in terface, and ex-

p orts its o wn w ell-de�ned in terface to higher lev els.

Storage systems are constructed b y la y ering the ap-

propriate mo dules suc h that all in terfaces b et w een

mo dules are compatible. This section describ es the

basic mo dules that are used to construct storage

systems in Sw arm.

2.1 Disk

As in most storage systems, the disk is the primary

storage device in Sw arm. Sw arm accesses disks

through the disk layer. The disk la y er exp orts a

simple, fragmen t-orien ted in terface that allo ws the

la y ers ab o v e to read, write, and delete fragmen ts.

F ragmen t writes are atomic; if the system crashes

b efore the write completes, the disk state is \rolled

bac k" to the state it w as in prior to the write.

The disk la y er op erates b y dividing the disk in to

fragmen t-sized pieces and translating fragmen t re-

quests in to disk requests. The mappings from frag-

men t iden ti�ers to disk addresses are stored in an

on-disk fragment map that is stored in the middle

of the disk to reduce access time. The disk con-

tains t w o copies of the fragmen t map, eac h with

a trailing timestamp, to p ermit reco v ery when the

system crashes while a fragmen t map write is in

progress. As an optimization, the disk la y er only

writes out the fragmen t map p erio dically , sa ving t w o

additional seeks and a disk write on most fragmen t

op erations.

The fragmen t map is not written to disk eac h time

it is up dated, so the disk la y er m ust b e able to mak e

it consisten t again after crashes, or fragmen ts writ-

ten after the last fragmen t map write will b e lost.

T o address this problem, the disk la y er b orro ws a

tric k from the Zebra storage serv er [4]. It includes

a header with eac h fragmen t that con tains enough

information for the fragmen t map to b e up dated

appropriately at reco v ery time. T o allo w crash re-

co v ery to pro ceed without ha ving to scan the en tire

disk, the disk la y er preallo cates the next set of frag-

men ts to write b efore it writes the fragmen t map

and stores their lo cations in the fragmen t map. A t

reco v ery time, the disk la y er need only examine the

fragmen ts preallo cated in the fragmen t map.

2.2 Network-attached storage

Sw arm also supp orts the use of net w ork-attac hed

storage devices. Sw arm pro vides a net w ork trans-

parency la y er that has the same in terface as the

disk la y er, allo wing lo cally-attac hed and net w ork-

attac hed storage devices to b e used in terc hangeably .

The net w ork transparency la y er accepts fragmen t

op erations from the la y ers ab o v e it, sends them

across the net w ork to the appropriate device, and re-



turns the result of the op eration to the caller trans-

paren tly .

In Sw arm, net w ork-attac hed storage devices are

called storage servers. The storage serv ers are es-

sen tially enhanced disk appliances running on com-

mo dit y hardw are, and pro vide the same fragmen t-

orien ted in terface as disks, with added supp ort for

securit y . The storage serv er securit y mec hanism

consists of access con trol lists that ma y b e applied to

arbitrary b yte ranges within a fragmen t. The lists

giv e a clien t �ne-grained con trol o v er whic h clien ts

can access its data, without limiting the w a ys in

whic h fragmen ts ma y b e shared.

2.3 Striper

The striper la y er is resp onsible for striping frag-

men ts across the storage devices. It exp orts a

fragmen t-orien ted in terface to the higher la y ers. As

fragmen ts are written, the strip er forms the frag-

men ts in to strip es and writes them to the appro-

priate storage devices in parallel. T o pro vide 
o w

con trol b et w een the strip er and the storage devices,

the strip er main tains a queue of fragmen ts to b e

written for eac h device; the strip er puts fragmen ts

in to these queues, and the storage la y ers tak e them

out and store them on the appropriate device. F rag-

men ts are written to disk one-at-a-time, but with a

storage serv er, the net w ork la y er transfers the next

fragmen t to the serv er while the previous one is

b eing written to disk; this k eeps b oth the storage

serv er's disk and the net w ork busy , so that as so on

as one fragmen t has b een written to disk, the serv er

can immediately b egin writing another fragmen t.

2.4 Parity

The parity layer implemen ts the standard parit y

mec hanism used b y RAID [8 ]. The parit y la y er sits

ab o v e the strip er and pro vides a compatible in ter-

face, allo wing the strip er and parit y la y er to b e used

in terc hangeably . One di�cult y that arises from

Sw arm's supp ort for strip e groups is determining

whic h fragmen ts constitute the remaining fragmen ts

of a strip e during reconstruction, and on whic h de-

vices they are stored. Sw arm solv es this problem b y

storing strip e group information in eac h fragmen t of

a strip e, and n um b ering the fragmen ts in the same

strip e consecutiv ely . If fragmen t N needs to b e re-

constructed, then either fragmen t N-1 or fragmen t
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Figure 1: The ligh t ob jects are blo c ks, and the dark

ob jects are records. Eac h create record indicates

the creation of a blo c k, and eac h delete record

indicates a deletion; the arro ws sho w whic h blo c k

is a�ected b y eac h record and represen t references

visible to the log la y er. Note that the con ten ts of

the blo c ks themselv es are unin terpreted b y the log

la y er.

N+1 is in the same strip e. The clien t queries all the

storage devices un til it �nds either fragmen t N-1

or N+1. F or lo cally-attac hed disks, the clien t uses

con�guration information to �nd all the disks; for

storage serv ers, the clien t simply broadcasts to �nd

the desired fragmen ts. Broadcast is used b ecause

it is simple and mak es Sw arm self-hosting|no ad-

ditional mec hanism is needed to distribute strip e

group and storage serv er information reliably to all

clien ts.

2.5 Striped log

Ab o v e the fragmen t-orien ted in terfaces pro vided b y

the storage, strip er, and parit y la y ers is the log layer.

The log la y er implemen ts the strip ed log storage ab-

straction and corresp onding in terface, forming data

written b y higher lev els in to an app end-only log

and striping the log across the underlying storage

devices. The la y ers ab o v e the log are called stor-
age services ( services for short) and are resp onsi-

ble for implemen ting high-lev el storage abstractions

and functionalit y . The log la y er's main function is

to m ultiplex the underlying storage devices among

m ultiple services, allo wing storage system resources

to b e shared easily and e�cien tly .

The log is a conceptually in�nite, ordered stream

of blocks and records (Figure 1). It is app end-only:

blo c ks and records are written to the end of the

log and are imm utable. Blo c k con ten ts are service-

de�ned and are not in terpreted b y the log la y er. F or

example, a �le system w ould use blo c ks not only to

store �le data, but also ino des, directories, and other

�le system metadata. Once written, blo c ks p ersist

un til explicitly deleted, though their ph ysical lo ca-

tions in the log ma y c hange as a result of cleaning



or other reorganization.

New blo c ks are alw a ys app ended to the end of the

log, allo wing the log la y er to batc h together small

writes in to fragmen ts that ma y b e e�cien tly written

to the storage devices. As fragmen ts are �lled, the

log la y er passes them do wn to the strip er for storage.

Once written, a blo c k ma y b e accessed giv en its log
address, whic h consists of the FID of the fragmen t in

whic h it is stored and its o�set within the con taining

fragmen t. Giv en a blo c k's log address and length,

the log la y er retriev es the blo c k from the appropriate

storage device and returns it to the calling service.

When a service stores a blo c k in the log, the log la y er

resp onds with its log address so that the service ma y

up date its metadata appropriately .

Records are used to reco v er from clien t crashes. A

crash causes the log to end abruptly , p oten tially

lea ving a service's data structures in the log incon-

sisten t. The service repairs these inconsistencies b y

storing state information in records during normal

op eration, and re-applying the e�ect of the records

after a crash. F or example, a �le system migh t ap-

p end records to the log as it p erforms high-lev el op-

erations that in v olv e c hanging sev eral data struc-

tures (e.g., as happ ens during �le creation and dele-

tion). During repla y , these records allo w the �le

system to easily redo (or undo) the high-lev el op era-

tions. Records are implicitly deleted b y checkpoints,

sp ecial records that denote consisten t states. The

log la y er guaran tees atomicit y of record writes and

preserv es the order of records in the log, so that ser-

vices are guaran teed to repla y them in the correct

order.

2.6 Stripe cleaner

As in LFS, Sw arm uses a cleaner to p erio dically

compress free space in the log to mak e ro om for new

strip es [9]. In Sw arm, the cleaner is implemen ted as

a la y er ab o v e the log, hiding the log's �nite capac-

it y from higher-lev el services. The cleaner service

monitors the blo c ks and records written to the log,

allo wing it to trac k whic h p ortions of the log are

un used. A blo c k is cleaned b y re-app ending it to

the log, whic h c hanges its address and requires the

service that wrote it to up date its metadata accord-

ingly . When a blo c k is cleaned, the cleaner noti�es

the service that created it that the blo c k has mo v ed.

The noti�cation con tains the old and new addresses

of the blo c k, as w ell as the blo c k's creation record.
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Striped Log

Figure 2: This �gure sho ws the Sw arm mo dule con-

�guration for Sting. The storage devices at the b ot-

tom la y er ma y b e either lo cally-attac hed or net w ork-

attac hed disks, and the n um b er of devices is con�g-

urable.

The creation record con tains service-sp eci�c infor-

mation that mak es it easier for the service to up-

date its metadata. F or example, the creation record

for a �le blo c k migh t con tain the ino de n um b er of

the blo c k's �le and the blo c k's o�set. The cleaner

is also resp onsible for free space managemen t, en-

forcing quotas on higher-lev el services, reserving the

appropriate n um b er of strip es so that cleaning is

alw a ys able to pro ceed, and initiating cleaning to

mak e ro om for new strip es in the ev en t there are no

free strip es.

3 Swarm storage systems

W e ha v e implemen ted the Sw arm infrastructure de-

scrib ed in the previous section in b oth a user-lev el

library and the Lin ux k ernel, and w e ha v e used this

infrastructure to implemen t t w o storage systems.

This section describ es our t w o demonstration stor-

age systems, Sting, a log-structured �le system for

Lin ux, and ext2fs/Sw arm, a Sw arm-based v ersion

of the Lin ux ext2 �le system that runs unmo di�ed

ab o v e a blo c k device compatibilit y la y er.

3.1 Sting

Sting is a log-structured �le system for Lin ux that

is based on Sw arm. It is similar to Sprite LFS [9],



although it is smaller and simpler b ecause the un-

derlying Sw arm infrastructure deals transparen tly

with log managemen t and storage, cleaning, and

other LFS tasks. As with all other Lin ux-based �le

systems, Sting in teracts with applications through

the Lin ux Virtual Filesystem Switc h (VFS). Th us,

Lin ux applications ma y run ab o v e Sting as they

w ould an y other Lin ux �le system. Ho w ev er, un-

lik e other Lin ux-based �le systems, Sting accesses

storage through the strip ed log abstraction rather

than a blo c k device (see Figure 2).

Sting stores all of its data and metadata in blo c ks,

and uses man y of the same data structures as LFS.

Files are indexed using the standard UNIX ino de

mec hanism. Directories are simply �les mapping

names to ino de n um b ers. Ino des are lo cated via

the inode map, or imap, whic h is a sp ecial �le that

stores the curren t lo cation of eac h ino de. A similar

data structure is not needed in most �le systems

b ecause ino des are stored at �xed lo cations on the

disk and mo di�ed in place. In Sting, when an ino de

is mo di�ed or cleaned, a new v ersion of the ino de

is written to the end of the log, causing the ino de's

address to c hange p erio dically .

Sting uses records to reco v er its state after a crash.

F or example, when a �le is created, Sting writes a

record to this e�ect to the log, so that it ma y eas-

ily recreate the �le after a crash. This mec hanism

is similar to that used b y journaling �le systems.

Without Sw arm's record mec hanism, Sting w ould

b e forced to write out the a�ected metadata when a

�le is created, and write it out in a particular order

so that a �le system in tegrit y c hec k er (e.g., fsck )

can rectify an inconsistency after a crash. In Sw arm,

services ma y summarize c hanges in records without

actually making them, and they are freed from ha v-

ing to do their o wn ordering b ecause Sw arm guar-

an tees that records are prop erly ordered b y time of

creation during reco v ery .

Sting runs ab o v e Sw arm's strip ed log, not a blo c k

device, so it is unable to use the bu�er cac he used

b y disk-based �le systems for bu�ering writes and

cac hing metadata. Rather than adding our o wn sp e-

cialized bu�ering mec hanism to Sting, w e mo di�ed

the page cac he to supp ort trac king and writing bac k

dirt y pages so that Sting could use it as its pri-

mary �le cac he for b oth reads and writes. With

our c hanges, pages ma y b e mo di�ed and mark ed

\dirt y" for later writing. When a page is mark ed

dirt y , it is added to a list of dirt y pages. Then, dur-

ing eac h run of update , the list of dirt y pages is
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Figure 3: This �gure sho ws the Sw arm mo dule con-

�guration for ext2fs/Sw arm. The stac k b elo w the

�le system is iden tical to that of Figure 2, with

the in tro duction of t w o compatibilit y la y ers. As

with Sting, the storage devices at the b ottom la y er

ma y b e either lo cally-attac hed or net w ork-attac hed

disks, and the n um b er of devices is con�gurable.

tra v ersed. If a page is older than a certain thresh-

old age (curren tly t w en t y-�v e seconds), it is written

via a VFS metho d called writepage . In addition,

Sting uses the page cac he to cac he indirect blo c ks,

directory blo c ks, sym b olic links, and the ino de map.

Our mo di�cations to the page cac he w ere small but

allo w ed us to more easily implemen t a �le system

that do es not run ab o v e a blo c k device.

1

Sting accesses storage through Sw arm, allo wing it

run on either lo cally-attac hed disks or on a Sw arm

cluster as a net w ork �le system (or a com bination of

the t w o). In addition, it ma y also tak e full adv an-

tage of Sw arm's striping capabilities transparen tly .

It do es not y et supp ort �le sharing b et w een clien ts.

W e are in the pro cess of implemen ting a lo c king

service that will allo w clien ts to sync hronize �le ac-

cesses, allo wing us to easily mo dify Sting to b e used

as a distributed �le system.



3.2 Ext2fs/Swarm

Ext2fs/Sw arm is a v ersion of the Lin ux ext2 �le sys-

tem that runs unmo di�ed ab o v e Sw arm. This is

p ossible through the use of a sp ecial logical disk

service that pro vides a disk-lik e in terface ab o v e

Sw arm's strip ed log, and a Lin ux blo c k device driv er

that translates Lin ux blo c k device requests in to

Sw arm logical disk requests (see Figure 3). The

blo c k device driv er exp orts the usual blo c k device

in terface via the /dev/swarmld device �le, whic h

ma y b e read, written, or moun ted lik e an y other

blo c k device. Th us, via the logical disk service and

/dev/swarmld , Sw arm app ears to Lin ux to b e just

an ordinary blo c k device.

The Sw arm logical disk is similar to the MIT Log-

ical Disk [1 ], but it is m uc h simpler b ecause it is

implemen ted as a service ab o v e Sw arm. It hides the

app end-only nature of the strip ed log, pro viding the

illusion that higher-lev el services are running ab o v e

a disk. As with real disks, blo c ks in a logical disk are

written to �xed addresses that do not c hange o v er

time, and that can b e o v erwritten in place. This

pro vides a m uc h more con v enien t abstraction for

some services than the app end-only log, in whic h

services m ust alw a ys app end blo c ks to the end of

the log and blo c k addresses c hange as the result of

b eing cleaned or o v erwritten.

The Sw arm logical disk service's primary function

is to main tain a mapping from a logical disk's �-

nite address space to the log's in�nite address space.

This mapping is main tained in main memory , and

is p erio dically written to the log b y the logical disk

service. In addition to up dating the mapping ta-

ble during normal op eration, the logical disk service

in tercepts c hange-of-address noti�cations from the

strip e cleaner as blo c ks are cleaned and up dates the

mapping table transparen tly .

Although the logical disk is a general-purp ose stor-

age service that ma y b e used to implemen t an y

storage system, it serv es as an excellen t compatibil-

it y la y er that allo ws existing �le systems that run

ab o v e a disk to run unmo di�ed ab o v e Sw arm. Us-

ing /dev/swarmld , ext2fs (and all other disk-based

Lin ux �le systems) ma y run ab o v e Sw arm unmo di-

�ed. As read requests and write requests are gener-

ated b y applications, they are passed to the device

1Many of these shortcomings have been addressed in the

latest development version of Linux, 2.3. Our development

e�orts were under Linux 2.0 and Linux 2.2.

driv er; in turn, the requests are passed to the logi-

cal disk, whic h p erforms the appropriate op eration

on the strip ed log. In addition to striping, impro v ed

p erformance on small writes, and other b ene�ts pro-

vided b y Sw arm, ext2fs/Sw arm can b e con�gured

to run on a Sw arm cluster as a net w ork �le system.

Note, ho w ev er, that b ecause w e run ext2fs unmo di-

�ed, its concurrency asp ects are unc hanged, so only

one clien t at a time ma y ha v e write access to an y

giv en instance of it.

4 Experiences using Linux for re-

search

Sw arm has b een under dev elopmen t in the Depart-

men t of Computer Science at the Univ ersit y of Ari-

zona for the past t w o y ears. Early on, w e decided to

base Sw arm on Lin ux b ecause Lin ux had a large and

rapidly-gro wing user base, and w e w an ted to build a

storage system that p eople could use for da y-to-da y

data storage. As with most decisions, ours w as not

without a do wnside, and w e ha v e learned some im-

p ortan t lessons ab out Lin ux o v er the past few y ears

that ma y pro v e useful to fello w researc hers who are

considering using Lin ux as a platform for researc h.

W e hop e these observ ations will b e equally useful

to Lin ux dev elop ers, and that they will help mak e

Lin ux an ev en b etter platform for researc h and de-

v elopmen t.

The lac k of do cumen tation is one of the biggest

limitations of Lin ux to the uninitiated. There is

v ery little do cumen tation on the in ternal w orkings

of Lin ux, and what little exists tends to b ecome out-

dated quic kly . The co de is often the b est (and some-

times the only) p oin t of reference on ho w a partic-

ular part of Lin ux w orks. Unfortunately , the func-

tionalit y of a piece of co de is not alw a ys ob vious at

�rst glance, as commen ts are sparse in man y places,

and the co de is often highly optimized and th us fre-

quen tly di�cult to understand at �rst glance.

F ortunately , Lin ux has a large and friendly dev elop-

men t comm unit y that is normally more than happ y

to answ er questions (as long as the ask er has done

his homew ork �rst), and the In ternet serv es as an

in v aluable arc hiv al reference for �nding out if some-

one else has ask ed the same questions in the past

(they almost certainly ha v e). Still, Lin ux w ould do

w ell to impro v e its do cumen tation e�orts. Since the

co de ev olv es so rapidly , an y successful do cumen ta-



tion mec hanism m ust b e someho w tied to the co de

itself (e.g., automatically generated from commen ts

in the co de), to prev en t div ergence of do cumen ta-

tion from do cumen ted functionalit y .

Another limitation of Lin ux is its rather spartan de-

v elopmen t en vironmen t. Lin ux (at least the x86 v er-

sion) do es not include a k ernel debugger, whic h w e

consider to b e an essen tial part of an y op erating sys-

tem dev elopmen t en vironmen t. Rather than using

an in teractiv e debugger, Lin ux dev elop ers prefer to

rely on printk to debug new co de, and use textual

crash (\o ops") dumps of registers, assem bly co de,

and other lo w-lev el system state when something

go es wrong. F ortunately , there are patc hes a v ailable

that allo w the k ernel to b e debugged in teractiv ely .

Lin ux is also ligh t on diagnostic facilities. W e often

found ourselv es ha ving to man ually p ok e around in-

side system data structures using the debugger or

printk to gain insigh t in to the source of a bug when

something had gone wrong. A clean in terface to dis-

pla ying and analyzing system state, accessible from

the debugger, is another in tegral part of an y op er-

ating system dev elopmen t en vironmen t.

Finally , Lin ux do es not alw a ys follo w go o d soft w are

engineering practices [7 ]. F or example, m uc h of the

co de w e w ork ed with seemed optimized unnecessar-

ily , usually at the exp ense of co de clarit y . Op er-

ating system co de should only b e optimized when

doing so has a clear, quanti�ed impact on overall
p erformance. Most op erating system co de is not

p erformance critical and has little or no e�ect on on

o v erall p erformance; suc h co de should b e structured

for the h uman reader rather than the computer, to

mak e the co de easier to understand and main tain, to

mak e bugs less lik ely to b e in tro duced when the co de

is mo di�ed, and to mak e bugs that are in tro duced

easier to �nd and �x. F urthermore, the abstraction

b oundaries in Lin ux are not alw a ys ob ey ed or ev en

w ell-de�ned. W e had problems with b oth the �le

system and I/O subsystems in this area, where the

implemen tation of an abstraction made certain as-

sumptions ab out ho w it w ould b e used that w ere

not alw a ys readily apparen t from the abstraction's

in terface.

Despite its shortcomings, Lin ux has treated us w ell.

T en y ears ago, w e w ould ha v e had to license the

source co de to a proprietary op erating system or

use an in-house researc h op erating system to im-

plemen t Sw arm, either of whic h w ould ha v e limited

the impact of our w ork. Lin ux has allo w ed to us to

implemen t Sw arm in a real op erating system that

is used b y real p eople to do real w ork. With a lit-

tle more w ork in the areas of do cumen tation, de-

v elopmen t en vironmen t, and soft w are engineering

practices, Lin ux has the p oten tial to b e an excellen t

platform for systems researc h and dev elopmen t.
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6 Availability

F or more information ab out Sw arm, please visit

http://www.cs.ar izo na .e du/ sw arm / .
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