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What is the target?

A plug-in for the virus includes a database of 137 financial
institutions.
The database holds the structure of the bank websites.
Only 10 out of 43 virus scanners were able to detect the virus.

Figure: Attacker Interface



How does it spread?

Hundreds of WordPress-based websites were altered

Email spam containing an ’invoice’



What is the Phoenix Exploit Kit?

Don’t worry, they have their own blog!

Fun fact: It specifically does not download the virus if you are
using Chrome.



Next Steps

Virus copies information to C drive as an unassuming
executable that creates necessary files

Removes the original malware

Tries to communicate with its Command and Control servers

Becomes part of a botnet

Downloads customized configuration from the main server



Goal of the Virus

Once set-up is complete, the virus begins to collect information
from your computer, such as:

Cookies

FTP credentials

Email accounts

Visited websites

With this information, the attacker may be able to make
fraudulent transactions on your behalf.



How do I protect my computer?
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