Network Security Visualization

Genevieve Max & Keith Fligg

April 22, 2012



Attack Scenario

Gather Raw Network

‘ Data -3

— = Network s
0os

Attacker

Apps ootH000 1010101010

Firewall and Router 1010111000100010100

Visualization

Fix Vulnerabilites ~—— O



Three Ws of Tool Design

@ Where in the network is the attack happening?
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Three Ws of Tool Design

@ Where in the network is the attack happening?
@ When is the attack happening?
© What type of attack is happening?



Visualization Answering Three Ws




Firewall Log
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Port Scan: Processed Log Files (psad)

src: dst: chain: intf: +tcp: wudp: icmp: dl: alerts: os_guess:
117.32.xxx.149 xx.22.zz.121 INPUT etha 1 a a 2 2 -
118.167.xxx.219 xx.22.zz.121 INPUT etha 1 a a 2 2 -
118.167.xxx.258 xx.22.zz.121 INPUT etha 1 @ a 2 2 -
118.167.xxx.5 xx.22.zz.121 INPUT etha 1 a a 2 2 -
122.167.xx.11 xx.22.zz.121 INPUT eth@ 4642 @ a 4 58 -
122.167.xx.88 xx.22.zz.121 INPUT etha a 11 a i 2 -
123.134.xx.34 Xx.22.zz.121 INPUT ethe 28 a8 ] 2 9 -
125.161.xx.3 xx.22.zz.121 INPUT etha a 9 a i 4 -
125.67.xx.7 xx.22.zz.121 INPUT etha 1 a a 2 2 -
19@.159.xxx.228 xx.22.zz.121 INPUT eth@ a 9 a 1 3 =
193.148.xxx.218 xx.22.zz.121 INPUT etha a 18 a i 2 -
282.xx.23x.196 xx.22.zz.121 INPUT ethd <] 13 ] 1 1@ -
282.xx.2xB.197 xx.22.zz.121 INPUT etha a 28 a 2 17 -
282.97.xxx.198 xx.22.zz.121 INPUT etha a 17 a 2 12 -
282.97.xxx.199 xx.22.zz.121 INPUT etha @ 18 a 2 15 -
282.97.xxx.288 xx.22.zz.121 INPUT etha a 17 a 2 14 -
282.97.xxx.201 xx.22.zz.121 INPUT eth@ [:] 15 a 2 12 -
282.97.xxx.282 xx.22.zz.121 INPUT etha a 21 a 2 16 -
283.xxx.128.65 xx.22.2z.121 INPUT ethe 12 a8 ] 2 B Windows XP/2888
211.98.xx.14 xx.22.zz.121 INPUT etha 1 a a 2 2 -
213.163.xxx.9 xx.22.zz.121 INPUT etha a a 1 2 2 -
221.130.xxx.124 xx.22.2zz.121 INPUT eth@ a 35 a 2 31 =
221.206.xxx.18 xx.22.zz.121 INPUT etha a 33 a 2 21 -
221.206.xxx.53 xx.22.zz.121 INPUT ethd <] 33 ] 2 27 -
221.206.xxx.54 xx.22.zz.121 INPUT etha a 39 a 2 26 -
221.206.xxx.57 xx.22.zz.121 INPUT etha a 33 a 2 19 -
68.222.xxx.146 xx.22.zz.121 INPUT etha @ 48 a 2 33 -
68.222.xxx.153 xx.22.zz.121 INPUT etha a 14 a i 11 -
6@.222.xxx.154 xx.22.zz.121 INPUT eth@ [:] 18 a 2 15 -



Port Scan: Visualization
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Circular Visualization




Pre-Attentive Objects

@ Color
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Pre-Attentive Objects
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Pre-Attentive Objects
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Pre-Attentive: Color




Visualization Applying Color




Pre-Attentive: Postion




Visualization Applying Position

® risk moeasuro

T T
Mon Tuo Wad Thu Fri Sal Sun
Day of the Week



Pre-Attentive: Form - Shape




Visualization Applying Shape




Pre-Attentive: Form - Size




Visualization Applying Size




Pre-Attentive: Form - Orientation




Visualization using Orientation
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Pre-Attentive: Form - Enclosure
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Visualization using Enclosure
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Visualization Techniques

@ No serial parsing



Visualization Techniques

@ No serial parsing
@ Minimize the Number of Types Of Objects



Visualization Techniques

@ No serial parsing
@ Minimize the Number of Types Of Objects
© Minimize Non-data Ink/Pixels



No Serial Parsing
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No Serial Parsing
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Visualization Applying No Serial Parsing
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Minimize the Number of Types Of Objects




Minimize the Number of Types Of Objects




Visualization Applying Minimum Objects
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(a) Link graph nomenclature.
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(b) Destination port, source address, and destination address.  (c) Destination port, destination address, and source address.



Minimize Non-data Ink/Pixels
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Minimize Non-data Ink/Pixels
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Visualization Applying Non-data Ink/Pixels
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Parallel Plots

255.255.255.255

192.168.2.1

0.0.0.0

Source IP addr

0
TCP source port

65,535

TCP dest port

255.255.255.255

130.2.5.42

0.0.0.0

Dest IP addr



Animated Parallel Plots

TCP source port TCP destination port TCP source port TCP destination port
{ mEpm — 4 mEE —
- .
' e
e 7
e e
- -
7 e
. -4 m— R4 -4 oo— mm—
‘. k- = -
—— @EEEOO0 -~ " —— @EEE -~
-— L

Packet Packet Packet Packet



Link graphs: nomenclature




Link graphs: hidden information
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Demo Network Visualization Tool

@ Demo
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