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Three Ws of Tool Design

1 Where in the network is the attack happening?
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Three Ws of Tool Design

1 Where in the network is the attack happening?

2 When is the attack happening?

3 What type of attack is happening?



Visualization Answering Three Ws



Firewall Log



Port Scan: Processed Log Files (psad)



Port Scan: Visualization



Circular Visualization



Pre-Attentive Objects
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Pre-Attentive: Color



Visualization Applying Color



Pre-Attentive: Postion



Visualization Applying Position



Pre-Attentive: Form - Shape



Visualization Applying Shape



Pre-Attentive: Form - Size



Visualization Applying Size



Pre-Attentive: Form - Orientation



Visualization using Orientation
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Pre-Attentive: Form - Enclosure



Visualization using Enclosure



Visualization Techniques

1 No serial parsing
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Visualization Techniques

1 No serial parsing

2 Minimize the Number of Types Of Objects

3 Minimize Non-data Ink/Pixels
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No Serial Parsing
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Visualization Applying No Serial Parsing



Minimize the Number of Types Of Objects



Minimize the Number of Types Of Objects
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Visualization Applying Minimum Objects
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(a) Link graph nomenclature.

(b) Destination port, source address, and destination address. (c) Destination port, destination address, and source address.



Minimize Non-data Ink/Pixels
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Minimize Non-data Ink/Pixels
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Visualization Applying Non-data Ink/Pixels



Parallel Plots
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Animated Parallel Plots
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Link graphs: nomenclature
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Link graphs: hidden information
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Demo Network Visualization Tool
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