University of
Arizona

CSc 620

Language-based Approaches to
System and Software Security

Christian Collberg
September 29, 1999

Software Fault Isolation

Copyright © 1999 C. Collberg

-

Unsafe Code

e We often want to execute code that we
don’t really trust:

1. The A)goVista search engine allows

users to upload code to a server where

it is executed as part of a query.

2. Some operating systems allow packet
filters and other executable code to
be downloaded into the kernel.

3. Applets can be downloaded as part of

Web pages.

e Software Fault Isolation is an efficient
solution to the problem of protecting
trusted code from malicious downloaded
code.

e The optimal research path: Academic
research = Start-up = Sell out to
Microsoft.
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Anony ous

C aut soaton

e Modules are placed at random M
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| Source Code e ach untrusted module resides in a
Compile to mni code J/ ach domain has a data
(" mni  code segment and a code segment.
Compile to nati e code J/ e All virtual addresses in a segment have
( Nati e code the same upper bits, the
nsert S C eck instrs. ¢
Distrusted module

Se ment
identifier
odule code
‘ 4 ‘ se ment
se ment address odule data
se ment

e The code is modified so that it can only

access only data in the data segment.

e I.e. all addresses in a module have the

same segment, identifier.

\_

jump to targets in the code segment, and

J
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aut so aton

e We must make sure that

1. no store a ects data in another
segment,

2. no jump target is outside the current

segment.
= All touched addresses must have the
same segment identifier as the current
module.
e 0 problem:
— stores to static variables,

— pc-relative branches.

e roblems:

— stores through a register:

— jumps through a register (returns).

J

aut so aton

e A trivial implementation of fault

isolation.
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e The algorithms use )

° pinpoints the

° requires

aut soaton

e Several algorithms for efficient

sandboxing are given.

not touched by any user code. Works

well for IS s with many registers.

o ending instruction. ood for
development. 4 dedicated registers, 4

extra instructions.

dedicated
registers, 2 extra instructions. The use
of dedicated registers ensures that,
should the untrusted code jump into the
middle of the fault-checking code,
nothing bad happens.
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e egister-plus-o set stores require 3

sandboxing instructions:

ompute

by sandboxing only
guard pages:

Sandbox, as before

e We can do away without the extra add
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e If a pointer is incremented by a small

amount every time around a loop, we

only need to sandbox it once:

pdate

Sandbox

o sandboxing
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