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The US and the USSR wanted to place sensors in each others’

number of missiles) but not reveal other kinds of information (such as
Watermark

nuclear facilities that would transmit certain information (such as the
their location). This forced a careful study of the ways in which one
country’s equipment might smuggle forbidden information past the
Steganography must not be confused with cryptography, where we
transform the message so as to make its meaning obscure to a person
who intercepts it. Such protection is often not enough. The detection
government, or between a known drug-smuggler and someone not yet
under suspicion, has obvious implications; and recently, a UK police
force concerned about criminal monitoring of police radios has
discovered that it is not enough to simply encipher the traffic, as
criminals detect, and react to, the presence of encrypted

Qmmunications nearb.

of enciphered message traffic between a soldier and a hostile

other country’s monitoring facilities.

/ Watermarking & F

o
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f e What is watermarking? The idea is \

The fact that this copyright notice is \

R

simple: visible does take away some of the value

1. Start with a cover message of some of the image, so, in most cases we want
kind. It can be an image, a the watermark to be imperceptible. On
sound-file, a video. the other hand, if the watermark is

2. Now, take a secret message and visible, then that will discourage

embed it inside the cover message. someone from stealing the image in the

Usually, this secret message is some first place.

sort of copyright notice. e Fingerprinting is a variant of

. . watermarking. When we watermark an
e In this example, the cover message is an

image and the secret message is a the image we store the same copyright notice

word “copyright”, a date, and my name. in every copy. When we fingerprint an

image we store a unique
e If someone were to steal this image and customer-identification-number in every

use it in a book or magazine, then I image we sell. That way, if lots of illegal

could take them to court for breach of copies of the image should start to
copyright, and I would argue that this is appear, then we may be able to trace the
indeed my image because it has my customer who bought the original copy,
copyright notice in it. and then bring them to court.

. AN /
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Watermarking Overview II
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~

Then Bob steals a copy of Alice’s
watermarked object. Bob sells a stolen
copy to Charles who is Alice’s lawyer.
Charles extracts the watermark using
the secret key, and turns Bob over to the
authorities.

If Bob can find the location of W, he
may try to crop it out of the object,
without destroying too much of the
object iteself. We call this a subtractive
attack.

An even simpler idea is an additive
attack, where Bob adds new watermarks
to the object to make it hard for Charles
to prove that Alice’s watermark is the

original one.

/

Slide 10-14

e

To build a good watermarking system \

these problems have to be solved:

1. The watermarkshould be stealthy,
i.e., it should be difficult for an
adversary to locate.

2. It should have a high data-rate, i.e.,
we should be able to store a large
secret message in a small cover

message.

3. It should be resilient to attack, i.e. it
should be hard to remove the

watermark from the cover message.

Scenario: Alice, has an object (an image,
a program, whatever) that she wants to
sell. Bob wants to steal this object to
sell it on to a third party.

First, Alice adds a watermark to her
object. She uses a secret key to make

sure that she is the only one who can
extract the watermark.

/

Slide 10-13

Or, Bob could launch a distortive attacm
where he applies a sequence of
transformations to the object. Ideally, he
will add just the right level of distortion
to the object so that the watermark will
be useless, but the object itself still has
some value to Bob.

Alice can add tamperproofing to her
object such that if Bob tries to remove
the watermark the resulting object is
completely useless.

If Alice fingerprints her object she leaves
herself open to collusive attacks. Bob
can steal several copies of the object —
each with its own fingerprint — and by
comparing their differences he is able to
extract the original object.

/
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initializing a random number
generator with our secret key.

we then pick a sequence of pairs of
pixels. We then adjust the brightness
of one of the pixels up by a small
amount, and the brightness of the
other pixel, down by the same

watermark in the brightness of a random
amount.

1. To embed the watermark we start by
2. Using the random number generator

watermarking algorithm is called
patchwork. The idea is to store the
sequence of pixels in the image.

techniques carry over to software

watermarking?
e The most well-known image

/

\ / e Might some media watermarking
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Notice that the overall brightness of thh
image hasn’t changed.

1. To extract the watermark we visit the
same pseudo-random sequence of
pixels, this time summing up the
difference of their brightness.

2. For a completely random sequence of
pixels we’d expect this sum to be
zero. If it’s not, we’ve detected a

watermark.

This method is stealthy but the bit-rate
is low, just one bit per image.

We expect S =~ 0 as n increases.
6 would be 1-5 parts in 256 bits.

Each patch can contain more than one
bit.

/
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Many media watermarking algorithms \
take advantage of the fact that our
human sensory systems aren’t perfect.

To watermark a sound-clip we can flip
the the least significant bits of each
sample. This may introduce some noice,
but if the sample is noisy to begin with
we will not be able to detect it.

Humans also are not very good at
detecting short echos. We can use this
fact to encode a secret message by
introducing short echos in the sample.
The length of these echos would encode
the watermark.

Again, we can use a pseudo-random
number generator to pick out the places
where the watermarking bits are
encoded.

/
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Audio Watermarking

B, [y

g

iy

M, [T

ILSB Hiding

Echo Hiding
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Text Watermarking
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We can encode watermarks in English \
text.

In a formatted hard-copy document we
can encode a mark in the word or line

spacing.

In an soft-copy document we can encode
the mark in white-space: One space

means 0, two spaces means 1.

If every line has to be justified we can’t
encode a bit between every pair of words.
We can use “Manchester-encoding”:
01=1,10=0, 11 = null, 00 = null.

We can also encode a mark in the
syntactic structure of an English text.
Here we’ve applied a syntactic
transformation to make a “Cleft

sentence.”

Finally, we can store information in the

choice of words. /

Slide 1024

-

There are three things we want from om

watermarking algorithm:

1. Marks should be hard to find (they
should be stealthy);

2. The bit-rate should to be high (we
want large watermarks);

3. Marks should be resilient (they
should withstand as many kinds of
attacks as possible).

Many simple image transforms will
obliterate a watermark. Lossy
compression will remove imperceptible
bits. If watermarks are stored in the
least significant bits of the media then
we can randomly flip all such bits.

There will always be a trade-off between
stealth, bit-rate, and resilience. You can
increase resilience by including the

watermark more than once, but then the

~

e We trade-off between

Attacks on Media Watermarks

bit-rate goes down. /

Slide 1026

-

1. stealth (we want im-

perceptible marks),
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stand attacks).

compression,

e Attacks:

Slide 1025

~

Stego tools — Outguess

-

e Outguess, http://www.outguess.org, hides messages in jpg

images. The command

outguess -k "key" -d hidden.txt deer.jpg out.jpg
hides the text in hidden.txt in the image deer. jpg using

the key secret-key. The command

out.jpg message.txt

outguess -k "key" -r

retrieves the message.

Slide 1027

/

scaling, cropping, blur-

ring, rotation. ..
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