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DES — The Rounds

1. Split 64-bit input into Lo and Ry, each
32 bits.
2. Round 1:
Li = Ro
Ri = Lo® f(Ro, K1)
3. Round i:
L; = R;_1
Ri = Li—1® f(Ri-1,K;)
4. Round 16:
Lis = Ris
R¢ = Lis® f(Ris, Kis)
5. Return the 64-bit ciphertext LisRis6.

/
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DES — The f Function \

e f is the function that combines the data
(the right 32-bit half, R) with the key
during each round:

1. Get 48 bits of the key,
2. Expand R to 48 bits using the

expansion permutation,

3. XOR the expanded R and the
compressed key,

4. Send the result through 8 S-boxes
using the S-Box Substitution to get
32 new bits,

5. Permute the result using the P-Box
Permutation,

e The result of the f function is XORed
with the left half (L) to get the new
right half.

/
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DES Overview — The Rounds...

Plaintext

D @e <
///_::‘‘_::‘__:__::::\§
‘ Lis ‘ ‘ o ‘

ciphertext
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/ DES — The f Function...

Expansion
Permutation

¢ 48 bits
) 48 bits

S-Box
Substitution

P-Box
Permutation

R

/

Slide 11-19



uoneInwliad sha 8y N
uoissaidwo) H#ﬂﬂ_
m Eﬂwu m tﬂmu ] - O;l%
t
[ swgsz| [ swase] S Lﬂjﬂnﬂ
} A a
(s ) rE=
suq 95
% —
N
L]

-+ ruoryendruey £93 — SHA

/ DES — Key Manipulation \ /

using the Compression Permutation,
4. Merge the two shifted halves into the

key for the next round.

bits.
2. Shift each half by 1 or 2 steps.

extracted and used by the f function,

generated to be used in the next round:
1. Split the key into two halves, each 28
3. Compress the two halves into 48 bits

e Each round, 48 bits of the 56-bit key is
Also, a new version of the key is

AN
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(u pou)
(u pour)

[((wpow)  ((upow) .v)) =
(DxD*D*D*D*xDxD%xD) = (upouwr) v

(upowr) (D*---%xDxp) = (upowr) _v

:AyderdoydLo

ur uorjesodo juejrodwr ue st uorjerIUOUOdxo IRINPOJN @

TTOTRWHIY Te[NPOIA]

o \
4 N

¢=(Lpowr) (9+¢) =
(2 powr) (((2pow) ¢1)+((2pow) 01)) =
((2 powr) ¢1+01)
(Lpow) 7 = ¢C
(g1 powm) 11 = €2
(upowr) (((wpow) q)x((upow) »)) = (upouw) (q%0)
(upow) (((upow) gq)—((upow) v)) = (upow) (q—0)
(upow) (((uwpow) q)+ ((uwpow) »)) = (upow) (q+0)
"3 1989JUl OWIOS 10} Uy +q =D JI (L pow) Q=D e

ST}OWHIY Te[NPOIA
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Software — PGP...

-

e Sally can now decrypt the message using her private key:

go 2 Taco Hell

> pgp message.asc
Key for user ID: Sally Student <sally@student.org>

Enter pass phrase:

message

Plaintext filename:

> cat message
Attack at dawn

/ Software — PGP... \

e Sally can sign her message before

sending it to Bob:

> pgp —sta message -u sally
Enter pass phrase: go 2 Taco Hell

> cat message.asc

Hash: SHA1

Attack at dawn

Version: PGP 6.5.8
iQA/AwUBPFmcQL018iJoy6hO0EQLmWwCeMoW. . .
> pgp message.asc

File is signed. Good signature from

"Sally Student <sally@student.org>".
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Readings and References

-

e The information in this lecture is taken from Applied
Cryptography by Bruce Schneier.

e Peter Wayner, Disappearing Cryptography.

e More on RSA: http://www.hobnob.com/mcs225/
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