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Abstract

Recen t y ears ha v e seen increasing in terest in systems

that reason ab out and manipulate executable co de.

Suc h systems can generally b ene�t from information

ab out aliasing. Unfortunately , most existing alias

analyses are form ulated in terms of high-lev el language

features, and are unable to cop e with features, suc h

as p oin ter arithmetic, that p erv ade executable pro-

grams. This pap er describ es a simple algorithm that

can b e used to obtain aliasing information for exe-

cutable co de. In order to b e practical, the algorithm is

careful to k eep its memory requiremen ts lo w, sacri�c-

ing precision where necessary to ac hiev e this goal. Ex-

p erimen tal results indicate that it is nev ertheless able

to pro vide a reasonable amoun t of information ab out

memory references across a v ariet y of b enc hmark pro-

grams.

1 In tro duction

Recen t y ears ha v e seen increasing in terest in reason-

ing ab out and manipulating executable �les [5 , 15, 20 ,

25, 27 , 30, 31 , 33]. When w orking with an executable

�le, w e t ypically ha v e information ab out the en tire

program|including, p oten tially , library functions|

that is usually not a v ailable at compile time. Because

of this, co de manipulation and optimization at this

lev el o�ers b ene�ts that are di�cult or imp ossible to

obtain using traditional compilers. As with the compi-

lation of source-lev el programs, co de transformations

on executable co de can b ene�t greatly from p oin ter

alias information. F or example, inlining library rou-

tines ma y op en up opp ortunities for mo ving in v arian t

load instructions out of lo ops, but alias information is

needed in order to iden tify suc h in v arian t load instruc-

tions. T o obtain the full b ene�ts of a sup erscalar arc hi-
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tecture suc h as the DEC Alpha, link-time optimizers

suc h as Spik e [5 ], alto [10 ], and OM [30] need to carry

out instruction sc heduling again after link-time opti-

mizations; without p oin ter alias information, ho w ev er,

the sc heduler m ust b e conserv ativ e in its treatmen t of

loads and stores, and this can limit the amoun t of co de

reordering that is p ossible. As a �nal example, it ma y

b e p ossible to sca v enge registers at link-time, e.g., b y

examining the register usage of library functions, but

the abilit y to use suc h sca v enged registers e�ectiv ely

is lik ely to b e limited in the absence of p oin ter alias

information.

There is an extensiv e b o dy of w ork on p oin ter alias

analysis of v arious kinds (see Section 6). In almost all

cases, these are high lev el analyses, carried out on rep-

resen tations of source programs in terms of source lan-

guage constructs, and t ypically disregarding \nast y"

features suc h as t yp e casts, p oin ter arithmetic, and

out-of-b ounds arra y accesses. Suc h analyses turn out,

unfortunately , to b e of limited utilit y at the mac hine

co de lev el, b ecause at this lev el all w e ha v e are the

nast y features. The con ten ts of registers and mem-

ory w ords are un t yp ed bit-strings, so the issue of t yp e

casts is in some sense mo ot: ev erything is p oten tially

an address. Memory accesses t ypically in v olv e some

address arithmetic to compute a base address in to a

register, follo w ed b y the use of a displacemen t o� the

base address to carry out the actual memory refer-

ence. Address arithmetic ma y also arise due to par-

ticular language features, e.g., the use of \tag bits" in

dynamically t yp ed languages to indicate the t yp e of

the v alue p oin ted at. Dereferencing op erations in the

executable co de for suc h programs will in v olv e non triv-

ial arithmetic in v olving the tag bits that is in visible|

and irrelev an t|at the source lev el (at the lev el of ex-

ecutable programs, w e can't tell what source language

a particular piece of co de w as deriv ed from, and di�er-

en t comp onen ts of a program migh t ha v e b een written

in di�eren t source languages, so w e m ust b e able to

deal with all suc h address arithmetic in a reasonable
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w a y). If the n um b er of argumen ts to a function is

large enough, some of the argumen ts ma y ha v e to b e

passed on the stac k. In suc h a case, the argumen ts

passed on the stac k will t ypically reside at the top of

the caller's stac k frame, and the callee will \reac h in to"

the caller's frame to access them: this is nothing but an

out-of-b ounds arra y reference. Finally , executable pro-

grams ma y include library functions, in hand-written

assem bly co de, that violate familiar and comfortable

source-lev el assumptions, e.g., that execution do es not

jump out of the middle of one function and in to the

middle of another (this happ ens, for example, in some

F ortran library routines). T o illustrate some of the

problems that arise, consider the fragmen t of C co de

sho wn in Figure 1, together with the corresp onding as-

sem bly co de.

1

The p oin t to note is the extensiv e use

of address arithmetic to access memory , ev en in this

v ery simple program fragmen t. F or example, in order

to determine whether instructions (10) and (11) migh t

write to the same memory lo cation, w e need to b e able

to reason ab out the con ten ts of registers r16 and r17 ,

whic h are de�ned through the arithmetic op erations in

instructions (5) and (6). As this example illustrates,

p oin ter arithmetic cannot b e ignored during alias anal-

ysis at the mac hine co de lev el.

In this pap er, w e describ e a lo w-lev el, 
o w-

sensitiv e, con text-insensitiv e in terpro cedural p oin ter

alias analysis algorithm, designed and implemen ted in

the con text of the alto link time optimizer [10 ], that

can handle signi�can t p oin ter arithmetic and features,

suc h as out-of-b ound references, that are ignored b y

most existing alias analysis algorithms.

F or simplicit y in the discussion that follo ws, w e as-

sume a more or less canonical RISC instruction set.

Memory is accessed only through explicit load and

store instructions, whic h ha v e the form load r e g

a

,

k ( r e g

b

) and store r e g

a

, k ( r e g

b

) , where k is a con-

stan t, and ha v e the e�ect of reading from, or writing

to, the lo cation whose address is k + c ontents of ( r e g

b

).

T o mo del arithmetic w e assume the instructions add

sr c

1

, sr c

2

, dest and mult sr c

1

, sr c

2

, dest , where

dest is a destination register and sr c

1

and sr c

2

are

source registers; to simplify the discussion w e abuse

notation and allo w either sr c

1

or sr c

2

to b e an in teger

constan t, denoting an immediate op erand. These in-

structions compute, resp ectiv ely , the sum and pro duct

of sr c

1

and sr c

2

in to dest (man y other op erations can

1

The assem bly co de sho wn corresp onds to that obtained us-

ing gcc -O on a DEC Alpha w orkstation, with some edits to

enhance readabilit y . On the Alpha, argumen ts to functions are

t ypically passed in registers 16 . . . 21, and register 30 is used as

the stac k p oin ter.

b e expressed in terms of these, e.g., subtraction and

register-to-register mo v es can b e mo delled in terms of

addition: w e do not consider these separately). In ad-

dition to these w e assume the usual complemen t of

tests, conditional jumps, and direct and indirect un-

conditional jumps: the only e�ect of these instructions

is to determine the con trol 
o w graph of the program,

so w e do not consider them explicitly in the con text

of alias analysis. W e also ignore op erations on 
oat-

ing p oin t registers, since it seems unlik ely that suc h

op erations w ould b e used for address computations.

2 Lo cal Alias Analysis

A tec hnique called instruction insp e ction , commonly

used in compile-time instruction sc hedulers, can b e

used to reason ab out memory references within a ba-

sic blo c k. Here, t w o memory reference instructions i

1

and i

2

are tak en to b e non-con
icting if either of the

follo wing conditions hold:

1. they use distinct o�sets from the same base reg-

ister r , and r is not rede�ned b et w een i

1

and i

2

;

or

2. one of the instructions uses a register kno wn to

p oin t to the stac k and the other uses a register

kno wn to p oin t to the global data area.

Unfortunately , this simple approac h do es not w ork if

information ab out address arithmetic needs to b e prop-

agated across basic blo c k b oundaries. In the next sec-

tion w e describ e a global analysis that can b e used to

handle this.

3 Residue-Based Global Alias Analysis

3.1 The Basic Idea

An alias analysis will in general asso ciate eac h register

with a set of p ossible addresses at eac h program p oin t,

so w e need to abstract sets of addresses to descriptions,

or \abstract address sets." These need to b e easy to

compute and compactly represen table, with op erations

suc h as union, in tersection, c hec king con tainmen t, etc.,

that are c heap enough to b e practical for the analysis of

large programs. A simple w a y to satisfy these criteria

is to consider only some �xed n um b er|sa y , m |of the

lo w order bits of an address. That is, addresses are rep-

resen ted b y their mo d- k residues, where k = 2

m

. The

set of all mo d- k residues is Z

k

= f 0 ; : : : ; k � 1 g . An

abstract address set can then b e represen ted as a bit

v ector of length k ; since m |and, therefore, k = 2

m

|is

�xed, set op erations suc h as union, in tersection, c hec k-
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Source Co de Executable Co de

int f( )

f add r30, -48, r30 # allocate stack frame (1)

store r26, 0(r30) # save return address (2)

int x, # x is at displacemen t 20 in f's stack frame (3)

y; # y is at displacemen t 16 in f's stack frame (4)

... ...

g(&y, &x); add r30, 16, r16 # r16 := &y (5)

add r30, 20, r17 # r17 := &x (6)

bsr r26, g # r26 := return addr; goto g (7)

... ...

g

int g(int *x, int *y) # arg1 in r16, arg2 in r17

f add r30, -32, r30 # allocate stack frame (8)

store r26, 0(r30) # save return address (9)

*x = 1; store 1, 0(r16) (10)

*y = 0; store 0, 0(r17) (11)

...

g

Figure 1: A fragmen t of a C program and the corresp onding assem bly co de

ing con tainmen t, etc., can b e carried out in O (1) bit-

v ector op erations. This represen tation can cop e with

address arithmetic, e.g., as illustrated in Figure 1, since

suc h arithmetic translates in a straigh tforw ard w a y to

mo d- k arithmetic (see, for example, [17 ]). Finally ,

since x mo d k 6= ( x � � ) mo d k for 0 < � < 2

m

, the

represen tation can distinguish b et w een addresses in-

v olving distinct \small" displacemen ts (i.e., less than

2

m

) from a base register.

It turns out that mo d- k residues are not, b y them-

selv es, adequate for our purp oses. The problem is that

in man y cases w e w on't b e able to predict the actual

v alue of a register r (e.g., the stac k p oin ter) at a pro-

gram p oin t, whic h means w e w on't b e able to sa y an y-

thing ab out a displacemen t k from r , i.e., the address

corresp onding to k (r) , either. T o deal with this prob-

lem w e extend abstract address sets to addr ess descrip-

tors , whic h tak e an additional comp onen t that refers

to an instruction:

De�nitio n 3.1 An addr ess descriptor is a pair h I ; M i ,

where I is either an instruction or one of the distin-

guished v alues f none , any g , and M is a set of mo d- k

residues. Giv en an address descriptor A � h I ; M i , the

instruction I is said to b e the de�ning instruction of

A , while M is called the residue set of A .

The in tuition is that giv en an address descriptor

h I ; M i , M denotes a set of mo d- k residues r elative to

whatev er v alue is computed b y instruction I . A v alue

of none indicates that the corresp onding residue set

represen ts mo d- k residues of absolute addresses, while

a v alue of any indicates that the address descriptor

denotes all p ossible addresses. More formally , supp ose

that w e are giv en an op erational seman tics for the in-

struction set under consideration (suc h a seman tics is

conceptually simple, if somewhat tedious, to sp ecify for

the simple instruction set considered here: w e omit a

formal sp eci�cation due to space constrain ts, and rely

instead on the informal description of the instructions

giv en at the end of Section 1). Giv en a program P

and an instruction I in P , let val

P

( I ) denote the set

of v alues w suc h that, for some input to P , there is

an execution path from the en try p oin t of P to the

instruction I that causes I to compute w in to its des-

tination register ( val

P

( I ) = ; if I do es not compute

a v alue in to a register, or if con trol nev er reac hes I ).

Extend this to the sp ecial v alues none and any as

follo ws: for an y program P , val

P

( none ) = f 0 g , and

val

P

( any ) is the set of all v alues. Then, for an analy-

sis using mo d- k residues, the set of addresses denoted

b y an address descriptor A � h I ; M i in P |that is, the

\concretization" of A in the con text of P |is:

c onc

P

( h I ; M i ) =

f w + ik + x j w 2 val

P

( I ) ; x 2 M ; i � 0 g .

As this indicates, di�eren t v alues ma y b e computed b y

di�eren t executions of a particular instruction. This

implies that, for the purp oses of alias analysis, it is

not enough to consider address descriptors in isolation.
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This issue is addressed in more detail in Section 3.3.

The relativ e precision of di�eren t address descrip-

tors can b e c haracterized via the binary relation � :

De�nitio n 3.2 An address descriptor h I

2

; M

2

i is

mor e pr e cise than a descriptor h I

1

; M

1

i , written

h I

1

; M

1

i � h I

2

; M

2

i , if and only if ( i ) I

1

= any or

M

1

= Z

k

; or ( ii ) M

2

= ; ; or ( iii ) I

1

= I

2

and

M

2

� M

1

.

It is straigh tforw ard to sho w that � is re
exiv e and

transitiv e, i.e., a preorder. It can b e extended to a

partial order in the usual w a y: de�ne the relation '

as A

1

' A

2

if and only if A

1

� A

2

and A

2

� A

1

|it is

easy to sho w that this is an equiv alence relation|and

consider the quotien t of � with resp ect to ' . The set

of address descriptors forms a lattice with resp ect to

this partial order. In the remainder of this discussion,

w e abuse notation and write � to refer to the result-

ing partial order. In particular, the equiv alence class

con taining h I ; Z

k

i for all I , as w ell as h any ; M i for all

M , denotes a total lac k of information, and is written

as ? ; the equiv alence class con taining h I ; ;i for all I ,

denotes the empt y set of addresses and is written as > .

Our analysis asso ciates an address descriptor with eac h

register at eac h program p oin t of in terest.

2

If a regis-

ter r has an asso ciated address descriptor h I ; M i at a

program p oin t, w e will sometimes abuse terminology

and refer to instruction I as the de�ning instruction

for r at that p oin t.

3.2 The Analysis Algorithm

3.2.1 E�ects of Individual Instructions

As men tioned earlier, the de�ning instruction comp o-

nen t of an address descriptor allo ws us to refer to mo d-

k residues relativ e to \whatev er v alue is computed b y

the de�ning instruction." When examining an instruc-

tion I with destination register r , if w e can't sa y an y-

thing ab out the v alue of r after instruction I , then

instead of setting the address descriptor for r to ? , w e

use I as the de�ning instruction for r and asso ciate

the address descriptor h I ; f 0 gi with r at the p oin t im-

mediately after I . T o simplify the discussion, w e as-

sume that an imm ediate op erand c yields an address

2

Strictly sp eaking, the analysis should map eac h register at

eac h program p oin t to a set of address descriptors. F or prag-

matic reasons|see Section 3.2.2 for details|w e use a widening

op eration [8 ] to ensure that at eac h program p oin t, eac h register

is mapp ed to a singleton set of address descriptors. F or sim-

plicit y , w e do not distinguish b et w een suc h a set and the single

address descriptor it con tains.

descriptor h none ; f c mo d k gi in an analysis based on

mo d- k residues. Individual instructions are analyzed

as sho wn in Figure 2. The reasoning b ehind these op-

erations is as follo ws:

{ F or load instructions, our analysis curren tly

do esn't k eep trac k of the con ten ts of memory lo-

cations, except for read-only sections of the text

and data segmen ts.

3

Otherwise, w e can sa y noth-

ing ab out the con ten ts of r after the load in-

struction, so the resulting address descriptor is

h I ; f 0 gi .

{ A store instruction do es not a�ect address de-

scriptors since it do es not a�ect the con ten ts of

an y register.

{ F or an instruction add sr c

a

, sr c

b

, dest , Fig-

ure 2 sho ws t w o cases. The correctness of the

�rst case follo ws straigh tforw ardly from the rules

for mo d- k arithmetic [17 ]; the second case is

ob viously safe, but merits some discussion: if

A

a

' ? , A

b

' ? , or I

a

6= I

b

, it's easy to

see that w e can't sa y an ything ab out the re-

sult of the op eration; if I

a

= I

b

= I

0

for some

I

0

, it's tempting to think that the resulting ad-

dress descriptor could b e giv en as h I

0

; M

0

i , where

M

0

= f ( x

a

+ x

b

) mo d k j x

a

2 M

a

; x

b

2 M

b

g ,

but this is not the case, since M

0

do esn't accoun t

for the fact that the v alues b eing added ha v e, as

comp onen ts, t w o (p ossibly di�eren t) v alues from

val

P

( I

0

).

{ F or an instruction mult sr c

a

, sr c

b

, dest , Fig-

ure 2 sho ws three cases. The correctness of the

�rst case follo ws easily from the rules for mo d- k

arithmetic; the second case can b e though t of as

\widening" A

b

to h none ; Z

k

i , whic h is ob viously

safe, and then applying the �rst case; the rea-

soning for the third case is analogous to that for

the add instruction ab o v e.

In t ypical RISC co de, the most commonly encoun-

tered address expression b y far in v olv es a �xed dis-

placemen t o� a base register, whic h corresp onds to the

add instruction discussed ab o v e. As suc h it is esp e-

cially imp ortan t that this case b e handled e�cien tly .

Supp ose that the instruction under consideration is

add r e g

a

, c , r e g

b

. It turns out that giv en an ad-

dress descriptor h I ; M i for r e g

a

, with M represen ted

3

Our implemen tati on uses the con ten ts of these read-only sec-

tions to obtain global addresses: these include global v ariables as

w ell as addresses of jump tables and functions called indirectly

through function p oin ters.
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Input: An instruction I .

Output: An address descriptor for the destination register of I .

Metho d: case I of

load r , addr : If addr corresp onds to a read-only memory lo cation with con ten ts val , then the address

descriptor for r is h none ; f val mo d k gi , otherwise it is h I ; f 0 gi .

store r , addr : this instruction do es not ha v e an y e�ect on an y address descriptors.

add sr c

a

, sr c

b

, dest : Let the address descriptors for sr c

a

and sr c

b

immediately b efore instruction I b e

A

a

= h I

a

; M

a

i and A

b

= h I

b

; M

b

i resp ectiv ely . There are t w o p ossibilities:

(1) If A

a

6' ? , A

b

6' ? , and I

a

= none (the situation where I

b

= none is symmetric), let A

0

= h I

b

; M

0

i ,

where M

0

= f ( x

a

+ x

b

) mo d k j x

a

2 M

a

; x

b

2 M

b

g . The address descriptor for dest is h I ; f 0 gi if

A

0

' ? , and is A

0

otherwise.

(2) Otherwise, w e can't sa y an ything ab out the result of this op eration, so the address descriptor for

dest after I is tak en to b e h I ; f 0 gi .

mult sr c

a

, sr c

b

, dest : Let the address descriptors for sr c

a

and sr c

b

imm ediately b efore instruction I b e

A

a

= h I

a

; M

a

i and A

b

= h I

b

; M

b

i resp ectiv ely . There are three p ossibilities:

(1) If A

a

6' ? , A

b

6' ? , and b oth I

a

and I

b

are none , let M

c

= f ( x

a

� x

b

) mo d k j x

a

2 M

a

; x

b

2 M

b

g ,

and A

0

= h none ; M

c

i . The address descriptor for dest is h I ; f 0 gi if A

0

' ? , and is A

0

otherwise.

(2) Otherwise, if A

a

6' ? , A

b

6' ? , and I

a

= none (the case where I

b

= none is symmetric), let

M

c

= f ( x

a

� x

b

) mo d k j x

a

2 X

a

; x

b

2 Z

k

g , and A

0

= h none ; M

c

i . The address descriptor for dest

is h I ; f 0 gi if A

0

' ? , and is A

0

otherwise.

(3) Otherwise, w e can't sa y m uc h ab out the result of the m ultiplicatio n, so the address descriptor for

dest after instruction I is h I ; f 0 gi .

esac

Figure 2: Analysis of individual instructions

as a bit v ector, the bit v ector M

0

in the descriptor

h I ; M

0

i for r e g

b

can b e obtained simply b y \rotating

up" the bit-v ector for M b y c bits, and this is easy

to implemen t e�cien tly . As an example, supp ose that

M = f 1 ; 5 ; 6 g in a mo d-8 residue analysis, and c = 3,

then M

0

= f 4 ; 8 ; 9 g mo d 8 = f 4 ; 0 ; 1 g . If w e represen t

these sets as bit v ectors with the smallest elemen t on

the righ t, then X = 0110 0010 ; rotating up (i.e., to the

left) b y 3 bits giv es us the v ector 0001 0011 , whic h is

precisely the bit v ector for M

0

.

3.2.2 Propagating Address Descriptors

Conceptually , if w e consider all p ossible execution

paths through a program, eac h register at eac h pro-

gram p oin t will corresp ond to a set of v alues; ab-

stracting from this, one w ould exp ect an analysis to

map eac h register to a set of address descriptors at

eac h program p oin t. Giv en the handling of individual

instructions as describ ed in the previous section, the

analysis is no w a conceptually straigh tforw ard forw ard

data
o w analysis where w e compute the meet-o v er-all-

paths solution,

4

with union as the meet op erator [1 ].

It turns out that if eac h register, at eac h program

p oin t, is mapp ed to a set of address descriptors, the

memory requiremen ts for the analysis can b ecome ex-

cessiv e for large programs. This is due partly b ecause

fully link ed executables tend to b e considerably larger

than source language mo dules, and partly b ecause rea-

soning ab out address arithmetic is usually less precise

than, sa y , reasoning ab out aliasing at the source lev el.

As a pragmatic measure, therefore, a widening op era-

4

Since our curren t implemen ta tio n is not con text-sensi tiv e in

its treatmen t of in ter-pro cedu ral information 
o w, a meet-o v er-

all-paths solution su�ces; a con text-sen siti v e treatmen t w ould

ha v e required a meet-o v er-a ll-v alid -pa ths solution.

5



B1

B2

B3 B4

B5 B8

B6

[18 instrs] [104 instrs]

[2 instrs]

[18 instrs]

[42 instrs]

[8 instrs]

(2)

(1)add r30,-272,r30

add r30,136,r21

(6)

B7

B9

B10

B11

[23 instrs]

[56 instrs]

[157 instrs]

[6 instrs]

[10 instrs]

(3)

(4)
(5)add r21,32,r21

store ..., 80(r30)
load ..., 0(r21)
add r21,32,r21

Figure 3: Flo wgraph for Example 3.1 [Program: ijpeg ; function: jpeg idct ifast() ]

tion [8 ] is used to ensure that at eac h program p oin t,

eac h register is mapp ed to a singleton set of address

descriptors|or, equiv alen tly , a single address descrip-

tor. As men tioned in Section 3.1, the set of address

descriptors forms a lattice with resp ect to the precision

ordering � . The widening op eration 5 is de�ned to b e

simply the meet op eration with resp ect to � . In e�ect,

what this do es is that if a program p oin t B has t w o

predecessors B

0

and B

1

, suc h that the address descrip-

tors for a register r at B

0

and B

1

are A

0

= h I

0

; M

0

i

and A

1

= h I

1

; M

1

i resp ectiv ely , where neither A

0

nor

A

1

are > , and I

0

6= I

1

, then the address descriptor for

r at B is A

0

5 A

1

= ? .

While this widening results in \less accurate" infor-

mation in some sense|this is re
ected in the exp eri-

men tal results on the precision of our analysis sho wn in

T able 1|it do esn't really c hange the alias relationships

that are determined. T o see this, consider a basic blo c k

B with t w o precedessors B

0

and B

1

. Supp ose that w e

ha v e a register r

a

whose address descriptors at the exit

from B

0

and B

1

are giv en b y h I

0

a

; M

0

a

i and h I

1

a

; M

1

a

i re-

sp ectiv ely , and w e w an t to determine whether this is

p ossibly aliased to a register r

b

, with address descriptor

h I

b

; M

b

i , at the en try to B . If the de�ning instructions

from t w o address descriptors are di�eren t, w e can't sa y

m uc h ab out an y relationship that ma y hold b et w een

them. This means that if I

0

a

6= I

1

a

it will necessarily

b e the case that I

b

will b e di�eren t from at least one

of I

0

a

and I

1

a

, leading us to conclude that w e cannot

rule out aliasing b et w een r

a

and r

b

: this is the same

conclusion as that from the result of the widening op-

eration. Con v ersely , if I

0

a

= I

1

a

= I

b

, then whether or

not r

a

and r

b

are p ossible aliases dep ends on whether

or not M

b

has a non-empt y in tersection with M

0

a

[ M

1

a

:

again, this is the same as with the widening op eration.

The resulting analysis is reasonably memory-

e�cien t: for eac h basic blo c k w e need t w o address de-

scriptors p er register, one for the in set, at the en try to

the blo c k, and one for the out set, at the exit. Th us,

for a giv en c hoice of k , the analysis requires 2 RN ( k + w )

bits of memory for a program with N basic blo c ks on

a mac hine with R registers, where w is the n um b er of

bits p er mac hine w ord.

5

3.3 Reasoning ab out Alias Relationshi p s

Giv en t w o address descriptors A

1

� h I

1

; M

1

i and

A

2

� h I

2

; M

2

i at t w o p oin ts in a program, under what

conditions can w e conclude that they de�nitely do not

refer to the same address? If I

1

6= I

2

w e cannot sa y

m uc h ab out an y relationship that ma y hold b et w een

A

1

and A

2

, and so ha v e to assume that they ma y

refer to the same lo cation. Ho w ev er, it is not su�-

cien t to require that I

1

= I

2

and M

1

\ M

2

= ; , since

the v alue computed b y a particular instruction ma y

b e di�eren t when that instruction is executed at dif-

feren t times. The follo wing prop osition giv es a simple

su�cien t condition for determining that t w o address

5

This can b e reduced to RN ( k + w ) bits, as in our implemen-

tation, b y storing only out sets, since the in set of a blo c k can

b e computed fairly easily from the out sets of its predecessors.

6



expressions denote disjoin t sets of addresses:

Prop osition 3.1 A ddr ess descriptors A

1

� h I ; M

1

i

at pr o gr am p oint p

1

and A

2

� h I ; M

2

i at pr o gr am p oint

p

2

denote disjoint sets of addr esses if ( i ) I dominates

b oth p

1

and p

2

; ( ii ) either p

1

dominates p

2

, or p

2

dom-

inates p

1

; and ( iii ) M

1

\ M

2

= ; .

Pro of Conditions ( i ) and ( ii ) ensure that b oth the

program p oin ts p

1

and p

2

see the same v alue computed

b y instruction I . Condition ( iii ) then ensures that

relativ e to this v alue, the set of addresses referred to

at p

1

is disjoin t from that referred to at p

2

. 2

Example 3.1 As an example of the application of this

analysis to a real program, Figure 3 sho ws the 
o w

graph of the function jpeg idct ifast() , whic h im-

plemen ts a fast in teger in v erse discrete cosine trans-

form, from the SPEC-95 b enc hmark program ijpeg .

T o reduce clutter, only a few relev an t instructions are

sho wn explicitly: the n um b er in brac k ets at the lo w er

left hand corner of eac h basic blo c k indicates the total

n um b er of instructions in that basic blo c k. Register

r30 is the stac k p oin ter, while r21 is used to w alk

through a lo cal arra y of structures with a stride of 32

b ytes.

Using the curren t implem en tation of our analysis,

whic h uses mo d-64 residues, the address descriptor for

register r21 immedia tely after instruction (2) in blo c k

B6 is computed as h (1) ; f 8 gi , where (1) is the instruc-

tion in blo c k B1 that de�nes the v alue of r30 . Eac h

iteration of the lo op B7-B8-B9-B10 incremen ts r21

b y 32, so the address descriptor for r21 on en try to

blo c k B9 is h (1) ; f 8 ; 40 g i ; ho w ev er, register r30 is not

c hanged in the lo op, so its address descriptor in B9 is

h (1) ; f 0 gi . Since the requiremen ts of Prop osition 3.1

are trivially satis�ed within blo c k B9, w e can conclude

from this that the store instruction (4), whic h assigns

to lo cation 80(r30) , refers to a di�eren t lo cation than

instruction (5), whic h accesses lo cation 0(r21) . 2

4 Alias Analysis in alto

Alto (\Another Link-Time Optimizer"), a protot yp e

link-time optimizer w e ha v e implem en ted [10 ], uses a

com bination of an extended v ersion of the lo cal analy-

sis describ ed in Section 2, and the global analysis de-

scrib ed in Section 3, to reason ab out aliases in exe-

cutable co de: w e conclude that a pair of memory ref-

erences will not access o v erlapping sets of lo cations if

either analysis is able to determine that this is so. W e

�rst carry out con text-insensitiv e in terpro cedural con-

stan t propagation to iden tify references to global ad-

dresses, follo w ed b y the global alias analysis describ ed

earlier. The extended lo cal analysis pro ceeds as fol-

lo ws: t w o memory reference instructions i

1

and i

2

do

not con
ict if one of the follo wing holds:

1. one of the instructions uses a register kno wn to

p oin t to the stac k and the other uses a register

kno wn to p oin t to the global data area (note that

b ecause of the constan t propagation carried out

earlier, in this case i

1

and i

2

need not b elong to

the same basic blo c k); or

2. i

1

and i

2

, whic h use address expressions k

1

( r

1

)

and k

2

( r

2

) resp ectiv ely , are b oth in the same ba-

sic blo c k B ; and there are t w o (p ossibly empt y)

c hains of instructions whose e�ects are to com-

pute the v alue c

1

+ c ontents of ( r

0

) in to register

r

1

and c

2

+ c ontents of ( r

0

) in to r

2

, for some reg-

ister r

0

, suc h that either b oth c hains use the same

de�nition of r

0

in the blo c k B , or neither use an y

de�nition of r

0

in B ; and c

1

+ k

1

6= c

2

+ k

2

.

5 Exp erime n tal Results

W e ev aluated our analysis on the SPEC-95 b enc h-

marks as w ell as some non-SPEC applications: agrep ,

a pattern matc hing utilit y [37 ]; appbt and appsp , com-

putational 
uid dynamics co des originally from NAS

6

;

barnes-hut , a sim ulation program to compute n -b o dy

gra vitational in teractions [2 ]; latex , a p opular do cu-

men t formatting to ol; and pseudoknot , a n umerical

b enc hmark that �nds the 3-dimensional structure of

a n ucleic acid molecule. The input programs w ere

compiled with the DEC C compiler V5.2-023 in v ok ed

as cc -O4 -Wl,-r -Wl,-d -Wl,-z -non shared (for

the C programs), and the DEC F ortran compiler v er-

sion 3.8 in v ok ed as f77 -O4 -Wl,-r -Wl,-d -Wl,-z

-non shared (for the F ortran programs), resulting in

statically link ed executables. The measuremen ts re-

p orted here w ere carried out after �rst remo ving dead

and unreac hable co de from these executables, as w ell

as trivial loads, no ops inserted for sc heduling and

alignmen t purp oses, and redundan t loads of the gp reg-

ister, using alto [10 ]. The timings w ere obtained on a

DEC Alpha w orkstation, with a 300 MHz Alpha 21164

pro cessor with 512 Mb ytes of main memory , running

Digital Unix 4.0. T able 1 sho ws the precision of the

analysis, while T able 2 sho ws its the time and space

requiremen ts.

6

W e used the sequen tial C v ersions a v ailable from

ftp.cs.wis c.e du: /ww t/ Mis c/N AS .

7



Pr ogram Tot al One Few Tot al Kno wn Unkno wn

applu 38973 11083 [ 28.44% ] 5075 [ 13.02% ] 16158 [ 41.46% ] 22814 [ 58.54% ]

apsi 46641 12344 [ 26.47% ] 4930 [ 10.57% ] 17274 [ 37.04% ] 29366 [ 62.96% ]

compress 6375 2070 [ 32.47% ] 235 [ 3.69% ] 2305 [ 36.16% ] 4070 [ 63.84% ]

fpppp 39777 12431 [ 31.25% ] 3726 [ 9.37% ] 16157 [ 40.62% ] 23619 [ 59.38% ]

gcc 137389 44021 [ 32.04% ] 6698 [ 4.88% ] 50719 [ 36.92% ] 86669 [ 63.08% ]

go 31596 7472 [ 23.65% ] 5310 [ 16.81% ] 12782 [ 40.45% ] 18814 [ 59.55% ]

h ydro2d 37855 9668 [ 25.54% ] 4711 [ 12.45% ] 14379 [ 37.98% ] 23475 [ 62.01% ]

ijp eg 22179 8473 [ 38.20% ] 1685 [ 7.60% ] 10158 [ 45.80% ] 12021 [ 54.20% ]

li 12466 3919 [ 31.44% ] 307 [ 2.46% ] 4226 [ 33.90% ] 8240 [ 66.10% ]

m88ksim 17516 5271 [ 30.09% ] 651 [ 3.72% ] 5922 [ 33.81% ] 11594 [ 66.19% ]

mgrid 35696 9150 [ 25.63% ] 3840 [ 10.76% ] 12990 [ 36.39% ] 22705 [ 63.61% ]

p erl 41039 14777 [ 36.01% ] 1054 [ 2.57% ] 15831 [ 38.57% ] 25208 [ 61.42% ]

su2cor 38052 10434 [ 27.42% ] 4515 [ 11.87% ] 14949 [ 39.29% ] 23103 [ 60.71% ]

swim 34187 9454 [ 27.65% ] 4035 [ 11.80% ] 13489 [ 39.46% ] 20698 [ 60.54% ]

tomcatv 33829 9356 [ 27.66% ] 3905 [ 11.54% ] 13261 [ 39.20% ] 20568 [ 60.80% ]

turb3d 37930 9857 [ 25.99% ] 4187 [ 11.04% ] 14044 [ 37.03% ] 23885 [ 62.97% ]

v ortex 59021 19310 [ 32.72% ] 1295 [ 2.19% ] 20605 [ 34.91% ] 38413 [ 65.08% ]

w a v e5 44047 12113 [ 27.50% ] 7553 [ 17.15% ] 19666 [ 44.65% ] 24381 [ 55.35% ]

(a) SPEC-95 b enc hmarks

Pr ogram Tot al One Few Tot al Kno wn Unkno wn

agrep 11104 3581 [ 32.25% ] 865 [ 7.79% ] 4446 [ 40.04% ] 6652 [ 59.91% ]

appbt 14582 5353 [ 36.71% ] 3280 [ 22.49% ] 8633 [ 59.20% ] 5948 [ 40.79% ]

appsp 10575 3520 [ 33.29% ] 1886 [ 17.84% ] 5406 [ 51.12% ] 5169 [ 48.88% ]

barnes-h ut 9874 2215 [ 22.43% ] 218 [ 2.21% ] 2433 [ 24.64% ] 7441 [ 75.36% ]

latex 28765 8673 [ 30.15% ] 2008 [ 6.98% ] 10681 [ 37.13% ] 18083 [ 62.87% ]

pseudoknot 25196 14738 [ 58.49% ] 307 [ 1.22% ] 15045 [ 59.71% ] 10151 [ 40.29% ]

(b) Non-SPEC applicatio ns

Key: Tot al : T otal no. of load/store instructions [static coun ts]

One : No. of load/store instructions whose mo d- k residue set has cardinalit y 1.

Few : No. of load/store instructions whose mo d- k residue set has cardinalit y n , 1 < n < k .

Tot al Kno wn : One+Few .

Unkno wn : Tot al � Tot al Kno wn .

T able 1: Precision of Analysis (load/store instructions)

5.1 Precision

T raditionally , the precision of alias analysis algorithms

is often presen ted in terms of the a v erage size of p oin ts-

to sets or alias sets. In our con text, ho w ev er, there

are no p oin ts-to or alias sets: a more meaningful mea-

sure, p erhaps, is the (relativ e) n um b er of memory

references|i.e., load and store instructions|for whic h

the analysis is able to pro vide information that w ould

not ha v e b een a v ailable otherwise. This information is

presen ted in T able 1. The n um b ers presen ted corre-

sp ond to mo d- k residues with k = 64 (this c hoice w as

determined in part b y the fact that the set of mo d- k

residues for this c hoice of k corresp onds to a bit v ector

that �ts exactly in one 64-bit mac hine w ord), com bined

with the lo cal analysis describ ed in Section 2.

It can b e seen that in the programs tested, the anal-

ysis is able to pro vide information for roughly 30%{

60% of the memory reference instructions. Prelimi-

nary in v estigations indicate that m uc h of the loss in

precision o ccurs due to three reasons. First, since w e

don't k eep trac k of the con ten ts of memory , informa-

tion ab out a register is lost if it is sa v ed to memory and

subsequen tly restored. Second, the widening op eration

describ ed in Section 3.2.2, whic h causes information to

b e lost if a register can ha v e di�eren t de�ning instruc-

tions at di�eren t predecessors of a join p oin t in the

con trol 
o w graph. The third reason, whic h is related

to the second, is that since our analysis is con text-

insensitiv e at the in ter-pro cedural lev el, p oin ter argu-

men ts to a pro cedure with m ultiple call sites will b e-

come widened to ? .

8



Pr ogram Basic Blocks Instr uctions Anal ysis Time (sec) Memor y used (Mb ytes)

applu 24939 117247 20.28 9.13

apsi 27334 135270 21.55 10.01

compress 4425 18489 2.93 1.62

fpppp 24778 118183 18.68 9.07

gcc 79037 321986 64.65 28.94

go 15734 74361 12.48 5.76

h ydro2d 26048 115957 20.24 9.54

ijp eg 10928 57447 8.96 4.00

li 7856 31572 4.51 2.88

m88ksim 10012 44489 5.48 3.67

mgrid 25025 109260 18.98 9.16

p erl 22270 99789 13.86 8.16

su2cor 24827 115547 19.21 9.09

swim 23491 104674 17.66 8.60

tomcatv 23264 103406 17.73 8.52

turb3d 25687 114888 20.51 9.41

v ortex 28240 129092 11.26 10.34

w a v e5 26309 132299 21.50 9.63

(a) SPEC-95 b enc hmarks

Pr ogram Basic Blocks Instr uctions Anal ysis Time (sec) Memor y used (Mb ytes)

agrep 6744 32450 5.65 2.47

appbt 5935 39981 4.96 2.17

appsp 4427 27289 3.48 1.62

barnes-h ut 7551 29792 5.02 2.76

latex 14350 66011 8.56 5.26

pseudoknot 4090 37078 2.38 1.50

(b) Non-SPEC applicatio ns

T able 2: Cost of Analysis

5.2 Cost

T able 2 giv es the time and space costs of our analy-

sis. Columns 2 and 3 giv e the size of eac h b enc hmark,

measured, resp ectiv ely , in the total n um b er of basic

blo c ks and instructions in the program. Column 4 then

giv es the total analysis time in seconds, while column

5 giv es the total memory requiremen ts of the analy-

sis in Mb ytes. The analysis times range from ab out 2

seconds to 20 seconds, with the gcc program an out-

lier with a total analysis time of a little o v er a min ute.

These n um b ers are somewhat higher than w e w ould

lik e, but the reason for this is that ev ery instruction

within a basic blo c k is examined whenev er that basic

blo c k is pro cessed. As Figure 4 indicates, the time

tak en to analyze a program in practice v aries essen-

tially linearly as the n um b er of instructions in the pro-

gram. The memory requiremen t of the analysis t ypi-

cally v aries from ab out 1.5 Mb ytes to 10 Mb ytes, with

gcc ha ving a high requiremen t of ab out 29 Mb ytes.

Because of the widening op eration describ ed in Sec-

tion 3.2.2, the memory requiremen ts of the analysis

are linear in the n um b er of basic blo c ks in the input

program: w e feel that this is essen tial if the analysis is

to b e usable for large programs.

5.3 Utilit y

A t this p oin t, the only optimization for whic h w e ha v e

had the time to ev aluate the utilit y of the alias analysis

describ ed here in v olv es reducing the n um b er of load

op erations executed: b y using sca v enged registers to

eliminate some unnecessary load instructions, mo ving

lo op-in v arian t load instructions|t ypically arising due

to inlining|out of lo ops, and via partial redundancy

elimination. Preliminary results are sho wn in T able

3, whic h giv es dynamic coun ts of the n um b er of load

instructions for some of our b enc hmarks. The column

No alias giv es the n um b er of load op erations executed

in the absence of an y alias analysis at all, i.e., where

an y pair of references to memory w ere considered to

9
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Figure 4: V ariation of analysis time with input size

Pr ogram Lo ad Opera tions Executed ( � 10

6

) Impr o vement (%)

No alias Inspect Al to Inspect Al to

appbt 210.75 208.44 196.70 1.10 6.67

appsp 105.96 105.23 104.12 0.69 1.73

barnes-h ut 575.72 575.69 563.53 0.00 2.12

compress 11343.45 11343.45 11103.02 0.00 2.12

fpppp 42145.26 42053.67 40168.10 0.22 4.70

ijp eg 6968.07 6965.63 6967.98 0.04 0.00

li 16812.97 16790.96 16482.99 0.14 1.97

m88ksim 14409.69 14409.69 14377.77 0.00 0.23

p erl 6645.09 6643.39 6581.56 0.03 0.89

pseudoknot 93.82 93.82 91.87 0.00 2.09

w a v e5 7540.10 7540.10 7475.55 0.00 0.86

T able 3: Utilit y of Analysis: Deletion of unnecessary load instructions

p oten tially access the same lo cations; the Inspect

column giv es the n um b er of load op erations when w e

used simple insp ection, as describ ed in Section 2, for

in tra-blo c k load optimizations; and the Al to column

giv es the n um b er of load op erations executed when

programs w ere optimized using our analyses to disam-

biguate memory references. Since all other optimiza-

tions, suc h as deletion of dead/unreac hable co de, inlin-

ing, etc., are carried out in the same w a y b y all three

v ersions considered, with the only di�erence arising

out of the w a y in whic h p oten tial con
icts in memory

accesses w ere iden ti�ed, No alias forms a fair basis

for comparisons. The last t w o columns giv e the p er-

cen tage reduction in the n um b er of load op erations ob-

tained using lo cal insp ection, measured as (No alias

{ Inspect)/No alias , and global analysis, measured

as (No alias { Al to)/No alias , resp ectiv ely .

It can b e seen, from T able 3, that impro v emen ts

due to purely lo cal alias analysis are small to nonex-

isten t. This do es not come as a surprise, since at op-

timization lev el -O4 , global register allo cation has al-

ready b een carried out b y the compiler, lea ving few

loads a v ailable for easy remo v al. Global analysis giv es

b etter results, including 4.7% of the total n um b er of

load instructions remo v ed for the fpppp b enc hmark,

and 6.7% for appbt . The reason for the impro v emen t

for fpppp is that it con tains a v ery hea vily executed

basic blo c k that is so large that the register pressure

forces the compiler to spill a n um b er of v ariables to

memory; alto is able to sca v enge some registers at

link time and use them to retain some of the spilled

v ariables in registers, thereb y allo wing the spill co de to

b e deleted. The o v erall p ercen tage impro v emen ts are,

nev ertheless, relativ ely mo dest; this is consisten t with

the results of Co op er and Lu [7 ]. T o a great exten t,

the reasons for this are t w ofold: �rst, the compiler

has already done a go o d job of remo ving memory op-

erations via global register allo cation; and second, in

man y cases, a lac k of free registers prev en ted us from

optimizing a w a y load op erations that our alias analysis

had inferred as optimizable. T o some exten t, impreci-

sion in our analysis, arising from the sources discussed

in Section 5.1, also a�ected the n um b er of memory

10



op erations deemed suitable for optimization.

6 Related W ork

While a n um b er of systems ha v e b een describ ed for

link-time co de optimization [5 , 15, 16 , 27, 30, 31 , 33],

to the b est of our kno wledge, an y alias analysis carried

out b y these systems is limited to fairly simple lo cal

analyses.

There is an extensiv e b o dy of w ork on p oin ter alias

analysis of v arious kinds (see, for example, [3 , 4, 6, 9 ,

11, 12, 13, 14, 18, 19, 21, 22, 23 , 24 , 26 , 28 , 29 , 32 , 34 ,

35]). The w ork most closely related to ours is that of

Wilson and Lam [35 ], who describ e a lo w-lev el p oin ter

alias analysis for C programs. Their w ork attempts

to deal with \nast y" features of real programs and

can handle simple p oin ter incremen ts and decremen ts,

but is unable to cop e with the more complex address

arithmetic common in executable co de (see Example

3.1). Also, it restricts itself to C language features,

and so cannot handle arithmetic arising from idiosyn-

cracies of other languages, e.g., manipulatio n of p oin t-

ers with \tag bits," that ma y b e encoun tered in exe-

cutable co de. Their algorithm is con text-sensitiv e at

the in ter-pro cedural lev el, ho w ev er, while our curren t

implemen tatio n is con text-insensitiv e (conceptually , it

w ould not b e to o di�cult to obtain a con text-sensitiv e

v ersion of our algorithm, but w e ha v e not had time

to implemen t this y et). The remaining analyses cited

are all high lev el analyses that t ypically disregard t yp e

casts, p oin ter arithmetic, out-of-b ounds arra y accesses,

etc. As argued earlier, suc h analyses are of limited util-

it y at the mac hine co de lev el.

Also related is the w ork on dep endence analysis

in the scien ti�c computing literature (see, for exam-

ple, [36 , 38]). While the goals of this w ork are con-

ceptually similar to ours|namely , disam biguating ar-

ra y references whose indices can in v olv e arithmetic

expressions|the algorithms used for dep endence anal-

ysis are v ery di�eren t from that describ ed here. Since

dep endence analysis is t ypically form ulated as a source

lev el in tra-pro cedural analysis, the analysis problems

tend to b e relativ ely small in size. Because of this, de-

p endence analyses are able to use relativ ely more so-

phisticated, but also more exp ensiv e, algorithms than

ours. W e do not kno w of an y attempts to apply suc h

algorithms for whole-program analysis, and it is not

ob vious to us that the algorithms in v olv ed w ould scale

up to problems of this size.

7 Conclusions

Recen t y ears ha v e seen increasing in terest in reasoning

ab out and manipulating executable �les. Suc h manip-

ulations can b ene�t greatly from information ab out

aliasing. Unfortunately , there is a fundamen tal mis-

matc h b et w een the features presen t in executable pro-

grams and the features handled b y existing p oin ter

alias analyses: suc h analyses are t ypically form ulated

in terms of source-lev el constructs, and do not handle

features suc h as p oin ter arithmetic and out-of-b ound

arra y references, whereas these are precisely the fea-

tures encoun tered in executable programs. This pa-

p er describ es a simple algorithm that can handle these

features, and whic h can b e used for alias analysis of

executable programs. In order to b e practical, the al-

gorithm is careful to k eep its memory requiremen ts

lo w, sacri�cing precision where necessary to ac hiev e

this goal. Exp erimen tal results indicate that it is nev-

ertheless able to pro vide non trivial information ab out

roughly 30%{60% of the memory references across a

v ariet y of b enc hmark programs.

Ac kno wledgemen ts

Commen ts from the anon ymous review ers help ed im-

pro v e the pap er signi�can tly .
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