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Abstract

Watermaking emtedsa secet messageinto a cover messag. In media watermarkirg the secretis usudly a
copyrightnotice andthe cover a digital image. Watermarkirg an object discauragesintellectual property theft, or
whensuch theft hasoccured, allows us to prove ownership.

The Software Watermarkirg problem can be describedasfollows. Embed a structureW into a programP such
that: W canbereliably locatedand extracted from P even after P hasbeen suljectedto codetransformationssuch
astrarslation, optimizationand obfuscation;W is stedthy; W hasa high datarate; embeddng W into P doesnact
adwersdy affect the performane of P; andW hasa mathematicaproperty that allows usto arguethat its presenceén
P is thereailt of ddiberate adions.

In this paperwe describea sdtwarewatermarkng techrquein which adynamicgraph watermarkis storedin the
execution stateof a program.Becawseof the hardressof pointeraliasaralysissud watermark aredif cult to attack
automdically.

1 Intr oduction

Steyanography is the art of hiding asecretmessag inside ahost(or cover) messag. The purposeis to allow two parties
to communicate surreptitiously, without raising suspicionfrom an eavesdopper. Thus, steganagraphy and cryptog-
raphy arecomplemertary techiques: cryptography attemps to hide the conterts of a messag whil e stegarography
attenpts to hide the existerce of a messge. History providesmary exanmplesof steganographic techniquesusedin
the military andintelligence communities. For examge, secretdispatcheshave beensentusinginvisible ink, hidden
tattocs, microdots, etc.

Steganaggraphy—in the form of mediawatermarkimg and n gerprinting—hasalsofound commerdal applications.
In image watermaking a copyright notice that iderti esthe intellectualpropetty owner is impercepibly embedied
into the hostimage. Web spidershave beenconstrictedthat trawl the Interret for watermarkedimagesthat have been
usedwithout permissionfrom their copyright owner. In meda ng erprinting a custome iderti er (suwch asa credit
cad number) is embeddedinto thehost. This allows theintellectual propetty owner to tracethe original purchaserof
apiratedmediaobjed.

Mediawatemarking algorithms have beendevisedfor mary different hast types, including images,audo, videq
ard text [9]. Algorithmstypically exploit limitationsin the humanpercepion system Audio watermarks, for examge,
canbe hiddenin shat echa which humanshave dif culty detecting Many attadks againstmeda watermarks have
alsobee corstructed StirMark [48], for example,is ableto defeatmary image watermarking schenesby apgdying
seqenesof image transfams.
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Our interestslie in the watermarking of sdtware. Corcepfually, a software watemarking system consists of
functions

emied(Pwkey) ! Ry
exrad(Rykey) ' w
recnizgRy; key;w) ! [0:0;1:0]
attack(Py) ! PY

where emkted transfams a program P into Py, by embedling the watermark w using the secré key key and exract
extractsw from R,. In non-blind watemaiking systens exract is redacedby arecognizefundion thatretuns the
likelihood thata particula waternark occursin P. Theattadk function attenptsto destrg the watermarkembeddedin
Py siehtha extract (PO; key) 6! w. In otherwords, attack modelsthe capatliliti es of a software piratetrying to remove
awatemark from a protectedprogramprior to illegally redistrituting it.

This papermakesthefollowing contributions:

We presert the rst complete implementaion of a dynamic software watermarking algaithm (known asthe
Cdlberg-Thomborson (CT) algarithm) for Java bytecode.

We introduce severd teciquesfor improving the stealthof the introducedwaternark code, the datarate of the
embedding, ard the resilience of the watemarkagainst autamatic attacks.

We evaluatethe CT algorithm with respet to stealth datarate,and resilienceto attack Thisis the rst software
watemarking a gorithm which hasbeenevaluatedto this level of detail.

The remairder of the paperis structured asfollows. In Sectiors 1.1 through 1.5 we discusswaternarking in
genenml, attacls on watemariking systemsthe ideas behind the CT watermarking algarithm, and the designof the
SandMark software protection reseach tod in which CT has beenimplemented In Section2 we present an infor-
md clas$ catio n of sdtwarewatermarking algorithms, disciss attaks against sdtwarewatermarks, andreview the
previous literature. In Sedion 3 we presentthe basc implemenation of the CT agorithm. In Sectims 4, 5, ard 6
we discussmettods for improving the resiliene, bit-rate, and stealthof the algarithm, respectiely. In Sectin 7 we
enpirically evaluae thealgaithm, in Section8 we discussour n dingsard in Section9 we sunmatize.

1.1 Attackson Watermarking Systems

The strengh of ary stegarographic systemis afunction of its datarate, stealth ard resilience Thedatarateexpreses
the number of bits of hiddendatatha canbe embeddedwithin each kil obyte of cover messagethe stedth expreses
how imperceptible the embedded datais to an obsener, and the reslience expres&sthe hidden message's degree of
immunity to attackby an adversary All steganayraphc systemsexhibit atrade-df betweenthesethreemetricsin that
a high datarateimplies low stealthandreslience. For examge, the resilienceof a waternark can easly be increased
by exploiting redundarcy (i.e. including it severaltimesin the hostmessagkebut this will resultin aredictionin data
rate

To evaluate the quality of a watermarking schemewe mustalso know how well it stand up to different types
of attacks. In gereral, no stegarographic schkemeis immune to all attacls, and often several techriques have to be
enployedsimultaneously to attaintherequred degreeof resilierce. In [9] Bencer writesabait mediawatemarking:
“... all of the proposedmethals have limitations. The goal of achieving protectionof large anounts of embedied
daa agpinst intentional attemptsat removal may be unobtairable”

Toill ustratetheseconcepts we will assune the following scenaio. Alice watemarks a host object O with water-
mak W ard key K, andthensellsOto Boh. Before Bob cansell O onto Douglashe mustensue thatthe watemark
has beenrendereduselessor elseAlice will be ableto prove that herintellectua propetty rights have beenviolated
Figure 1 shawvs thethreeprincipal kinds of attacksBob canlaunchagainst the watemaik:

subtractive attack If Bob candetectthe presere and (approximate)locationof W, he may try to crop it out of O.
An effectivesultractive attackis one wherethe cropped object hasretainedenough original contert to still be
of value to Bab.
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(@)At 1 Alice createsawatemarked objectQP, by addng wa-
termak W using key K to her original objectO. At 2 Bob

stealsa copy of OPand Chates extractsits waternmark using
K to show thatQPis ownedby Alice.
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(b) 2 shows an effective subtractive attack, where Bob succesfully
remazesW fromCP. 3 showsaneffective additive attack where
Bob addsnew watermaks W; and W5 to make it hard for Charles
to provethatW isAlice's origina watemaik. 4 shows aneffec-
tive distortive attack, where Bobtrarsforms Q% (andW ) to make it
dif cu It for Charlesto detector extract\W. At 5 Chalesattempts
to extractW fromthedistortad object,andeitherfails completely
or getsa distortedwatermark.
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(c) At 1 Alice creates several versiors of O, eachwith a differernt n-
gerprint (serialnumber) F. 2 shows a collusive attack, where Bob
is able to renmove the ngerprint by comparing Oy, O, ard G;.

Figure 1: Attackson watemarking systens.



distortive attack If Bob camoat locateW and is willin g to accep some degraddion in quality of O, he canapply
distortive trarsformations uniformly over the objectand, hence,to any waternark it may contan. An effective
distortive attackis one whereAlice canno longe detectthe degraded watermark, but the degradedobject still
hasvalueto Boh.

additive attack Finally, Bobcanaugnert Oby insertirg his own waternark W ©(or severalsuch marks). An effective
additive attack is onein which Bob's maik competely overides Alice's original mark sothatit canno longer
be extracted,or where it is impossibleto detectthat Alice's mark temporally preceasBob's.

Alice might, in somre cases,be alle to tamperproof her objectagainstattacls from Bob. Tanpeiproo ng is ary
techique usedby Alice spei cally to rerder de-watemarking attacls ineffective.

Mostmeda watermaking schemesseenvulnerall e to attackby distortion. For exanple,imagetransforms (sudh
ascropping and lossy compresson) will distort animage enough to rerder many watemarks unrecoverable [5, 47].

1.2 Attackson Fingerprinting Systems

Fingerprinting is similar to watermarking, except a different secet messagés enbeddedin evety distributed cover
messag. This may allow us not only to detet¢ whentheft hasoccured, but alsoto tracethe copyright violator. A
typical n geprint would include verdor, product, andcustomeridenti cation numbers.

Fingeprinting objectsmakesthem vulnerableto collusive attacks. As shown in Figure 1(c), anadwersary might
attenpt to gain access to several ng erprinted copiesof an object, compare themto determire the location of the
ng ergrints, and asaresult,beableto recorstruct the original objed.

1.3 Software Watermarking

Our interestis the waternarking and ng ergrinting of sdtware. Although much hasbeen written about protection

agpinst software piracy [4, 30, 28, 54, 31, 34, 38|, software watemaliking is an areathat hasreceved very little

attertion. Thisis unfortunatesince software piracy is rampart. A sizealte fraction estimatedat 39% with a vauation

of 13 billi on ddllars, of businessapgication sotwareis installedamually without alicense[BSA2003,Malhotra94
Thete are threemain issuesat stake whendesigring a sdtwarewatermaking techrique:

requir ed data rate How large is thewatermak or ng erprint comparedto the size of the progrant?

form of cover program Will the program be distributed in a typed architectue-neutral virtual machine code or an
untypednative binary code?

expected threa-model Whatkindsof de-watermarking attacls canwe expectfrom Bob?

There are also logistic issuestha need to be addessed. For exanple, how do we geneate and distribute a large
number of uniqudy ng erprintedprograms,andhow do we hand e bug-reports for these?This paper will ignore sud
complications.

In this paper we will assune thatAlice's objectOis anapplication distributedto Bob asa collection of Jasaclass

les. As we shall seewaternmarking Java class les is atthe sametime easierand harderthanwatemarking stripped
naive objectcode. It is harder becaseclass les aresimpe for an adversaryto decanpile [50] andanalyze. It is
easier becawse Java's strorg typing allows us to rely on theintegrity of heapallocateddatastructures.

Finally, we will assumea threa-model consisting primarily of distative attacks,in the form of various types
of semantics-resering code transfamations. Ideally, we would lik e our watermarks to suwvive translation (such as
compilation, decampilation, ard binary translation[16]), optimization conpresson [20], and obfuscaion [14, 15, 13].

Basedon theseasaimptions, we will examine varous software waternarking tecmiquesand attempt to arswer
thefoll owing questiors:

In whatkind of languagestructure should the waternark be embedded?
How do we extractthe watemark and prove thatit is ours?
How do we preventBob from distorting the waternmark?

How doesthe watemaik affect the performarce of the progran?
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Figure 2: Ovenview of the CT algaithm.

1.4 TheCT Algorithm

The CT software watermarking algarithm is a dynamic algorithm. Theideais thatrather thanenmbedling the water-
mak directly in the code of the apgdication, coce is enbedied that builds the watemark at runtime. The algarithm
assume a secret key K which is necessanyto extract the watermak. K is a seqierce of inputs lg;14;::: to the
application.

Theemteddng ard extractionprocessesare illustrated in Figure 2. Thewaternark numberW is embeddedin the
topology of agrgph G; thegraph is split into severalcormponerts Gy; Gy;:::; eachG; is corvertedinto Java bytecoc
G thatbuildsit; andeachC; is embeddedinto the applicationalong the execution paththa is takenon the specialinput
lo; I1;:::. During extraction the watermarked applicationis runwith lg;l4;::: asinput, the watermark graphgetsbuilt
onthe heap,thegraphis extractedandthe waternark numberis recovered

Thetre are several motivatiors for thisdesign Firstof all, becaseof ponteraliasingeffectsit is dif cult to analyze
codethatbuilds graph structures[23, 52]. Thusit would bedif cult for anattaclerto statcally analyze awaternmarked
programto look for code that builds a watermark graph or to degroy the graphusingsemartics-presrving transfar-
maions. Secord, object-aiented programs typically cortain a large number of the typesof operdions necesay to
build a graph, namdy object allocatiors and pointer assgnments. Thus the code that gets insertedis likely to t in
with surounding coce. Third, since a large graph canbe split into an arktrary number of componerts that canbe
spreadover the ertire program, it should be possibleto stealthilyembed large watemarks. Fourth, and nally, since
thewaternark is datarather than codeit shauld be easierto tamperproof. If thewaternark graph is selectedo have
a patticular propetty (suchas being planar, having a certain diameter etc.) code canbeinsertedto teg this property.
This is in contrast to static code watermarks for which tamperproo ng requiresthe code segmert of the executalte to
beexamined. This is dif cu It to do stedthily.

Figure 3 shows asimple exanple of awha a programmaylook like after having beenwatermaked The original
program Simple is modi ed into Si mple_ Wsuch that when run with the secet input agumert " World" the
watermark graphis built on the hea. In atypical implementationSimple_ W andWatermark would beobfuscatel
to prevent attacls by patternmatchng.

Palsdherg etal. [46] presemthe rst implementatian of theCT algarithm. We compae theirimplemenationto ours
in Section 8.1.

1.5 SandMark

SandMark [11] is atod for doing reseach on software protectionalgorithms. The goal is to provide an infrastric-
ture for implemerting and evaluating algariithms for code obfuscaion, sotwarewatemarking, andtamperpgroong .
SandMark currently contains implementatiors of forty code obfuscaion algorithms and fourteenwatemarking al-
gorithms. It also supports various reverse engneering tools such asa slicer, a bytecode differ [8], and a bytecocdk
viewer. Thesecanbe usedto aid manual attadks against software protection algarithms. A number of software com-



public class Simple f
static void P(String i) f
System.out.printin(”Hello.” + i);
g
public static void main(String args[]) f
P(args[0]);
g

+

public class Simple.W f
static void P(String i, Watermark n2) f
if (i.equals(”"World”)) f
Watermark nl = new Watermark ();
Watermark n4 = new Watermark ();

n4.edgel = ni;
nl.edgel = n2;
Watermark n3 = (n2 !'= null)?n2.edgel:new Watermark ();

n3.edgel = nil;
9
System.out. printin(”Hello.” + i);
g
public static void main(String args[]) f
Watermark n3 = new Watermark ();
Watermark n2 = new Watermark ();

n2.edgel = n3;

n2.edge2 = n3;

P(args[0], n2);
g

g

class Watermark extends java.lang.Object f
public Watermark edgel,edge2;

g

Figure 3: Examge of atrivial class before andafter beingwatermarkedwith the CT agorithm.

plexity metrics[27, 35, 40, 45, 25, 29] areprovided for measurimg the effect of code obfuscation andwatemarking
algorithms.

SandMark works on Javabytecale. A typical code obfuscaion algarithm, for exanple, will reada Javajar- le (a
cdlection of class les) asinput andproduceamod ed jar- le asoutput.

SandMark is desigred usinga plug-in style architecture and sugports a number of useful staticanalyses(class
hierarchy, contra- o w, call graph, defuse, stacksimulation, liveness,etc) simplifying the developmert of new
software protectian algorithms. SandMark relieson BCEL [1] for bytecoce editing, DynamicJava [2] for sciipting,
ard BLOAT [44] for code optimization SandMark is currertly approximately 120,000 lines of Java code of which
approximately 10,000 linescomprisesthe CT implemenation

The CT dgorithm that will be describedin this paper hasbeenimplemenedwithin SandMark. It canbe down-
loadedfromhttp:/ /sand mark.c s.ari zona.e du. Appendx A showsascreenshbof SandMark reagnizing



aCT waternmark.

2 Techiquesfor Software Watermarking

Static Watermaks are stored in the apgication executable itself. In a Unix ervironmert this is typically within the
initialized datasection (where static strings are stored), the text section(exeautalle code), or the symbol section
(debugging informatian) of the executatte. In the caseof Java, informaion could be hidden in ary of the mary
sectiors of theclass le format: constart pool table,method table line number talle, etc.

Satic Data Watermaks are very conmon sincethey are easy to construct ard extrad. For exanple, several
copyright naticescaneasilybe extractedfrom the Netscap 4.78 binary:

> stri ngs /usr/l ocallb in/ne tscap e | grep -i copy right
Copyri ght (C) 1998 Netscape Comrnicat ions Corpo ration
Copyri ght (c) 1996, 1997 VeriSig n, Inc .

Mediawatemarks are commonly embeddedin redundantbits, bits which we camat detectdue to theimpefrfection
of our human perception. Staic Code Watermakscanbe corstruded in asimilarway, sinceobject codealsocortains
redundant information For example, if thereare no dataor cortrol deperenciesbetwe two adacentstatemets $;
ard S, they canbe ippedin ether order. A waternarking bit could thenbe encaled in whethter S; and S, arein
lexicographic order or nat.

Dynamic Watermaks are extracted from a program's exeaution state rather than from the program coce or data
itself. They were r st introducedin [12]. The ideaisthatin order to extracta watemaik from anapgicationit isrun
with aspecialinput sequencel =I; | which makesit erter astatewhich represens the waternark. | canbethought
of asaseaetkey known only to the owner of the software and unlikely to occur natually.

Dynamicwatermarking mettods differ in which part of the program statethe watemaik is stored and in the way
it is extracted Whenthe special input seqenceis enteed, Dynamic Easter Egg Watermarks perform same action
that is immediatelypercegible by the user, making watermark extractiontrivial. Typically, the code will displaya
copyright messager anunexpectedimage onthe screen For examge, ertering the URL mbout:m ozilla qin the
Net scape 7.01 browserwill makeamessagpAnd the beast shall be made leg ion. [1 qappear

Dynamic Execution Trace Watermarks are extractedfrom the trace (either instrudions or addres®s, or both) of
the program asit is being run with a particuar input | . The watemark is extractedby monitoring sone (possibly
statigical) property of theaddesstrace and/or the seqene of operaorsexecuted

Dynamic Data Structure Watermarksare extractedby examining the currentvaluesheldin the watermarked pro-
gram's variables, after the end of the special input seqencehas beenreacked. This canbe done using either a
dedicatedwaternark extraction routine which is linked in with the exeauting program, or by running the program
under adehugger.

2.1 AttacksAgainst Software Watermarks

No known software watemarking method is conmpletely immune to attack. In the worst case an adversarycanstudy
theinput/output behavior of thewatemaikedapgicationandcompletdy rewrite it, sansthe mark. We do not consider
thisareasombleattadk. We would, however, want thewatermak to sunive attacls by translation, optimization and
obfuscaion, sincetools that peform suchoperations arereadly availale [22, 21, 16, 44, 11] andcanbeused by even
themost unsophisticated attadker.

Staticdatawaternarks are highly suscefible to distortive attacls by obfuscation In thesimpestcase, anautomatic
obfuscatomight breakupall strings (and other staticdata)into sutstrings which arethenscatteedoverthe executabe.
This makes watermark extractionnearly impossble. A more sophisticatedde-waternarking attackwould convert all
staticdatainto a program that produces the data[14].

Mary code obfuscationtechniques[14, 15 will successfullythwart the extraction of code watermaks. Since
software is sucha u id medum it is easyto devise transfamations which will destroy just abaut ary structureof a
program Figure 4(a) shavs sone of the basic code transformations on which code obfuscatiors canbe built:

A language constrict canbe split or two corstructscanbe meiged For example anarray or amethal canbe
sgit into two halves or two modulesor two integervariades canbe memgedinto one.
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Figure 4: Obfuscation attacksaganst software watemarks.

Thedimersionality of aconstrict canbeincreased or decreaed For exanple,anarray canbefoldedor attened.

The nestirg level of a corstruct canbe increasedr deceased.For examge, the conplexity of a metlrod can
be increaseddy turning a sinde loop into a loop nest,or a scdar variade canbe boxed into a heapallocatel
varniable.

A level of indirectioncanbe added for examge by turning a static mettod into a virtual method.
Language constricts suchasmethods, varialles, and classescanbe renaned

A compound language corstrud canbe readered For exanmple, two adacent statemerts without data-or
cortrol-depencendes canbe swapped

A language construct canbe cloned. For exanple, a methal canbe duplicated, each clone canbe differertly
obfuscatedand differen callscanbe madeto invoke the differentclones

Most current commerda coce obfuscatos only perform nane obfuscation SandMark, however, suports a full-
edgedobfuscation engne with transfamationsthat affect control- ow, classesmethods, and data-stratures.
Whil e eachindividual obfuscationmay only add a small amourt of corfusion, transformations canbe cascaded
asshavnin Figure4(b).
Figure 5 shows the resultof applying a sequence of obfuscaing transfamationsto a simge program. The trans-
formatiors were performed autamatically by the SandMark tool and the resulting program was decmgpled using
AhpaHs Source Again demmpler. Thetransbrmations apdied were:

1. bodeansplitting (a boolean varialde is split into two smallinteger varialdes);



public class Cf
static int gecd(int x, int y) f

int t;
while (true) f
boolean b = x % y == 0;

if (b) return vy;
t=x%y,;, xX=y;,y =1t;
g

g
public static void main(String|[] a)f

System.out. print (" Answer:."|);
System.out. printin(gecd(100{10));

~

+T

public class C f
static Object getO(Object[] 1) f
Integer 17, 16, 14, 13; int t9, t8;
I7=new Integer (9);
for (;;) f
if (((Integer)l[0]).intValue()%((Integer)I[1]).intValue()==0)
ft9=1; t8=0;g else f t9=0; t8=0;9g
l4=new Integer(t8);
I6=new Integer(t9);
if ((14.intValue()"16.intValue())!=0)
return new Integer (((Integer)I[1]).intValue());
else f
if ((((17.intValue()+ 17.intValue() 17.intValue())%2!=0)?0:1)!=1)
return new Integer (0);
I3=new Integer (((Integer)I[0]).intValue()%((Integer)I[1]).intValue());
I [0]=new Integer (((Integer)l[1]).intValue());
[[1]=new Integer(I3.intValue());
g
g

g
public static void main(String[] Z1) f

System.out. print (( String) Obfuscator . get0(
new Object[] f (String)new Object[] f
" NUOOA BnuO0CD nuOOABNUOOCDNuUuFF84nu2A16nuSD68nu2AAONU388ENU91CFNU5326Nnu5604”
g[0]9));
System.out. println (((Integer)getO(new Object][]
f(Integer)new Object[] f new Integer (100),new Integer (10)g[0],
(Integer)new Object[] f
new Integer (100),new Integer (10) g[1l]g)).intValue());

Figure 5: Obfuscationexanple.
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2. basic block splitting (a bogus branch protectedby an opaqudy false predcate [15] (q+ q ) mod2! = O is
inserteq;

3. stringencading (the string "An swer: " is enamdedinto an unintelligible string which getsdecodedatruntime);
4. scdar promotion(integer vaiiablesare convertedtojav a.lan g.Inte ger boxedintegers);

5. signature uni c ation (every mettod in the programis given the sameObjec t[] signatue, where possble);
6. nameobfuscdion (gcd is reramedget 0).

It is obviousthat mary obfuscatirg transformatiors add annon-trivial anount of overhead. It may therefore well
be the casethat whil e a certain seqierce of trarsformatiors would obliterate a paticular watemark, the resultirg
de-watermarked programwould be too slow or too large to have any valueto the attacler. The goal of sdtwarewa-
termarking researchs to designmarking algorithmsthatwill be robust against sematics-presening transfamations
tha addan acceptable (to the attaclker) amount of ovethead This is similar to the situatian in image watemaiking
whereobliteratinga watemaik by blurring the image beyond recagnition is not considereda viable attack

Themainproblemwith EasterfEgg watermaks isthatthey seento be easyto locate. There are evenseverd web
siterepositoiies of suchwatermarks [43]. Unlessthe effects of the EasterEgg are really subtle (in which case it will
behad to arguethat they indeel constitutea watermark ard are not the corseqenceof bugs or rardom programrrer
choices),it is often immedately clearwhen a watemark hasbeenfound. Once the right input sequencehasbea
discovered stardad debugging techiqueswill allow us to tracethelocationof the waternark in the executalte ard
then remove or disalde it completely.

Data structure watermarks have some nice properties. In particula, sinceno output is ever produced it is not
immediatelyevidentto anadversary whenthe special input sequercel hasbesnertered Thisis in contrastto Easter
Egg waternarks, where, atleastin theay, it would bepossble to generae input sequencesatrandom andwait for sone
“unexpected” output to be produced. Furthemoare, since the extradion routine is not shipped within an application
that has beenwatemarkedusing a datastructure watemaik (it is linkedin during watemark extractior), thereis little
informationin theexecuable itself asto wherethewatermak maybelocatel.

2.2 Software Watermarking Algorith ms

Many simgde waternarking algorithms have beenbasedon readering language constricts to embed t&]eﬂ\ternark
For exanple, by reardering the brandhesof anm-branchcase-stateentwe canenmdelog,(m!)  log,(" 2pm(m=e)™) =
O(mlogm) waternarking bits:

switch (E) f switch (E) f
case 1: f g case 5: f g
case 5: f g ) case 1: f g
case 9: f g case 9: f g

g g

A similar ideais usedin the rst publishedstaticcodewatemarking algorithm, dueto Davidson andMyhrvold [19].
The ideais to enmbed a waternmark by reararging the order in which the basc blocks of a control- o w graph(CFG)
arelaid out in the executable. SeeFigure 6(a) which shavs how awatermark is encocedin the basicblock seaierce
hBs; By; B1; Bg; Bs; Bai . Like dl otheralgaithmsbasecdon rearderingthis oneis trivial to attackby randomly rearder-
ing the basic block layout of the program

Qu andPotkonjak [51] propase to embed thewatemark in the register allocation of a program. Lik e all software
watermarking algaithms basedon renamirng strudures of the program this algorithm is very fragile. Watemariks
typically do not evensuwive decanpiling andthen recampiling the program. This algaithm alsosuffersfrom a low
bit-rate[42].

Sten et al. [55] presen an algarithm which usesa spreadspectum techrique to emhed the watermark The
algorithm embedsthe watemark by changing the frequenciesof certan instruction sequences,replacirg them by
differentbut senantically equvalert sequences.A codelnok givesedquivalentinstruction sequenceghatcanbe used
to maripulate code frequencies. This algarithm is resilient to sematics-pesening transformations that only affect
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the high-level strudure (suchasthe class-herarchy and call-grgph) of a program However, it canbe defeatedby
obfuscatiors that modify datastructuresand dataencalingsand mary low-level optimizatiors [53]. SeeFigure 6(b).

Moskowitz [39] descritesa datawatemaiking method in which the watermark is emteddedin animage(or other
digital meda suchasaudo or videg) using one of the mary mediawatemarking algaithms. Thisimageis thenstored
in the staticdatasectia of the program. See Figure 6(c).

Arbait's [6] agorithm embedsthe watemaik by adding spec¢a opaque predicatesto the program Extradion is
doneby patterrmatching on the opacque predicatesandhenceattackshy patterrmatchirg are easly constricted.

Monderis algorithm [37, 36] adds a bogus metlod to the application Thebogusmettodis guardedby analways-
falsepredicate where the predicatemay be geneatedfrom a progranme’s assertio statemert. The waternark is
ercoced steganayrgphically in theopcodesard operands of the static code in the bogus mettod.

Piepzyk [49] describa a digital-rights managment schemefor software, with two altemative methods for wa-
termarking. The r st dternative is to embedthe waternark sigral in the choice of syronyms for shat seaiercesof
instructions, similarly to Sternet a. [55]. Piepryk notesthat this methal is weakagainst adwersaries who make a
“random selection of variarts for eachinstruction”

Venlkatesars [56] algorithm constricts a CFG whosetopology embeds the watermak number This watemark
CFG is attachedto an existing CFG by addng bogus control- ow edgesusing opadue predicdes In order to be abde
to extractthe waternark, basicblocks that belong to the waternmark graphare marked SeeFigure 6(d).

Cousotand Cousot[17] describe a waternmarking process, in which the waternark is recanizable by a static

positive integers. The watermark c is any integerin therange 0::Pn; 1. It is embeddedasa series of residiesc; =
¢ mod ni, computedin loops,wherethesec; arecorstant in the secré sematic modd usedfor waternmark reagnition.
In the standrd executiacn modd, the valuesc; arenon-constar and may closely resemite the pseudorandom variates
usedin stochasic numerical computations such as Monte Carlo edimation algarithms. The watemark recognition
process is esertially the static andysis done by an optimising conpiler to recaynize constart assigmerts in loops.
This is a promising methal in staticdatawatemarking, however anattacler may be ale to recaynize the watemark
daa in commanly-occurring programs, becaiseof its useof unuswally complex litera constarts. In a survey of 600
Java programs, we found that 92% of all literal integers are 2% or 2€+ 1, sothe waternarking methad of Cousotand
Couwsot would be non-stealtly in suchprograms. We see promisein this methad, becauset is nat dif cu It to devise
amettod to hide arhitrarily-complex literal corstarts in secretnon-stardard semartics for conmony-occuing code
seqencsin Java. The secetdetectionsemanticsfor the Cousd andCousotwatermatk must, however, reman simpe
if it is to be persuasie evidencein favour of the enbedled watermak. Otherwisethe attacler may constrict an
alterrative secré semartics which fraudulertly detectsanarhtrary, non-existert watermark.

Mary of thesealgorithms have beenimplemenedwithin the SandMark framevork.

Palsherg etal. [46] presen adynanic watermaker baseconthe CT agorithm. Inthissimdi edimplemertation
thewatermark is not depencenton a key input sequence but is constructedunconditiondly. The watermark value is
represetedasaplantedplanarcubic tree(PPCT)graph. Queaiesapgdiedto the PPCTcanbeusedasopague predicates
for obfuscatio or tanpemproo ng. The CT algaithm wasfound to be practicalandrobust.

2.3 Tamperproo ng Watermarks

Ou experience with obfuscationtells us that all static strudures of a program can be successfullyscrambed by
obfuscatingtransfamations. And, in cases where obfuscation is deemedoo expensive, inlining and outlining [14],
various forms of loop transfamations[7] andcodemotion are all well-known optimizationtechriquesthatwill easily
destroy static code watemarks.

Moskowitz [39] descrileshow thar software watermarking mettod (which enmbedsthewatemark within animage
included with the apgication) canbe tanpeiproofed. The ideais to alsoembedan“essrtial’ pieceof code within
theimage. This codeis occasbndly extractedand execued making the programfail if the image(and hencethe
watermark) hasbeen tampered with (for examge by the StirMark [48] suite of imagetransbrms). Unfortunately,
genematingandexeauting codeonthe vy is unusual and unstealtly betavior for most applications. See Figure 6(c).

A further conplication is the dif culty of tamperproo ng code watemalks against thesetypes of sematics-
presening transformatians. Thisis particdarly true in Java, since,for secuity reasos, Java programsare not ableto
inspectther own code. In otherwords,in Javawe canrotwrite pf ~ (inst ructi on #99 != "add") die() q.
Evenin languageslike C wherethisis possible suchcode would be highly unusual (sinceit examiresthe coderather
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int ged(int x,int y)f int gcd(int X,int y)f
while (x%y!=0)f while (x%y!=0)f
t=x%y ; x=y,; y=t g) watemark();
return vy; t=x%y; x=y; y=t]g
g return y;
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(d) *
void watermark [() f
if (true)
return
else
return Q
g

Figure 6: Watemaiking algorithms. (a) Stem [55], (b) DavidsonMyhrvold [18], (c) DICE [39], (d) Venkatesar{56].

than the datasegmert of the exectting program)and unstealtly.
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Figure 7: Ovenview of how the CT algaithm watemarks an apgication First, the useradds annotation points
(mark() -calls)to the application. Thes arelocatiors where watermaiking code may be inserted. Seandly, the
application is run with asecretinput seqenc, lg; I1;::: andthe traceof mak() -callshit during thisrun is recoded
Finally, code is enmbedded into the application (at cetain mark( ) -call locations) thatbuil ds a graphGyy at runtime.
The topaogy of Gy, enmbeds thewatermak W.

3 TheCT Algorithm — Basc Im plementation

The Collberg-Thomborson watermaking algarithm (hercefath, CT) is a dynamic algorithm. Theideais thatrather
than embedling the watermak directly in the code of the application, code is embedded that buil ds the watemark
atruntime. The algorithm assimesa secré key K which is necessaryo extrad thewatemark K is a seqene of
inputs lo;11;::: to the apdication As seenin Figure 2, the watermak (a graph structure) is built by the application
only whenthe userruns it with the specidinput lg; I4;:::. Figure 3 shavs a simple examge of awhata progran may
look like after having beenwatermarked.

Inthe SandMark implemenationof CT, watemarkenbedling and extraction runsin severd steps(SeeFigure 7):

Annotation Beforethewaternark canbeenmbedledthe usermustadd annatation (or mark) pointsinto theapplication
to be watermarked. These arecallsof theform

mark () ;

String S = ...;
mark (S);

long L = ...;
mark (L);

Themak() cdlsperformnoaction They simply indicaeto thewatemarikerlocatiorsin thecode where (part
of) a watermark-building code can be inseted. The agument to the mark() cdl canbe ary string or integer
expressionthat(directly or indirectly) deperds on userinput to the application.

Tracing When the appli cation has been anrotatedthe user performsatracing run of the program. The apgicationis
runwith the chosensecetinput seqence, | . During therun one or more amatation points will be hit. Same of
thesepointswill be the locations where waternark-building codewill laterbeinserted
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Embedding During the embeddng stage the userentes a watermark, a string or aninteger. A stringis corverted
to aninteger. From this number a graph is generated,such thatthetopology of the graphemkbeds the number.
Thegraph is converted to Java bytecode thatbuilds thegraph. Therelevant mark() -calls are redacedwith this
graph-building coce.

Extraction During watemarik extraction the application is again run with the secretinput sequenceasinput. The
sanme mark () -locatiors will be hit asduring thetracingrun. Now, however, theselocationswill containcode
for building the waterrmark graph When the last part of the input hasbeenertered the heapis examined for
graphsthatcoud patentially bewaternark graphs. Thegrgphs aredecodedandthe resultingwatemark number
is repatedto theuser

We will next corsider thesetasks in detail.

3.1 Annotation

The CT watemalrk consistsof dynamicdata-stretures. This meansthatthe codeinsertedin the apgication will look
likethis:

Watermark nl
Watermark n2
nl.edge = n2;

new Watermark ();
new Watermark ();

Herce,we shaild prefermark locatiors that
all ocateobjectsandmaripulate pointers,ard
directly deperd on userinput.
We should avoid marklocatiors that
are hot-spots, and
are executednon-deteministically.

In othe words, mark () -cdls shauld be added to locationswhere the resulting watemark code will be t in (is
stealtty), will nat affect performarce, andwill be execued corsistertly from run to run, depending only on user
actins.

For example, the following code is undesiralle sinceMath. rando m() may gereratedifferert values during
differentruns of the program:

if (Math.random() < 0.5) f

mark ()

Similany, if thread schedding, network activity, processotoad etc. canaffectthe orderin which sorre locatiors are
execued,thesdocationsare not valid amatation pointsard should be avoided

3.2 Tracing

SandMark makes heary useof Java's JDI (Java Delugging Interface) framework. During tradng and extraction
SandMark starts up the users application as a subprocessrunning under dekugging. This alows SandMark to
setbrealkpoints, examire variales, and stepthrough the apdication — all the opemtiors that canbe done under an
interactive debugger. During tracingwe are interestedn obtaining a traceof the mark( ) -callsthat are hit while the
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import java.awt.event. ;
import javax.swing. ;
public class Button implements ActionListener f
static void P(int i) f
Lo:mark(i);
g
static void Q(int i) f
Li:mark (i );
if (i < 2)P(i);
g
public void actionPerformed(ActionEvent e) f
Lo :mark ();
Q(3);
g
public static void main(String argv|[]) f
Q(1);
Q(2);
JFrame jw = new JFrame();
JButton b = new JButton(”wO00t!");
b.addActionListener (new Button());
jw . getContentPane (). add(b);
jw.pack (); jw.show ();
g
g
| # | Value | Method | Location | Thread | Stadk |
A 1 Q Ly 1 hmain ,Qi
B 1 P Lo 1 hmain ,Q,P i
C 2 Q Ly 1 hmain ,Qi
D 0 aP Lo 2 haPi
E 3 Q Ly 2 haP,Qi

Figure 8: An example Jasa program annotated for tracing and the geneated tracepants. The mehod
act ionPer forme d is abbreviatedaP. The correspnding traceforest is shavn in Figure 18.

usererters their secretinput. We also wart to know the agumert to themark() -call and the stacktraceat the point
of thecall. During extractionwe useJDI to examinetheobjectsontheheapto look for watermark graphs.

At the erd of tracingrun we have gathereda list of TracePvints which represen the mak() -calls that were hit
during the trace.EachTracePint cortainsthreepieces of information

1. thelocationin the bytecode wherethe mak() -call waslocated;

2. the value of the expresson e thatthe user supplied as anargumert to themak( €) -call, or 0 if a paranetetess
mark() -call washit;

3. alist of the stackframes active when the mark() -call washit.

Figure 8 shavs anexamgde application and the correspamding list of tracepaints.
Not all locatiors gengatedduring the tracing run canbe usedto build thewatemark graphandsane mayhaveto
beremoved An amoatationpaint hvalue;locationi is valid if

1. thereis exactly onetracepaint atlocation, or
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2. therearemultiple trace points atlocation, but they all have unique values.

For exanple, corsider thefollowing mark () -points:

ho; Loi
h; Lli
hl; Lli
h10; L2i
hll; L2i
hl2; L2i

hD; Loi is valid, becausat is theonly mark( ) -point atlocationLg. hl;Li is not valid becausethere are two idertical
amoatation values at this location If we were to insertwatermak-building coce at this location we would not be
ale to tell the differencebetweenthe rst and the secord time we arrive. hl0; Li ; hl1; Loi;hl2; L,i are valid beause
the values areunique. If there is one unique value at a locatian, this mark() -call is said to be LOCATION-based
otherwiseit is VALUEbased

3.3 Embedding

Once the application has beentracedwe can statt emteddng the watemaik. The input to this phaseis tracirg
information awatermark W to beenbedded andajar- le cortaining theclass lesin which to embedthemark. The
enbedling is dividedinto ve phases:

1. Geneateagraph G whosetopology enbeds W .
2. From G geneateanintermedate code C that buil ds this graph.
3. Trarslatetheintermediatecode C into aJava methad M that, whenexecuta, wil | build G.

4. Finally, basedon the tracing information, redace one of the mark() -callswith acdl to the M-methal. The
remairing mark() -callsareremoved.

The resultis a new jar- le which when executedwith the special input seqeene will executethe mettod M, and
consegertly, build thewatermark graphG on the heap

In Section5 we will extend the embedding methad such that the waternark graph is sgit into several piecesard
inseted at various mark( ) -locatiors.

3.4 Constructing the Graph

An idealclassof watermak grapls should

1. have aroot node from which all other nodesarereadale to prevert piecesof the grgph from being gatbage
collected

2. have ahigh bit-ratesothatalargewaternark will resultin a small graph
3. havelow out-degreeto resenble common daa-strictures such aslistsard trees,

4. have same error-correcting propertiessuch that minor changes to the grgphs by an attacler, or minor failures
during extraction, will nat preventthe graph from being extracted, and

5. have someintemal structure that makesthe grapheasyto tanperproof.

We do not expectto n d asinde classof graphs which simultaneowsly optimizesall thesecriteria. Instead we
aredeveloping alibrary of algorithmsfor building watermark graptrs with differert setsof properties.Deperding ona
usets particuar requirements (high bitrate, high resilienceto attack high stedth, etc.) this will allow an appropriate
graph(or conmbination of grapts) to be found. Currertly, SandMark cortainsan implementation of four of the ve
classe®f watermark graphs illustratedin Figure 9.
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34.1 Permutation Encoding

A watamalik integer W, in therarge [0::n 1], may be represened by a pernutation of the numbersho;:::;n  1i.
We usea natual mappng of permuations onto integers,sud that (for examge) the watemartk

1024

is represetied by the permutation
p=19;6,5,2;3;4,0;1,7,8i

We useasingly-linked, circular list datastructure to represert a pernmutation. We call this structure a Pernutation
Graph. SeeFigure 9(a). Eachelerrert i of thelist hastwo pointers. Its data pointer refeisto the element p(i) to which
i is magpped by the permutation p. It alsohasalist pointer referring to elemen (i + 1) mod n.

The dynaric bitrate of a Pemutation Graph is the number (Ign!) of watemark bits represemed by an n-element
list, divided by the numbe of bytes(an+ b) required to represei this list in conputer memay. To embed a non-
negative watermaik integerw, we use n= minf k: k! > wg list elements. Using the rst term of Stirling's approxima-
tion, we have n = melgm+ O(m=lglgm), wherem= dig(w+ 1)e is the number of bitsin w. We conclude that the
dynamic bitrater(m) = (Igm)=a+ O(Igm=Iglgm) isaslowly increasng function of m.

Thecod cient ain our dynamicbitrateexpresson is asmadl integerwhoseexactvalue will dependon implemen
tationdetails. At minimum, a mustbe 16 byteson a 32-bit computerarchtecture, becaseeachlist elemen cortains
two 4-byte pointers. If list elementsare dynanically allocated thenthe dynamic starage allocatorwill require atleast
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one additional pointer eld for eachallocaed object, and a would be “roundedup’ to 16 bytesin suchimplemerta-
tions. Thelist-overheadcod cient b is anather smallinteger whosevalue is irrelevant in the asynptotic limit, even
though it will beimportart whenm s small.

The static bitrateis the number of watermark bits, divided by the number of bytesof code required to build the
waterrmark. In a straghtforward implementation, therewould be anoverheadof b®code bytesto createthelist headr,
plus a®coce bytesper list element. Thusthestatic bitratewill have the sameagymptotic form (with differentcorstants)
asthedynamic bitrate. This is trueof all our watemark-encading methals,sowe will nat treatdynamicbitrates agan
in this section However in Section7 we amalyseour experimenal datato estimatethe constants governing static ard
dynamic bitratesfor eachof our encading methals.

Pemutation Graph waternarks have a modestresilienceto attackson its pointer elds. Any chargeto one of its
list painterswill disrupt its circularlist propetty. Any change to one of its datapointerswill disrupt its permutation
property. We sunmaiise theseobsewationsby saying thatPemutation Graghsare singe-error detecting

34.2 Radix Encoding

Figure 9(b) illustratesa Radix Graphin a circular linkedlist of length n. The datapaointer eld encodesabasen digit
in the lengh of the pathfrom the node backto itself. A null-pointer encodesa 0, a self-pointera 1, a pointer to the
next node encodesa 2, etc. Note that this is the sane datastructure asa Pernutation Graph, however Radix Graph
watermarks have higher bitrate and lesserrar-detectioncapacity, becawse their data pointers areless constraired.

A RadixGraphof length n can represeniary integerin therangeO:::(n+ 1)" 1. Thelist requiresan+ b words,
soits dynamichit-rate asafundionof n,is(n 1)lg(n+ 1)=(an+ b) (lgn)=a. Forn= 511, if a= b= 8 bytes,we
canhidem= 8 511 = 2040 hitsin 2048 bytesof storage. Thisis adynamnic bitrateof almostexactly onewatemark
bit per byte of datastructwre. Smadler dynarric bitrateswould be obsened if a were larger than 8 bytes, or if n
were smaller than 511 (due to the increasingmportance of the overheadterm b and the corvexity of thelgn term).
Somewhat larger bitrateswould be obsenedfor larger n.

Theconstartsin thestaticdaarateis more dif cult to edimate,sincethesewill dependheavily ontheencaling. As
anexanple,wewill considerJavabytecocde. Allocatinganode and initializing two pointer elds maybe acconplished
with a 24-byte sequenceof bytecodes. To hide a 2040-bit waternark, we mustbuild a 255-elemet list. Thisrequres
24 255= 6120 bytesof straight-line bytecodk, plus afew dozens of additional bytesto construct thelist heackr, for
a statichit-rate of 0.33 hiddenbits per cocebyte.

34.3 Parent-Pointer Trees

All our watermark emtedding methals canbe described asenunmeraions of graphs[26]. Theideais to let thewater-
mak numbern berepresntedby the index of the watermaik graph G in sone corvenient enumeration This requires
usto have effective algaithmsto

1. givenn, gereratethe w:th grgphin the erumeration, and
2. givenG, extrad its index w in theenuneration

Both operations must be ef cient, since we expectn to be large. This rules out mary clas®s of gragphs due to the
intractablity of subgraph isonorphism.

Several classef graphs,in addition to Permutation Graphs and Radx Grapts, allow ef cient enunerationard
indexing. For example, we canlet G be an oriented“parert-painter’ treg in which caseit is enumerble by the
techiquesdescribed in Knuth [32, Sedion 2.3.4.4]. Figure 9(d) illustratesthese trees.

We constrict anindex w for ary erumerable graphin the usual way, that is, by ordering the operatians in the
erumeration For examge, we might index the n-node parent-pointer treesin “largestsultree rst’ order, in which
casethepathof lengthm 1 would be assigredindex 1. Indices2 through a, 1 would beassigredto the othertrees
in which there is asinge subtreecomectel to theroat node. Indicesa, 1+ 1througha, 1+ ay 2 would beassgned
to the treeswith exactly two subtreesconnectedto the root node, such that one of thesulireeshasexactly n 2 nodes.
Thenext a, 3ax = a, 3 indiceswould be assgnedto treeswith exactly two subtreescomectedo theroat node,suct
that one of the suldreeshasexactlyn 3 nodes

The number a, of parent-pointer trees with n nodesis asynptatically (for c  0:44 and 1=a  2:956) a, =
c(1=a)" =n32+ O((1=a)"=n>2). Thus we canenmdeanarbitrary 1024-bit integer w in a graptic watemark with
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1024=1g2:956 655 datapainters. This might requre aslittle as2620 byteson a 32-bit architedure, if thes data
pointers were adced to objects that were allocaed by the original unwatermarked program  (Thes data pointers
would, however, slow the de-allacationprocessedecauseit would preventary deal objectsfrom beingde-allocatel
urtil all its children objectsin the watermak treewerealso deal.) The dynanic bit-rate of a Parent Poirter Tree
watermark is thus expectedto be 1024=2620 0:4 hidden bits per data byte. This is about half the bitrate of Radx
Graphs. It is approximately the sane bitrate as Pemutation Graghs, but not all single errors in datapointerscan be
detectedin a ParentPointa Tree. BecausdParert-Poirter Treesareinferior to Pernutation Graptsin bitrate,and are
no betterin resiliency, Parert Poirter Treeshave not beena high priority for implemertation in SandMark.

In Sectimm 4 we discussthe bitratesand errar-correcting properties of the more complex graphs illustratedin
Figures9(e) and9(c).

3.5 Gengating Intermediate Code

We coud, of couse,geneateJava codedirectly from the graph componerts. However, it turns out to beadvartageas
to insertoneintermedate step.From thewatermak graphwe geneaatealist of intermedide code instructions, much
in the sameway a conmpiler might gererae an intermaliate represertation of a program, in articipation of code
genemationard optimization. In acompiler theintermediatecode separatesthe front-end from the backerd, improving
retargetahlity, andaso providesa tamget-indegendert representatia for optimizing transformations. Similarly, our
intermedate representationprovides

1. retagetaility, to allow future gereratian of code for otherlanguages;ard

2. transfamability, i.e. the ability to optimize or otherwisetransfam the intermedate code prior to gereratirg
Javacade.

In fad, in our implemenationwe startby gereratirg straght-forwardintermedate code andthen run several transfar-
maionsoverthe codeto optimizeit.
Given the graph in Figure 10(a) we would gereratethe intermedate code in Figure 10(b). Nodesare nameal

ny; Ny, etc. Then=Cre ateNo de() instructian createsa new node n. The AddEdge( n *qee m) instruction adds an
edge from node n to node m. Sincethe grapts are multi-graphs the out-edges are naned edgel , edge?2, etc. The
instruction Save Node( n, L) is usedto storethe root node n in a global storage locaion L, swch asa hashtable,
vector etc. This ersuresthelivenessof every node sothatthe graphwill nat bereclainedby thegarbage calector. As
we will in Sectio 6.1, we can often do away with theseglobd pointersby passing root nodesas methal arguments.
This is much stealther sincemost programshave few global variades but mary mettod parmametes.
To geneateintermeadiatecodefromagraphG we perform adepth rst searcfromtheroot of thegraph. CreateN ode() -

instructions aregeneatedfrom eachnode,in areversetopoogical order. WeissueanAddEdge( n *qoe m) -instruction
assom astheinstructionsm=Create Node() ard n=Cre ateNod e() have bath beengenerated.

The comgete setof intermedate cocke instructions is givenin Tale 1. Thesewill be discussedn more detail in
conjunctionwith the splitti ng of grapts into multiple pieces.

3.6 Gengating and Inserting Java Code

Gereratirg Java coce from theintermediae represemation is relatively straicht-forward We usethe BCEL library to
generateabytecaleclassWatermark . From theintermedate coce in Figure 10(b) we would geneatethe Java code
in Figure 10(c).
Thechosenmark() -locationis repacedby acdl to Waterm ark.Cr eate( ). A nal obfuscatiornpassoverthe
watermarkedapgicationwill inline the call, renane the watermak class.etc, to prevert attacks by patern-matching.
Toinsert the callto Waterm ark.C reate( ) two casesnustbe consideed,dependng on whetherthe mark() -
call is LOCATION-based or VALUE-based A LOCATIONbasedrark() -callis simpy replacdby acall

| Watermark . Create (); |

A VALUE-basedmark (expr) -callis replacel by the cdl
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public class Watermark f
public Watermark edgel,edge?2;

create () public static Watermark[] array;
ns=CreateNode () ) . .
n,=CreateNode () public static void Create() f
edgel Watermark n4=new Watermark ();
| AddEdge(nzed. 2n4) | Watermark n2=new Watermark ();
AddEdge (ns “Pny) n2.edgel=n4;
nz=CreateNode () n4.edge2=n2;
AddEdge (n, *%? ng) Watermark n3=new Watermark ();
ni=CreateNode () n2.edge2=n3;
| AddEdge(nled?elnz) | Watermark n}:new Watermark ();
edge2 nl.edgel=n2;
AddEdge (n *“P ng) nl. edge2=n3-:
SaveNode(n; ,Array) array [1]=n1:
g
g
(b) (c)

Figure 10: (a) shavs awatermark graph, (b) thecorrespmding intermedate code, ard (c) the reaulting Java code

if (expr==value)
Watermark . Create () ;

Cockis alsoinsertedto createthe hashtakes arrays,vedors, etc. that areusedto store watemark grapgh root nodes

3.7 Extraction

To extract the waternark the watemarked application is run asa sutprocessunder debugging, again using Java's JDI
debugging framework. Theuserentestheir secietinputsequencelp; l; : :: exactly asthey did during the tracing phase.
This cawsesthe methal Water mark.C reate () to be execuedandthe watemarik graph to be constructedon the
heap. Whenthelastinput has bea enteedit is the extractor's tak to locatethe graphon the heap decaleit, ard
presenthe watemark valueto the user.

There may, of course,beanenamousnumbe of objectson the heapandit would be impassibleto examinethem
all. To cut down the seart spacewe rely on the obsenationthat the root node of the watemarik graphwill be one of
theverylastobjectsto be added to thehea. Hence agood strateyy is to examine the heapobjectsin reverseal location
order. Unfortunately JDI doesnat yet provide support for examining the heapin this way.

An elegart and ef cient apgproachwould be to modify theconstructor for Java'sroot classjav a.lan g.Obje ct
toincludeacouwnter:
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Figure 11: A view of menory during extraction. A circularlinkedbufferhddsthe lastallocatedobjects. Theextracta
examirestheobjectsin reverseallocaion order ard extrads the subgraph reactablefrom eachobject. Thisis decaled
into thewaternark.

package java.lang;
public class Object f
public static long objCount = O;
public long allocTime;
public Object() f
allocTime = objCount++;

g

Sinceevely construictor mustcall jav a.lang .Obje ct.< in it> (the class constrictor) this mears that we have
assgned anallocationorderto the objectson the heapat the cost of only an extraaddand assignper al ocation.

We've shied away from this approach however, sina it would recuire modifying the Java runtime library. Also,
it is concevalle that some Java compilers may optimize away callsto jav a.lang .Obje ct.< in it> underthe
assumfion tha this constrictor doesnathing.

Insteadwe rely onamore hearyweight but portale solution. Using JDI we add abreakpoint to every corstructar
in the program Wherever an allocatian occurs we add a pointer to the new object to a circular linked buffer. This
way, we always have thelast1000 (say) alocatedobjectsavailabe. Thisis illustratedn Figure 11. The downsideis a
fairly substantialslondown dueto the overheadincurred by hardling the breakpoints.

To extract the watemark graph we corsider eachobjectonthe circularbufferin reverseallocation order, extracting
thereachatte subgraph. Sinceeverywaternark graph hasarootfromwhich every nodeis reachalte we are guaranteel
to eventwally n dthe graph. Fromthe graphthewaternmark number is extracted by thealgaithm in Figure 12.

4 Improving Reslience

To propelly desigh and evaluatea watemaiking algarithm it is essentiato preciselyde ne an attackmodel. This has
beena failing of mast previous work on sdtwarewaternarking. In this paperwe will asaime thatthe waternarked
programis too large for marual inspection by the adversay. In other words, it is infeasiblefor the adversaryto
read the (demmpiled) souceto locateand destrgy the watemarik code. Rather, we wart to protectthe waternarked
program against classattacks — the corstrudion of autanatad methals of destrging the watermark. For exampe,
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for each graph codec C do
for each node n on the buffer, in reverse allocation order do
G = heap graph with root n, edges [e.1,e_2,nldots,e_k];

G% = subgraph of G with edges labeled (e5€);
if watermark decoding w= C(GY succeeds then
yield w

Figure 122 Watemalk extraction algaithm. We assume that all graph codecs geneate grgphswith outdegree two,
which is the casein the SandMark system.Sincean adversary might add extra outgoing edgesto the graphnodeswe
try al possble sugrapts of outdegree two. k is the outdegreeof G. In casesvhere the userknows which graphcodec
wasusedduring embeddng, the outernostloop is removed

if a paticular code trarsformation canbe shavn to dedroy a watermark thenit is an easytask for an adversay to
constrict aprogram thatwill degroy everywatemalik in every program

One nice corsequenceof our approachis thatmary translatiny, optimizing, and obfuscatingtrarsformations will
have no effect on the heapallocatedstructures that are being built. There are, however, other tecmiques which
can obfuscatedynamic data, patticulaty for languageswith typed object code, like Java. There are four types of
obfuscatingtrarsformationsthat we would lik e to beresilientagainst. To corfusethe extracta anadversarycan

1. add extrapointersto the nodesof linkedstructures(Figure 13(a)) to make it hardfor the extractorto idertify the
realgraph edgeswithin mary extraboguspointer elds;

2. renaneard reader instance variables(Figure 13(b));
3. addlevelsof indirection, for examge by sgitting nodesinto severallinked parts(Figure 13(c));
4. add extra bogus nodespointing into our graph preverting usfrom nd ing theroot.

Figure 14 ill ustratesa comhination of such attacls.

With the exceptian of renaning and reorcering, theseattackscan have sone very seriais consegiercesfor the
memoty requrement of an adversarys de-watemarked program. For examge, splitting a node costs12 bytes per
allocatednode (one 4-byte painter cell plus approximately 8 bytes of overhead for curent Java implemenatiors).
Furthemore, since we are assunng that an adversarywill nat know in which dynamic structure our watemairk is
hidden, heis gaing to have to apply the transfamations uniformly over the entire programin order to be certain the
watermark hasbeenobliterated. In other words, programs with high allocationrateare likely to be resilientto these
typesof attacks,sincethe de-watemarked programwill have a much higher memay recuiremert than the original
one.

4.1 De-watemarking by Field Reordering

A simpe way to protectagpinst eld reomeling is to consider every order of the eds during watemark extraction
This could, however, leadto anincreaed falsepositive rate. A betterappoachis to choosean unlabeledclassof
grapts for which the order of outgang edgesdo not affect the watemark value Redudble Pemutaion Graphsard
PlantedPlaneCubic Treeshave this property. Unfortunately, aswe will seethesegrapls have a lower bit-ratethan
Pernutation Grapls andRadixGrapls.

41.1 Reducible Permutation Graph

Figure 9(c) shavs areduwcible permuation graph (RPG)[10]. An RPGis areducible o w graph with a Hamiltonian
pah consistingof four pieces :

A header node Theroaot node of the graphhaving out-degreeone from which every other nodein thegraph is reach
able. Every contrd- o w graphhas such anode
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a: 55 a. 43
car. @A car. @A
class T f cdr: @ cdr: @
class T f int a;
int a; T car; +T
T car; T bogusl ; a 55 a 43
T cdr, T cdr; car: P car: P
g T bogus2 ; bogusl: @A bogusl: @A
g cdr: ® cdr: [ ]
bogus2: 4 ) bogus2: o
(a) Add boguspainter elds to all nodesof type T.
a: 55 a: 43
car: @A car: .,D
class T f class T f cdr @ cdrr @
int a; T F1,
T car; int F2; +T
T cdr, T F3; Fl1. @ F1. @
g g F2. 55 F2. 43
F3: e.lA4 F3: D
(b) Renane ard reader eld sin all nodesof typeT.
class T f a: b5 a. 43
int a: car: @A car: ./D
class T f T1 bogus; \cd-_@ cdr: @
int  a; T g +T
T car; ) class T1 f
T cdr; T car ; a: 55 car, @A
g T cdr; bogus: cdr. @
n = new T; g /
n = new T, a 43 car:
n. bogus = new T1; bogus: @ ~car @

(c) Add alevel of indirection by splitting all nodesof type T in two.

Figure 13: Obfuscationattacls againstgraphic watemairks.

Thepreamble The red of the graphis only reachalte from the header node through all preambe nodes. Thus, ary
node from the body canhave anedge to ary node in the preamble, and the graph is still redudble.

Thebody Edgesammg the body, from the body to the preamlbe, and from the body to the footer node encode a
permutation that is its own inverse.

A footer node A nodewith out-degreezetro thatis reactablefrom every othernode of the graph. Every control- ow
graph hassud anode,represening the metha exit.

Every node of an RPG hasone outgoing “list edge” and one outgoing “permuation edge”. Thus eachnode canbe
represened by a datastructure with two pointers perelenent.

Thetre is a oneto-one corespamdene betweerself-inverting permuations and isomorphism clasesof RPGs.We
have developed a low-degree polynomial-time algorithm for encodng ary integer w asthe RPG correspanding to the
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Figure 14: Exanple obfuscationattackaganst the waternmark grgphin 1 . The adwersary renanesandreorders node
pointer elds (2), addsaboguspointer eldB (3), andsplits nodesby adding aboguspointer eld A (4). Finally,
in 5 bogus paintersinto the graph obscure theroat node

Figure 15. The top-most graph shows a radix encading of the value 3. The bottommost graph shavs how this
ercodng is mademore resilientagainstnode-spit attacls by turning eachnode into a 3-cycle andeachedge into a
pah of lengh three. For identi cation purposesnodeshave beenlabded 1-3 andedyesA-E in this gure. Edgeson
the spine areshown solid and edges encaling aradx digit are shown dasted.
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wth selfinverting pemutation in this correspmdence. We also have anef cient algorithm for decodng w from an
RPG.
An RPG encaling a pernmutation on n elemens hasa bitrate of approximately % Ign 0:62 bits per node, plusor

minus approximately % Ig n bits per node deperding on the sizeof the preanble requred for the RPG correspnding
to thewatemaik w. Thisis, very roughly, hdf the bitrateof a Permutation Gragh.

Eachnodein anRPGhas exactly one incoming “list edge” andexactly one incomng “permutationedge”. Thus
ary sinde change to anedge pointer will caisesome node to have anindegreelessthantwo, andthe eroneaisedge
canbeeasilyidenti ed ard corrected ThusRPGscancorrectsingle errors.

Thepreamlbe of anRPGwasdedgned to make its Hamiltonian unique, which givesRPGsa strang error-correction
ahility agginst adversarieswho reordering the pointer eld s in node elenents. We cdl sucha reordering of pointer

elds an“edge ip” becaseit ips the cdoring of anode's outgoing edges.

Pemutation Graphs do not have the RPG's capacity to correctan arhitrary number of edge- ip emors. Indeed
thewatermark in a Permutation Graph may nat survive asfew as two (carefully or luckily) chosenedge- ip s, for a
graphg obtainedby two edge- ips from a Pemutation Gragh g(w) may be a legal Pernutation Graphercodng a
waternark w6 w.

RPGsarethus preferalle to Pemutaion Grapls, in situatiors whereresilienceto attacks is more importart than
bitrate.

41.2 PlantedPlane Cubic Trees

grapts areenumeratedin [24]. Swchtreeshave n 1 internd nodesand one root node vy, sothere are 2n nodesin
eachw 2 G,. We would rereseit w by using 2n objects,where each object halds two painters | andr. this data
strudure requires 4n words. A lea node v; is recognizabe by its self-loop r(vi) = vi. The root node vy canbefound
from ary leaf node by following I-links. Furthemore, leaf node indicesare discoverable in lineartime by foll owing
an(n+ 1)-cycleonl-links: 1(vi) = V(i+ 1) mod (n+ 1) -

PPCTshave a dynamicbitrate of approximately 1 bit per node. Note that this is asymptotically much worse than
thebitrateof our other encaling methals, for it lacksthelogarithmic term. The nodesin a PPCT are the same sizeas
the other encaling methods in SandMark, becausethey hold two useraddressble pointer eld s. If eachnodetakes
16 bytes,thenthebit-rateof a PPCTis approximately 1 bit per 16 bytes.

PPCTshavethe sameadge- ip comection propetty asRPGs by the following argumert. Thereisonly one (n+ 1)-
cyclein any PPCT onn leafnodes,andthis cycleis theoutercyclelinking all of its leaves with its root. This outercycle
canbediscoveredquite ef ciently : inlineartime with adepth rst seach. The cdors(L,R) on theedgesin theinterior
of thetreecanbe assgned unambiguously, alsoin lineartime, by maintairing plararity at successvely higher levels
in thetree. Thusthe correctcdors (L,R) canalwaysbe recvered, evenif these aremod ed by anadwersay.

PPCTshave alocd corsigercy property tha coud be checled, ressonally stedthily and ef ciently, by tampe-
detectioncode. Theideais to test the PPCTS plararity locally, for ary interral node x, by con r ming thattheleft-most
child of X'sright subtree is | -linked to the right-mostchild of its left suliree. Any disruption of the PRCT's planaiity
(asmay occu when an adversarymodi es the PRCT in anattemi to obliterateits waternark) may be detected by
sone sulsequent planaity test. When swch a plararity violation is discovered, this could triggera'logic bug or an
outright crashin thewatermarked program.

4.2 De-Watermarking by Node Splitting

Node-Splitti ng is an effective attackagainstour watemark grapts but one which will have seriais detrimentaleffect
on the performance of the de-watematked program Even so, Figure 15 shavs andher represemation which, at the
experseof alower daarate,will increasea graph watemaik's resilien@ to node-splittingattacls. Theideais totum
everynodeinto a 3-cycle and every edge into apathof lengh 3 during embeddng. We call suchgraphscycledgraphs
During watermak extraction the cyclesard pathsarecontractedbackto the original graph. Any node or anedye split
by anadversarywill beignoredby this process.

In our SandMark implemertation any of our grgph encadings canbe turmedinto a cycled graph The algarithm
for node and edge contractiorsis shown in Figure 16.
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while there exist cycles without supernodes
replace the smallest cycle not containing a supernode
with a new supernode;

P := empty set of edges;
for each supernode s do
for each outgoing edge (stp) do
for each supernode c do

add (s;c) to P
remove all non supernodes from the graph;

for each edge (s¢)2P do
add an edge (s,¢) to the graph;

Figure 16: Algorithm to contract edgesand cyclesfor cycledgrapts.

4.3 De-Watermarking by BogusField Addition

There ection cambilitiesof Java (andother languageslike Modula-3 and Icon) give usasimple way of tamperproof-
ing agraphwatemarkagainstmary typesof attack, including theaddition of bogus eld sin thegrgphnodes. Assune
tha we have a graphnode Node:

class Node f
public int a;
public Node car, cdr;

Thenthe Jarare ection class letsus check the integrity of this type atruntime:

Field[] F = Node.class.getFields();
if (F.length !'= 3) die();
if (F[1].getType() != Node.class) die();

Obviously, this type of code is unstealtly in a programthat doesnot otherwise usere ection.

Re ection canalso be used to protect againstreadering andreraming attacls The idea is to accesswatemartk
pointers through re ection. For exanple, rather than gO.ca r=Vq, we let car be represnted by the rst relevant
pointerin thenode O

Field[] F = Node.class.getFields();
int n=0;
for (int i=0; i<F.length; i++)
if (F[i].getType().isAssignableFrom(Node.class)) f
F[i].set(O, V);
break ;

Becausere ection is unuswal in most programsthesetechriquesare of limited usefuness. For this reasonthey
have not yet beenimplemenedin the currert versionof SandMark.
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| INSTRUCTION | DESCRIPTION |

AddEdge( n *qoe m) Add an edgefrom node n to node m. Sincethe grapts are
multi-graphsthe out-edgesare named
n = Creat eNode() Createnoden.

Creat eStora ge( 9 Createtheglobal stomgestructue S.

Follo wLink( n °qo° m) | Retun mby following the edgeedge fromn.
LoadNode( n, L) Loadnoden from global storagelocationL.
SaveNode( n, L) Save noden in global storage locationL.

Tablel: Intemedate codeinstructions.

4.4 Futurework: Manipulating Graphs

Onre of our main motivations for using dynamically built graph structures to representthe watermak is thatthe code
that builds the watemark will be dif cu It to aralyze The reasoristheinherert hardhessof aliasaralysis. However,
currert alias aralysis algaithms do very well with non-circular datastructures (such as linearlists andtree9 ard
purely constructive code. Thatis, an algorithm may be succasful in amalyzing code that builds a linearlist, but may
fail if thatlistis takenapat andreassenbled[23].

We cauld increa® our reslienceto patten-matching attacksby exploiting theseweaknessesin currert aliasanaly-
sisalgaithms. For exanple, alorg the special execution pathwe cannat only memge graph componerts, but also split
componentsinto sub-parts,which arelater reassenbled

5 IncreasingWatermark Size

While the operaionsby whichthewatermark graph is built (news andpointer assigmerts) arestealthy in themseles,
alarge number of such operations corcertratedto one placein the code would arousesuspician. For large watemairk
valueswe therefore sfit the grgph G into severd componerts Gp; G1;::: whaose cock is spreadalong the special
execution pah. There are severalissuedo consider

1. Thesubgraphsshauld beof roughly equal sizel

2. The sditting of G shauld be done in such a way tha eachsubgraph hasaroat, a spesial node from which all
other nodes in the graph canbe reacted This alows us to store only pointers to root nodesto prevent the
gabage cdlector from cadlecting the subgraphs.

3. We shauld attenpt to sgit G in sucha way that the number of edgesbetween subgraphs is minimized. The
reasorfor this restrictionis that the more edgesthere arebetwea subgraphs, the more Java code we will have
to geneatein orderto comectthe sibgraphsinto the conpletegraphG.

We useanagorithm [33] by Kundu andMisra to partition the watemaik grgphs. Given the graphon theleft in
Figure 17(a) it would producethetwo graphcomponentsG, andG4 on the right. Figure 17(b) shavsthegererated in-
termediae code. The mainintermediatecoce instructions aregivenin Tale 1. As before, Save Node instrudionsare
usedto stare the root node of ead graph componentin a global structure such asa hash table, vector, etc LoadNode
instructions are used to reloal the nodes. We do this to protectagainst gabage cdlection, but also so tha the graph
componentscanbe connected.Note how roat node n; from graph G, hasbeenloaded from global storagein orderto
connectn; to ny. Notealsohow the Follow Link instruction is usedto traverseG, from theroat node n; to getto
node ns, which can thenbe connectedto ny in Ga.

If thereis anintersutgraph edge m *4° n from Gk to Gj (i.e. misanodein G ard nis in G;) we gengate

11t is actually not compktely clea that this is areasonale requirement For stedth reasonst might be better if the componatsare of random
size. The currentimplementation, however, splitsin equd-sizepieces.
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public class Watermark f
public Watermark edgel, edge2;
public static Hashtable hash;
create(G;) public static Watermark[] array;
nz=CreateNode ()
n,=CreateNode () public static void Create_.G2()f
SaveNode(n,,Array) Watermart n3=new Watermar:: 8 ;
edgel Watermark n2=new Watermar
| AddEdge(n; edi;ez ns) | Watermark . array [1]=n2;
AddEdge(n, T ng) n2.edgel=n3;
n2.edge2=n3;
create (Gy) g
ni=CreateNode ()
ny=CreateNode () public static void Create_G4 ()f
SaveNode(nq, Hash) Watermark nl=new Watermark ();
odel Watermark n4=new Watermark ();
AddEdge(ng4 P ny) Watermark . hash . put (
n,=LoadNode(Array) new Integer(4), n4);
| AddEdge(ny edper nz) | n4.edgel=nl;
ns=FollowLink (n edgel ) Watermark n2=array [1];
3 2 018 nl.edgel=n2;
edge Watermark n3=(n2!=null)?
|  Addedge(ns T "np) | n2.edgel:new Watermark ();
n3.edgel=nl;
g
g

(b) (©

Figure 17: (a) shavs a waternark graphtha hasbeensgit into two componerts. Root nodeshave been shadedard
inter-conponert edges have beendasted. The graphsareidenti ed by their root nodes. (b) shows the intermedate
code for eachcomponentand (c) the corespamding Java code

1. oneor more Follow Link( ) -instructionsto reachnode m by traversing G stating atits root node, and
2. a nal AddEdge() instructiontolink mton.
This is done by n ding the shatestpath from k (the root of sulgraph Gi) to m ard issuinga Follow Link() -

instruction for eachedge on the path.

5.1 Gengating Java Code

Tabe2 lists possibletrarslatiors of theintermedigeinstrudionsand Figure 17(c) shavsthe Java class geneatedfrom
theintermedate codein Figure 17(b). Method Crea te _G2hbuilds subgraph G, and Create _G4 sulgraphG,. Note,
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| INSTRUCTION

JAvA

AddEdge( n*1%m)

Generaten.e dge = m

CreateNo de( n)

GenerateWatermark n = new Watermark ()

CreateSt orage( G, S

Generateone of
1. stat ic jav a.uti .Hasht able hash =
java .util. Hashta ble() ;

2. stat ic Watermark arr =
Watermark[ m] ;

new

3. stat ic
java .util.

jav a.utli  .Vecto r vec = new

Vector (m);
4. stat ic Watermark ni1,n2 ,..;

wherem s the numberof nodesin the graphard n1,n2,..
aretheroot nodesof the subgraphs.

new

vec.setS ize( m);

FollowLink (n °9% m)

Generate
Watermark m = n. edge

orif n canbenul | atthis point, generateone of

1. Watermark m = (n !=null
Watermark( );

2.try {
Waterma rk m = n.edg e;
/1 Any code referen cing m
} catch (Excepti on e){ };

)?n.ed ge:new

3.if (n!= nul) {
Waterma rk m=nedge;
/1 Any code referen cing m
}
LoadNode(n, S Generateone of

1. Watermark
Watermark.
java .lang.

n = (Wate rmark)
hash.g et(new

Intege r( K));
2. Watermark n = Water mark.a r[ k 1];

3. Watermark n = (Wate rmark)

Watermark. vec.ge t( k 1);
4, Watermark n = Water mark.n k

dependingon how n is stored k is n's node number

SaveNode (n, L)

Generateone of

1. hash.put(n ew jav a.lang .Integ er( k),
2. Watermark. arr[ k 1] = n;
3. Watermark. vec.se t( k 1, n);

4, Watermark. nk = n

dependingon how n is stored k is n's node number

n;

Table 2: Translationfrom intermedate codeinstrudionsto Java.
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in particuar, the statenmentswhich link nodesnz ard n;. To getaccesgo G,'s node nz we follow the edge from G's
root node n, to n3. Thiswill work providedG, hasbeencreatedat this point. However, if we arenot doing aextraction
run (i.e. theinput seqene@in nat exactly lg; 11;:::) thenG, may not have beencreatel, and np, maybenull . Table 2
shaws several ways to proted againstnul | -pointer excegtions. It is usefil to have awhadelibrary of such protection
mecharismsto prevert attacls by patern matchng.

5.2 Futurework: Splitting the Watermark Number

Thereis an alterrative approad to increasingthe size of the watemark that can be insertedin a given program

thespeca execuion path. The problem s that during extraction all the graphs needto be fourd, which predudes us
from examining only the lastfew allocaed objectsaswasdonein Section3.7. Insteadwe may wart to producek
tracesusingk special input seqences, and embed eachsubgraph along one of the resultingspeca execttion paths.
This approach,however, will be more onerausfor the user, bath during enbedling and extraction

6 Improving Stealth

While our maingoalis to protectthe watermark from automatic mears of destuction, we would also like to protect it
against manual attackwhenever possible. If anattacler canconstrict anautomaticaralysistod thatwill pinpoint the
location of the watermark with somedegreeof accuacy (for examge, with 90% assurarce, the watemark is located
within thesel0% of the code) it may becomefeasiblefor the attacler to marually seach the demmpled program
for the watemark code. In this section we will consider three techniques for improving the stealthof our graph
watermarks.

6.1 Avoiding Global Variables

We have so far assimedthatthe roots of sulgraghsare storal in static eld s. In Figure 17(b), for examge, the roots
of sibgraphare storedin globd variablesarra y and hash . Thisis likely to be un-stealtly since programswritten in
amodernobject-aientedstyle typically cortain only afew globals. Insteagdwe would like to passroatsin the formal
paametersof methods. This meanswe aregoingto haveto nd pathsthrough the call-graphsfrom one mark() -call
to the next.

To facilitate nding the right method calls aong the special exeaution path to modify, we use the information
cdlectedduring tracing to build a precisecall-graph In the gereral case,this graph is a forestof directedacyclic
grapts. Theroat of eachDAG represetts either the mai n methal (which wasinvoked by the use)), or a mettod that
wasinvoked by the Java runtime systemin regonseto an asynchronous event suchasthe userinterading with the
grapHcal userinterface There arefour kinds of call-graph nodes:ENTER andEXIT nodesrepresentheertry into
ard retun fromamethad, ard CALL and RETURN represei the invocationof amettod. It should be notedthat, in
contrast to the corsenative call-graphsbuilt by staticaralysistods, our graphsare exact.

Figure 18 shavsthetraceforestgereraed from the tracepointsin Figure 8. Solid linesrepresemn the pathactually
taken during tracing. Dashedinesrepresentpathsalong which information canbe passeds methal argumerts.

We rst needto identify locatiors in the program wherethe structuresthat store sulgraphnodescanbe created
We call theseSorage Structures For examge, if we wantto storesubgraph roots in a vecta, we needto insertthe
code

static java.util.Vector vec = new java. util .Vector(m);
vec. setSize(m);

atalocaion where vec canbe passedon to all the locatiors in the program whereit is nealed More precisely the
code canbe placedatary cdl-forestnodethatdominatesall the mark () -nodesbeing used.Thisallows usto passthe
storaye structuresin amethad parmameterfrom the point of creation to all the chosennark() -calls. In alanguage that
(unlike Java bytecale) supports pass-ly-reference parametersa simper straegy could be used: the storagestricture
could simpy be creded at the same paint as the rst createdgraph conponent. Pass-by-refererce paametes can
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Figure 18: Thetraceforestgereratal from the tracepaointsin Figure 8.
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| bytecade | frequency]

alo ad* 29%
putf ield 10%
ast ore* 8%

new 7%

i nvoke specia | 7%
dup 7%

gets tatic 6%

i nvoke virtua | 6%
icons t*Idc 5%
ifn ull 3%
pop 2%

ret urn 2%
getf ield 2%

chec kcast 1%
goto 1%

Table3: The distribution of Java bytecaleinstructionsin gereraed graph-building code.

of course, be simuated in Java bytecoc by addng an extra level of indirection, but we believe this would be aless
stealtly sdution.

The next questionthat arises is which of the availablemak() -calls shaild be seleded for graph constriction.
To alow us to selectthe most stealtly locatiors we add weights to the nodes and edges in the call-forest. The
watermarking codethatthe CT algaithm insertsinto a program hasapproximately the distribution shown in Tale 3.
The weight of a methad that contairsamark () -cdl is cdculatedto be proportional to how similar its coce is to this
distribution.

We also have to take into accaint to which mettods it would be allowabe to add an extra storage structure
argument, ard for which methods it would be stealtty to do so. It is nat legal to charge the signature of a method
which — directly or indirectly — overridesa methdal in the Java standhrdlibrary. For examgde, we canrot chargethe
signature of action Perfo rmed in Figure 8. We must alsobe carefil nat to “hide” a methad by changing a method
signature such that spuious overloading is introducedinto the program By building the complete inheritance treeof
the programwe cancompute which arelegal sigrature changes.

Theweight of an edge from a CALL-nodeto an ENTER-nodeis computed based on the stedthinessof adding a
storaye structure argumert to the calledmettod. Thisdepends on factas swch asthe number of argumerts themethod
has andthe typesof thesearguments. In gererd, addng yet amother argumentto a method that already has several
shauld begood. Also, sincewe will be addng a pointer agument (a referenceto anarray, vector, hashtable,etc) it
is probably stealtly if themetlod alrealy hasone or more swch parametes.

We then heuristically selectthe mak() -nodesbasedon the node weight, the path weight, and the distarce
beweenmark() -nodes. Sincewe are passing storaye structuresasformalswe needto identify all the mettods that
appearin the pathbetweenthe point of creaion and the selectednark() -node. The signature of these methals are
modi ed accadingly, and all callsto thesemettods are modi ed to passthe storage structuresasactualargumentsin
addition to their existing agumerts. Callsto thesemethalswhich arenot on the pathbetweenmak() -callsare also
modi ed by adding dunmy actwals

6.2 Protecting Against Collusive Att acks

All the callsto the watemark creationmethads are inlined. Additiondly, the compete wate@marked program canbe
obfuscatedusingary seqene of SandMark's obfuscators,compli catingattacksby patterrmatching. One important
advartageof dynamicgraph waternarking is thattypical obfuscatingtransformations (reader statemats, split/mege
methods, split/mergeclas®s, etc) will have no effectonthe inseted watemark code Thisis in cortrastto mast other
software watemarking methalswhereobfuscatio after watermark embeddng will destroy the mark.
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SandMark also cortainsseveral obfuscation execuives loopsthatauomatically selectsequencesof obfuscatiny
trarsformations in a way that attemgts to maximize the anount of corfusion and minimize the amount of conmpu-
tational overheadintroduced The sequencesof transfamatiors are gereratedbasedon userinput (which parts of
the programare secuity and performancecritical), pro ling data,meaurementsof thelevel of obfuscationthatead
transformation incurs (usingsoftware conplexity metrics),ard aseedhatinitializes arancbm number geneator. This
allows usto obfuscateeachdifferertly n gemprinted versionof a program usinga different sequenceof obfuscatiny
trarsformations. As aresult,collusive attacksbecane more dif cult.

6.3 Protecting Against Pattern Matching

Figure 3 shavs how a specialclassWatermar k hasbeengereratel which is usedto createnodesin the watemarik
graph Obviously, thisis nat vely stealtly. Instead,we searchthe applicationto bewatamaikedfor a classthatclosely
resenblesthe Watermark class Ideally, the classshauld alread have one or more elds of theappopriate refererce
type.If there are several cardidateclassesve breaktiesbased on which classhasmore staticinstantiatiors. If thereis
no classwith enaigh pointer €ds, extra elds are addedto the mostappropriate class.

6.4 Futurework: Avoiding Weak Cuts

An importantpat of Venkatesn's watemarking algorithm [56] is to bind thewatermak coce (in their caseacontrol-

o w graph tightly to the application. The reasoing is that segmerts of wealdy comected code are unusualin real
programs andare easy to n d using existing graphalgorithms. To preventthis attackVenkatesaret al. connectthe
watermark codeto the application by addng a numberof bogus cortrol- o w edgesrealizal by opaque pred cates

Our currert implementationof the CT algorithm doesnot try to connectthegraph buil ding codeto theapgication.
If it is indeedthe case (as Verkatesaret al. corjecture) thatweaky comecta coce is unusual,this would leave us
opento attacksthat attemp to locateweakcutsin thecortrol- o w grgphs.

Whileit is cettainly possibleto use Venkatesars techrique to remedythis problem, there arefar easer andstealth
ier methals. Sincethe structure of the waternmark graph is known at ead point in the program we canuseit asa
souce of opaque values. For instane, a literal integer 3 in the apdication canbe replacel by conputationthat uses
thewaternark graphasinput to computethe value 3, perhgpsasa function of the path lengthfromtheroot to aleaf.

7 Evaluation

Thereis no widely aceptedmetha for measurig the strength of a softwarewatermarking algaithm. As areault,
most previous publications in this areacontainlittle or no theoretical or empgrical evalugion. While measuimg the
daa rate of anemkbkeddng is relatively straicht-forward, measurig stealthandresilienceis much harder, since this
requiresa madel of how an adversay might measue andtransfaom the watermaked program. Future work in this
areawill haveto develop ard validatesuch models Stealth,in paticular, is an elusive quartity, asary model needto
bevalidatedusinghumansibjects.

This sectioncortainsembryonic evaluationtechriquesfor stealth, datarate,and resilience. While thesetechiques
have yet to be validated we believe they are a vastimprovemert over previous attenpts, andform a solid basisfor
future study.

7.1 Stealth

Many differert de nitions of stealthare paossible. In this paperwe will de ne two possble meaaures. We saythat
an agorithm exhibits a high degree of steganographic stealthif, given accesgo a watermarking algorithm A ard a
watermarked program Py, an adwersary canna detemine if R, has beenwatemarked with A or not. We saytha an
algorithm exhibits a high degree of local stedth if, given accesdo a waternarking algarithm A anda program Py,
known to bewatermarkedwith A, anadwersary canrot determne thelocationof w within P,

In pradice, a patticular algaithm will produce stedthy marks for some host prograns, and unstealthy onesfor
others. For example, awatemarking algorithm which encodesthe watemarkin thenumber of xor instructionsin the
programis likely to be unstealtly for most hast prograns (since xor  instructions are unusual in conmon code), but
stealtly for programs that cortain cryptograplic andgraptic primitives. Our measue of stedth will therefor be based
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onauniverseU of real programs. analgarithm is deemedto have a high degree of stealth if it is stealtly for alarge
fractionof the programsin U.

Stedth is also closely relatedto datarate. For exanple, using algorithm A, a stealtty embedling of a 4-bit
watermarkin program P might be paossible,while a 5-bit embeddng might not.

De nitio n 7.11 (local stealth) Let A bea watermarkingalgorithm, b the length (in bits) of a watermak, k a secet

key, U a universe of bendimak programs,and P a programin U. LetLSa.,(P) beO if an adversay canlocate a b-bit

watermarkw emteddedin P using A and k, and 1 othewise We den e the local stealth of A with respettoU and b

as

& p2u LSan(P)
jUj

De nitio n 7.1.2 (steganographic stealth) Let A be a watermaking algorithm, b the length (in bits) of a watermark,
k a secetkey, U a universe of berchmark programs,and P a programin U. Let SSyp(P) be 0 if an adversary can
determine that B, (P watermaked with a b-bit watermark usingalgorithm A and key k) has beenwatermarked with
A, and 1 otherwise We den e the steganagraplic stealthof A with respectoU and b as

ap2u SSan(P)
juj

Deperding on the exact de nitions of LS and SSwe obtain different models of the capalility of an adwersary.
We can for example, imagne a worst-casescenaio wherre anadversay decanpiles, read, and leamsto understaral
anentireprogramin orderto locateredundart waternark coce. Or, we canimagire a scerario where an adversay
constrictsa classattackwhich computesstatic statidics of aprogramfromwhich aheuiisticdeteminesif theprogram
contairs awatermark or not.

local stealthy.(A) 1)

stego_stealtly.,(A) 2

7.1.1 Experimental Setup

We collecteda universeof 622 Javajar- les from the Intemet. The programs range in sizefrom 6 to 40858 methads.
We conjectue thatsince theseprogramscomefrom a variety of saurces, werewrittenby alarge number of program-
mers, are both applets and applications, ard are of a wide range of sizes,they, in fact, form a reasoale random
samping of red Java prograns.

For eachjar- le aset of instruction windows wascomputedby sweejing a peeplole of size 1-4 instructions over
theinstruction stream The frequercy of eachwindow (the number of timesit occuredin eachjar- le) wasrecaded.

Prior to computing thewindows, similarinstructionswereput into equivalerceclas®s. This preventsanomaliesre-
sultingfrom differen applicationsbeingcompiled with differert complers, using different code-geneationstrateies.
For example to pushthe value 2, one conmpiler might geneateicons t 2, while anadher might gererateicon st
2. Therebre, all ic onst instructions wereput in the | CONSTelass all ilo  ad instructionsin theLOAD classall
integerarithmeticinstrudionsin thelARI THclass.all brarchinstructionsin the IF class etc.

We gereratedwatemark clas®s (asin Figure 3) for uncycled Radx Graph waternarks of size4, 16, 32, and
64 hits. The graphs were sgit into three components. Instructions were put in equivalerce classesandinstruction
window frequercieswere computed for the geneatedclasses,just as for the downloadedapgications. Figure 19
shaws that instruction pattensinvolving aload andast ore instrudions are very comnon in the graph building
code.

To simuate theembkeddng of agraph watemark in anapgication, thewindow frequerciesof thewatemark class
were added to the frequendes of eachapplication. It is importantto note that this simuation is only appoximate.
Firstof all, in anactual embedding sonme windowsin the application would be brokenup by theinsertedvatemarking
code. Also, before ard/or after an actualembeddng we would typically apply code obfuscatia to increasestealth
However, since our implementdion is not completely autanatic (it requiresthe userto amotatethe code ard thenrun
it with asecre input seqierceto produceatrace),it is impracticalto producea more accuateset of windows.

7.1.2 Steganographic Stealth

For the purposeof this paper we only computed steganagraphic stealth It will be the swbject of future researcho
compareall known software watemariking algarithms (mary of themimplemerted within SandMark) with respect
to different measurs of stealth
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Figure 19: Instruction window frequenciesgereratedfor a 32-bit CT watemaik. The window size is two instructions.
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Figure 20: Steganggraplic stedth evaluatian. For eachof the 622 apgications in our benchmaik universe the graph
shaws the fraction of instruction windows which occur in the embedded 32-bit CT watemark code, but which do not
occurin the application itself.

We de ne

1 if jwindow types that occurin ab-bit watemark but not in pj <d
SSw(P) = ’ jwindow types that occur in P 3
0; othemwise

Intuitively, SS\.n(P) = 1if both P ard B, containidertical setsof window types,and O if none of the windows that
occurin CT codeoccu in P.

Figure 20 shows that if we setd = 0:1, it would be stealthy to embeda 32-bit watemark in 395 out of the 622
applicationsin our benchmark universe.

7.2 Data Rate

Figure 21 shows the runtime sizeof the differert graphstruduresas a function of the sizeof the watemalk.
We usedlinear regressons to estimatethe paranetersa, b of the best- t equation S(m) = am+ b for eachof our
erncodng methods. Here m is the number of bits in the watermak integer w, thatis, m= dg(w+ 1)e when w is
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Figure 21: Sizesof the graph asafunction of the sizeof the watemark.

ary non-negaive integer. As notedbelow, all our estimatedoaranetersarein good ageenentwith the theoretical
expedationrs for dynamic bitrate we developedin earliersectiors.

As expeded, the PPCTshave the lowed bitrate. Our regresson line is Sppa (M) = 17m+ 127. We had expectal
a bitrate of 16 bytes per bit, nat the 17 bytes per bit of this equation, however this expectationwas based on an
asynptatic appoximationthatignoredlow-orderterms. The R? metric for this regressionis 0.999, indicatirg that all
our obsenatiors are very accuately predicted by this equation andimplying that the low-order temsin the bitrate
expresson for PPCTs are almostnegligible.

Our theaeticalandysis predictedthat the bitratesof our otherthreemettods would beslowly increasingunctions
of the number of bits min thewatermak. Thiswasre ected in our experimertal data,however the nonli neaity is so
slight over therarge of our experimentationthatit is almost impercegible in our plots.

Our regressionline for the Reducible Permutation Graphis Sgpg(m) = 9:3m+ 104, shaving that RPGshave
roughly twice the bitrate of PPCTs. We seea modestamouwnt (R? = :970) of unexplained variarce. A tiny amount
of this unexplained varianceis the expectednonlineaity, but the majority is clearly visible as“noise”’ in Figure 21.
We believe this apparent noise is due to the deperdence of the size of the preamlhe of an RPG, on the value of the
watermark w being enmded asan RPG:two watemarks w with the samenumber of bits can have differing sizes of
RPGs. Our agymptotic amalysisindicatedthat the RPG sizewould vary by +/- 33% for ary given number of bits m,
however this wasan asynptotic upper bound and our expeiimerts indicatethatthe variability is perhapshalf of this
for min the range of our measvements.

Our regresson linesfor PernutationGraphsand Radix Graghsare similar, but with Radx Grapts having slightly
higher bitrate,in accodarce with our theay. We nd Spg(m) = 4:4m+ 84 ard Sx(m) = 3:4m+ 67, with R? = :991
in bath casesThe unexplainedvariancein this regresson is almostertirely attributale to the slight nonlineaiity that
waspredided by our theory,

We corrlude that PGsand RGshave sonewha more than twice the bitrate of RPGs,andthat RPGshave about
twice the bitrate of PRCTs. None of our mettods recuired more than 1.3 KB of dynarmically allocated storage to
enrbeda 64-bit watemaik.

Figure 22 shavsthe size of thegeneatedbytemde for eachof our encaling methals. We t regresson linesto this
dataset to estimatethe staticbitratesof our watermarking methods. As expected,the static bitratesare in proportion to
thedynanic bitrates: 21 codebytesper watemalik bit for PPCTs,12 for RPGs,6.3 for PGs,ard 4.9for Radx Graphs.
Ead regresson line hada modest additive “overhead tem of between77 and 150 codebytes.
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Figure 22: Sizes of the graph building bytecode asa function of the sizeof the watemark

Theamaunt of bytecod necessaryo build a graphof a particdar type of n nodesandm edges can differ dueto
the structure of the graph In patticular, the size candependon the number of edgesbetweenow-numbered nodes.
This is due to the facttha thereare two kinds of JVM store instructions: a one-byte instructionis sufcient to stae
into low-numbered local variables,but a two-byte instruction is ne@ssay to stare into high-numbered locals. This
explains the non-monotonic nature of the radix graphcurve in Figure 22.

Figure 23 shaws the size of the gereratedbytecale as a function of k, the numbe of componentsinto which the
graphis split. Our statisticalanalysis with a genearlizedlinearmockel, reveded thatthe average increasen bytecoce
sizewas22(k 1)%. Thus, for exanple, the 4.9 codebytes per waternmark bit of the Radx Graph mehod becanes
approximately6 codebytesperwatermarkbit if theRadix Graphis built up in two components(which are subseaiertly
merged ratherthanin a singe component.

The obsened linear dependernce on k is easily explained the more componentsthe grgph is sdit into, the more
extra code needsto be gereraed to merge the componentstogethe.

Waternarking with mary smallcomponertsis probably more stealtty thanusinga single conponert. However if
k is very large thenthetotal amount of watemarking code may becane large erough that anattacler may be ade to
recognize somefrequertly-repeatedpattens.

7.3 Resilience

SandMark curertly contains approximatelyforty code obfuscatos. They perfform awide variety of transfamations
on code ard data,suchas merging methods, splitti ng classessplitting arays, charging the signatue of methals,
turning scalas into objects,etc. None of thesetransfamatiors prevent extradion of a watemaik inserted by the CT
algorithm, except for the NODESPLITTER transfamation, descibed in Section 4.2. Using cycled rather than plain
graphs countersthis attack However, asshown in Figure 24, this resilierce comesat a sign cant cost: the dynamic
daarateis reducedby afacta of nine, andthe staticdaarateis reduwcedby afactorof seven.

Figure 25 shavs the overheadof apdying multiple node-splittingsto the SpedvM benchmark suite. Theseresults
shav thaton mary apgications anattacker caneasly apgy one or two node-splitswithout having to worry abaut per-
formanceoverhead Thevariarceis high, howvever. Applying two node-spits makes_228 jack a16% slower and
227 _mtrt  286% slower. Therdore, for less performance critical apgications it mayin mary cases be worthwhile
to usecycledgraphs,if thelower dataratecanbetolerated
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Figure 23; Sizeof thebytecadefor building a Radix Graph, asafunction of thenumbe of componertsinto which the
graphis split.

The BLOAT [44] bytecade optimizeris includedin the SandMark system It alsohasno effect on the succes®f
waternark extradion.

8 Discussion

Becawe sdtwarewatermakingisanew eld , mary fundanmentalissueshave yetto bereslved. From apradical point
of view, the mostimportarnt question is what constitutesa reasomabe threa-model. In this paperwe have identi ed
severaltypesof threds:

1. Distative attacls by sematics-preserving transbrmations such astrarslation, optimization, andobfuscation

2. Statisticalkttaclswhich attenptto locateawatemark by identifying ananaliesin the distribution of instructions
or conputations.

3. Cdlusive attaclks which attenpt to locatea ng erprint by comparing several differertly n geprinted copes of
aprogram

4. Cropping attackswhich remove alocaed waternmark or extractanindividual module from awatermakedapgi-
cation

5. Additive attackswhich insertnew boguswatemarks into analrealy watermarked program.

None of the methods we have presentedareimmune to all typesof attacks.EasterEgg watemaiks anddynamic
graphwatermarks are highly redlient against distative attadks, but, by their very natue, they watematk compete
applications, nat individual modules. Hence,cropping a paticulady valuade module from anapplication for illegal
rewseis likely to be a successfuattackagainstthesemettods.

Staticwatemarks, on the other hand areeasily duplicated mary timesin an application and canthus be mace
to protectindividual modules or even parts of modules. Unfortunately static watemarks are highly susceptitbe to
distative attacls.
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Figure 24: Byteade size,ard runtime heapsize,for cycledradx graphs.

Whethera statisticalattackis successfuor not will dependon the natureof the watermak, and the nature of the
application. Dynamic graph waternarks are stealtly in typicd object-ariented programswhich tend to createlarge
ard conplex hea structures. They would bevery unstealtly, andherce susceptid e to statistcal attadks, in programs
that are primarily numericalin nature. Davidsan's [19] mettod (in which a serial number is encoded in the order of
basic blocks) is aso proneto statigical attacls sincethe reaulting control o w grapts terd to appearconvoluted ard
sub-optimal.

Itis interesting to note thatthe problemswe face in sdtwarewaternmarking are oftenquitedifferentfrom thosethat
arisein watermarking meda. The reason is the uid ity of software which allows us to make quite sweeping charges
to the text of a programwithout changng its betavior. For exanple, it is quite dif cu It to protectagainsta collusive
attackon animage ng erpint, since,by their very naure, all n gemprinted copies must appearidertical. Software
watermarks do not facethis problem. We can easily protect against collusive attadks by apdying a differert setof
obfuscatingtransformations to eachdistributed copy of anapplication. Thus,conmparing several ng erprinted copies
of the same apgicationis unlikely to revealthelocation of the ngerprint, sincethetext of eachdistributedcopy will
appearcompletely differert.

For similar reasos, distortive attadks are a less sefousthreatto meda waternarks thanto software watemaiks.
A distottive attackon a meda objectis restrictedto making imperceptile charges,wherasan obfuscatia attackon
aprogramis only restrictecto preservng its sermantics.

8.1 SandMark and JavaWiz

The rst implementaion basedon the CT algaithm wasJavaWiz [3]. This section cortraststhe SandMark imple-
mentationwith thatof JavaWiz.

The JavaWiz implemenationis unkeyed In the SandMark implemertation a particdar input sequerce senes
asakey forembeddng and is requiredfor watermak extraction User amatation of the souce programis required to
make the waternark input-deperdert.

Both implemertatiors embed anarhitrary bit stringasthewatemark treatirg it asasingle large integer. Javawiz
requirestheinput of aninteger, SandMark accefs eitheraninteger or anarktrary text string

JavaWiz enmdesthewatemalk in a PlantedPlare Culic Tree(PPCT).SandMark offersa choiceof four ercod
ings,including PPCT. SandMark also offersanoptionto usea”cycled graph” encading (of ary of its representatiors)
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Figure 25. Overheadof apdying seqence of node-splittings to the SpecJVM berchmark suite. Theja vac bench
mak wasexcluded sinceit currently fails onthe NODESPLITTER obfuscatia.

asadefenseagninst node-splitting attacks.

SandMark generatesseveral code fragnerts which areinserted at userspeci ed locatiors. Code gereratim re-
guiressore careto alow thesegmentsto be executedout of order JavaWiz constructsthegraph in asinge seqence.

JavaWiz usesa user-speci ed classfor graph nodes. SandMark attemits to deduceone auomdically.

Both implementatios requre accesso portions of the souce coce of the tamget application SandMark for
amoatating,ard JavaWiz for maodi cation.

Both implementatinsrely onfeatuesof the Sun refererceimplementation of the Javalanguage. SandMark uses
JDI tracing facilities as part of both the embedding ard recovery stages. JavaWiz usesthe heg dump facility to
recover a constrictedwaternark.

Both implementations geneaterelatively straichtforward code under the assunption that it will be subseaertly
obfuscated.

9 Summary

Software watermaking emkeds anidentifying valuein a program. Theided watemarkis easly extractablewith a
key but dif cu It to detectothemise. It imposeslittle programoverheadandis robust againstawide variety of program
trarsformatians.

Mostsoftware watermarks arestatic: They areapgied to, anddetectedin, anexecuable binary le. In this paper
we have descritedthe CT algorithm, where a dynamic watermark is encadedby a graph thatis built during program
execuion. Gragh constrictionis drivenby aspeci ¢ input seqierce thatsenesasthe key. A dynamic waternark is
much harderto detectthanastatic watemarkandis alsomuch more robustagainsttransfamationssuch asobfuscatio
ard optimization

The CT waternarking schene hasbeenimplemertedin the SandMark package a large collection of tools for
modifying Java programs. The SandMark implementation provides several options for con guring the watermark,
including a choice of grgph enmdings. User amatation of the target program speci es the depencernce on program
input andthe locations for code insetion. Incomoration of waternmarking aspatt of SandMark allows obfuscatiam
after mod cation.
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We have explored tradenffs among graph encodngs and watemarik sizesandevaluatedtheir effects on code size
ard memay requrements.We have measued executian-time overheadand found areal but not impractical increase.
We have presenteca modd for meaauring the stealthof a softwarewatermark andfound that the code introducedby
the CT agorithm is stedthy for alarge fraction of real Java prograrns.

We testd the CT watermak' sresilien@ againstSandMarks suite of obfuscates, andfound it invulnerable to all
but node splitti ng. This somewhatcostly obfuscationis in turn overcane by useof a more redundart grapherncodng.

TheSandMark packagein which CT hasbeenmplemenedcanbedownloadedromsand mark. cs.ar izona.
edu.

Acknowledgments: We thark Edward Carter, Andrew Huntwork, KamleshKantilal, and JasvirNagra for imple-
mentationassisarce.
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A An Example

Figure 26: Screershot of SandMark recoqnizing the watermark " WILDCATS" in atic-tac-tce application. The user
has ertered the secet input seqerce (clicking X-O- X along the diagond) The bottom paneshaws the recoquized
graph
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