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Abstract

Watermarking embedsa secret messageinto a cover message. In media watermarking the secretis usually a
copyrightnotice andthe cover a digital image. Watermarking an object discouragesintellectual property theft, or
whensuch theft hasoccurred, allowsus to prove ownership.

The SoftwareWatermarking problemcanbe describedasfollows. Embed a structureW into a programP such
that: W canbereliably locatedand extracted from P even afterP hasbeensubjectedto codetransformationssuch
astranslation, optimizationand obfuscation;W is stealthy; W hasa high datarate;embedding W into P doesnot
adversely affect theperformanceof P; andW hasamathematicalproperty thatallows usto arguethat its presencein
P is theresult of deliberate actions.

In thispaperwedescribeasoftwarewatermarking techniquein which adynamicgraphwatermark is storedin the
execution stateof aprogram.Becauseof thehardnessof pointeraliasanalysissuch watermarksaredif�cult to attack
automatically.

1 Intr oduction

Steganography is theart of hiding asecretmessageinsideahost(or cover) message. Thepurposeis to allow two parties
to communicatesurreptitiously, without raisingsuspicionfrom an eavesdropper. Thus, steganography and cryptog-
raphy arecomplementary techniques:cryptography attempts to hide the contents of a message while steganography
attempts to hide the existence of a message. History providesmany examplesof steganographic techniquesusedin
themilitary andintelligencecommunities. For example, secretdispatcheshave beensentusinginvisible ink, hidden
tattoos,microdots,etc.

Steganography—in the formof mediawatermarking and �n gerprinting—hasalsofound commercial applications.
In image watermarking a copyright notice that identi� esthe intellectualproperty owner is imperceptibly embedded
into the hostimage.Webspidershavebeenconstructedthat trawl theInternet for watermarkedimagesthat havebeen
usedwithout permissionfrom their copyright owner. In media �ng erprinting a customer identi�er (such asa credit
card number) is embeddedinto thehost. This allows theintellectual property owner to tracetheoriginal purchaserof
a piratedmedia object.

Mediawatermarking algorithmshave beendevisedfor many different host types, including images,audio, video,
and text [9]. Algorithmstypically exploit limitationsin thehumanperception system.Audio watermarks, for example,
canbe hiddenin short echos which humanshave dif� culty detecting. Many attacks againstmedia watermarks have
alsobeen constructed. StirMark [48], for example, is ableto defeatmany image watermarking schemesby applying
sequencesof image transforms.
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Our interestslie in the watermarking of software. Conceptually, a software watermarking system consists of
functions

embed(P;w;key) ! Pw

extract(Pw;key) ! w

recognize(Pw;key;w) ! [0:0;1:0]

attack(Pw) ! P0
w

whereembed transforms a program P into Pw by embedding the watermark w using the secret key key and extract
extractsw from Pw. In non-blind watermarking systems extract is replacedby a recognizefunction that returns the
likelihood thataparticular watermarkoccurs in P. Theattack function attemptsto destroy thewatermarkembeddedin
Pw such that extract(P0

w;key) 6! w. In otherwords,attack modelsthecapabiliti esof asoftwarepiratetrying to remove
a watermark from aprotectedprogramprior to illegally redistributing it.

This papermakesthefollowing contributions:

� We present the �rst complete implementation of a dynamic software watermarking algorithm (known as the
Collberg-Thomborson (CT) algorithm) for Javabytecode.

� We introduceseveral techniquesfor improving thestealthof the introducedwatermarkcode,thedatarateof the
embedding, and the resilienceof the watermarkagainstautomaticattacks.

� WeevaluatetheCT algorithm with respect to stealth,datarate,andresilienceto attack. This is the�rst software
watermarking algorithm whichhasbeenevaluatedto this level of detail.

The remainder of the paperis structured as follows. In Sections 1.1 through 1.5 we discusswatermarking in
general, attacks on watermarking systems,the ideas behind the CT watermarking algorithm, and the designof the
SandMark software protection research tool in which CT has beenimplemented. In Section2 we present an infor-
mal classi�catio n of softwarewatermarking algorithms, discuss attacks against softwarewatermarks, andreview the
previous literature. In Section 3 we presentthe basic implementation of the CT algorithm. In Sections 4, 5, and 6
we discussmethods for improving the resilience, bit-rate, and stealthof thealgorithm, respectively. In Section 7 we
empirically evaluate thealgorithm, in Section8 we discussour �n dingsand in Section9 we summarize.

1.1 Attacks on Watermark ing Systems

Thestrength of any steganographic systemis afunctionof its datarate, stealth, and resilience. Thedatarateexpresses
thenumber of bits of hiddendatathat canbe embeddedwithin each kilobyte of cover message, the stealth expresses
how imperceptible the embeddeddatais to an observer, and theresilienceexpressesthehiddenmessage's degreeof
immunity to attackby an adversary. All steganographic systemsexhibit a trade-off betweenthesethreemetricsin that
a high datarateimplies low stealthandresilience. For example, the resilienceof a watermark can easily be increased
by exploiting redundancy (i.e. including it severaltimesin thehostmessage) but this wil l resultin a reduction in data
rate.

To evaluate the quality of a watermarking schemewe must also know how well it stands up to different types
of attacks. In general, no steganographic schemeis immune to all attacks, andoften several techniqueshave to be
employedsimultaneously to attaintherequired degreeof resilience. In [9] Bender writesabout mediawatermarking:
“. . . all of the proposedmethods have limitations. The goal of achieving protectionof large amounts of embedded
data against intentional attemptsat removal may be unobtainable.”

To ill ustratetheseconceptswe will assume the following scenario. Alice watermarks a host objectOwith water-
mark W and key K , andthensellsO to Bob. BeforeBobcansell Oon to Douglashemustensure that thewatermark
has beenrendereduseless, or elseAlice will be ableto prove that her intellectual property rights have beenviolated.
Figure 1 shows thethreeprincipal kinds of attacksBobcanlaunchagainst the watermark:

subtractive attack If Bob candetectthe presenceand (approximate)locationof W , he may try to crop it out of O.
An effectivesubtractive attackis onewherethecroppedobject hasretainedenough original content to still be
of value to Bob.
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(a)At 1
 Alice createsa watermarkedobjectO0, by adding wa-
termark W using key K to heroriginal objectO. At 2
 Bob
stealsa copy of O0and Charlesextractsits watermark using
K to show thatO0 is ownedby Alice.
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(b) 2
 shows aneffective subtractiveattack, whereBob successfully
removesW fromO0. 3
 showsaneffectiveadditive attack,where
Bobaddsnew watermarksW1 and W2 to make it hard for Charles
to prove thatW isAlice'soriginal watermark. 4
 showsaneffec-
tivedistortiveattack,whereBobtransformsO0(andW ) to makeit
dif �cu lt for Charlesto detector extractW . At 5
 Charlesattempts
to extractW fromthedistorted object,andeitherfailscompletely
or getsa distortedwatermark.

F1

F2

F3

O1

O2O
1


K
O3

2

O0

(c) At 1
 Alice creates several versions of O, eachwith a different �n-
gerprint (serial-number) F . 2
 shows a collusiveattack, where Bob
is able to remove the� ngerprint by comparing O1, O2, and O3.

Figure1: Attackson watermarking systems.
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distort ive attack If Bob cannot locateW and is willin g to accept some degradation in quality of O, he canapply
distortive transformationsuniformly over theobjectand, hence,to any watermark it may contain. An effective
distortive attackis one whereAlice canno longer detectthe degradedwatermark, but thedegradedobjectstill
hasvalueto Bob.

additive attack Finally, Bobcanaugment Oby inserting hisown watermarkW 0(or severalsuchmarks). An effective
additive attack is one in which Bob's mark completely overrides Alice's original mark so that it canno longer
be extracted,or where it is impossibleto detectthat Alice'smark temporally precedesBob's.

Alice might, in some cases,be able to tamperproof her objectagainstattacks from Bob. Tamperproo� ng is any
techniqueusedby Alice speci� cally to render de-watermarking attacks ineffective.

Mostmedia watermarking schemesseemvulnerable to attackby distortion. For example, imagetransforms(such
ascropping and lossy compression) will distort animage enough to rendermany watermarksunrecoverable [5, 47].

1.2 Attacks on Fingerpr inting Systems

Fingerprinting is similar to watermarking, except a different secret messageis embeddedin every distributedcover
message. This may allow us not only to detect when theft hasoccurred, but alsoto tracethe copyright violator. A
typical �n gerprint would include vendor, product,andcustomeridenti�cation numbers.

Fingerprinting objectsmakesthemvulnerableto collusive attacks. As shown in Figure 1(c), anadversary might
attempt to gain access to several �ng erprinted copiesof an object, compare themto determine the locationof the
�ng erprints,and, asa result,beableto reconstruct theoriginal object.

1.3 SoftwareWatermarking

Our interest is the watermarking and�ng erprinting of software. Although much hasbeen written about protection
against software piracy [4, 30, 28, 54, 31, 34, 38], software watermarking is an area that has received very little
attention. This is unfortunatesince software piracy is rampant. A sizeable fraction, estimatedat 39% with a valuation
of 13 billi on dollars,of businessapplicationsoftwareis installedannually without a license[BSA2003,Malhotra94]

There are threemain issuesat stake whendesigning a softwarewatermarking technique:

requir ed data rate How large is thewatermark or �ng erprint comparedto thesize of the program?

form of cover program Will the program be distributed in a typed architecture-neutral virtual machine code or an
untypednativebinarycode?

expected threat-model Whatkindsof de-watermarking attackscanwe expectfromBob?

There are also logistic issues that need to be addressed.For example, how do we generate and distribute a large
numberof uniquely �ng erprintedprograms,andhow do wehandlebug-reports for these?Thispaperwill ignoresuch
complications.

In this paper we will assume thatAlice'sobjectO is anapplication distributedto Bobasa collection of Java class
�les. As we shall see,watermarking Java class�les is at thesametime easierand harder thanwatermarking stripped
native object code. It is harder becauseclass � les aresimple for an adversaryto decompile [50] andanalyze. It is
easier becauseJava'sstrong typing allowsus to rely on theintegrity of heap-allocateddatastructures.

Finally, we will assumea threat-model consisting primarily of distortive attacks,in the form of various types
of semantics-preserving codetransformations. Ideally, we would like our watermarks to survive translation (such as
compilation, decompilation, and binarytranslation[16]), optimization, compression [20], andobfuscation [14,15, 13].

Basedon theseassumptions, we will examine various software watermarking techniquesandattempt to answer
thefollowing questions:

� In whatkind of languagestructure should the watermarkbe embedded?

� How do we extractthewatermark andprove that it is ours?

� How do we preventBob from distorting the watermark?

� How doesthe watermark affect theperformanceof the program?
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Figure 2: Overview of the CT algorithm.

1.4 TheCT Algorithm

The CT software watermarking algorithm is a dynamic algorithm. Theideais that rather thanembedding the water-
mark directly in thecode of the application, code is embedded thatbuilds thewatermark at runtime. The algorithm
assumes a secret key K which is necessaryto extract the watermark. K is a sequence of inputs I0; I1; : : : to the
application.

Theembedding and extractionprocessesare illustrated in Figure2. ThewatermarknumberW is embeddedin the
topology of a graph G; thegraph is split into severalcomponents G1;G2; : : :; eachGi is convertedinto Java bytecode
Ci thatbuilds it; andeachCi is embeddedinto theapplicationalongtheexecution paththat is takenon thespecialinput
I0; I1; : : :. During extraction the watermarked applicationis run with I0; I1; : : : asinput, thewatermark graphgetsbuilt
on the heap,thegraph is extractedandthe watermarknumber is recovered.

Thereareseveral motivationsfor thisdesign. Firstof all, becauseof pointeraliasingeffectsit is dif� cult to analyze
codethatbuildsgraph structures[23, 52]. Thus it would bedif� cult for anattacker to statically analyzeawatermarked
programto look for code that builds a watermark graph or to destroy the graphusingsemantics-preserving transfor-
mations. Second, object-orientedprograms typically contain a large number of the typesof operationsnecessary to
build a graph, namely object allocations andpointer assignments. Thus the code that gets inserted is likely to �t in
with surrounding code. Third, since a large graph canbe split into an arbitrary number of components that canbe
spreadover theentire program, it should bepossibleto stealthilyembedlargewatermarks. Fourth, and �nally , since
thewatermark is datarather thancodeit should be easierto tamperproof. If thewatermark graph is selectedto have
a particular property (suchas being planar, having a certain diameter, etc.) codecanbeinsertedto test this property.
This is in contrast to static codewatermarks for which tamperproo� ng requiresthecodesegment of the executable to
beexamined.This is dif �cu lt to do stealthily.

Figure 3 showsasimple exampleof a what a programmaylook like after having beenwatermarked. The original
program Simple is modi�ed into Si mple_ Wsuch that when run with the secret input argument " World" the
watermarkgraphis built on theheap. In a typical implementationSimple_W andWatermark would beobfuscated
to prevent attacksby patternmatching.

Palsberg etal. [46] present the�rst implementation of theCT algorithm. Wecomparetheir implementationto ours
in Section8.1.

1.5 SandMark

SandMark [11] is a tool for doing research on software protectionalgorithms. Thegoal is to provide an infrastruc-
ture for implementing andevaluating algorithms for code obfuscation, softwarewatermarking, andtamperproo�ng .
SandMark currently contains implementations of forty code obfuscation algorithms and fourteenwatermarking al-
gorithms. It alsosupports various reverse engineering tools such asa slicer, a bytecode differ [8], and a bytecode
viewer. Thesecanbeusedto aid manual attacksagainst software protection algorithms. A number of software com-
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� �
pub l i c c l ass Si mpl e f

st a t i c voi d P( St r i ng i ) f
System . out . p r i n t l n ( ” Hel l o ” + i ) ;

g
p ub l i c st a t i c voi d mai n ( St r i ng ar gs [ ] ) f

P( ar gs [ 0 ] ) ;
g

g
� �

+� �
pub l i c c l ass Simple W f

st a t i c voi d P( St r i ng i , Watermark n2 ) f
i f ( i . equal s ( ” World” ) ) f

Watermark n1 = new Watermark ( ) ;
Watermark n4 = new Watermark ( ) ;
n4 . edge1 = n1 ;
n1 . edge1 = n2 ;
Watermark n3 = ( n2 ! = n u l l ) ?n2 . edge1 : new Watermark ( ) ;
n3 . edge1 = n1 ;

g
System . out . p r i n t l n ( ” Hel l o ” + i ) ;

g
pu b l i c st a t i c voi d mai n ( St r i ng args [ ] ) f

Watermark n3 = new Watermark ( ) ;
Watermark n2 = new Watermark ( ) ;
n2 . edge1 = n3 ;
n2 . edge2 = n3 ;
P( args [ 0 ] , n2 ) ;

g
g

c l ass Watermark ex t ends j ava . l ang . Obj ect f
p ub l i c Watermark edge1 , edge2 ;

g
� �

Figure 3: Example of a trivial classbeforeandafter beingwatermarkedwith the CT algorithm.

plexity metrics[27, 35, 40, 45, 25, 29] areprovided for measuring theeffect of code obfuscation andwatermarking
algorithms.

SandMark worksonJavabytecode.A typical codeobfuscation algorithm, for example,wil l readaJava jar-�le (a
collectionof class�les ) asinput andproducea modi�ed jar-� le asoutput.

SandMark is designed usinga plug-in style architecture andsupports a number of useful staticanalyses(class
hierarchy, control-�o w, call graph, def-use, stack-simulation, liveness,etc.) simplifying the development of new
software protection algorithms. SandMark relieson BCEL [1] for bytecode editing, DynamicJava [2] for scripting,
and BLOAT [44] for codeoptimization. SandMark is currently approximately120,000 linesof Java codeof which
approximately10,000 linescomprises theCT implementation.

TheCT algorithm that will bedescribedin this paperhasbeenimplementedwithin SandMark. It canbedown-
loadedfromhttp:/ /sand mark.c s.ari zona.e du. Appendix A showsascreenshot of SandMark recognizing
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a CT watermark.

2 Techniquesfor SoftwareWatermark ing

Static Watermarks arestored in the application executable itself. In a Unix environment this is typically within the
initialized datasection (where static strings are stored), the text section(executable code), or the symbol section
(debugging information) of the executable. In the caseof Java, information could be hidden in any of the many
sectionsof theclass�le format: constant pool table,method table, line number table, etc.

Static Data Watermarks are very common sincethey are easy to construct and extract. For example, several
copyright noticescaneasilybe extractedfrom the Netscape 4.78binary:

> stri ngs / usr/l ocal/b in/ne tscap e | gr ep -i copy right
Copyri ght ( C) 1998 Net scape Communicat ions Corpo ration .
Copyri ght ( c) 1996, 1997 VeriSig n, Inc .

Mediawatermarksarecommonly embeddedin redundantbits,bits which wecannot detectdueto theimperfection
of our human perception. Static CodeWatermarkscanbeconstructed in asimilarway, sinceobjectcodealsocontains
redundant information. For example, if thereare nodataor control dependenciesbetween two adjacentstatements S1
and S2, they canbe � ippedin either order. A watermarking bit could thenbe encoded in whether S1 and S2 arein
lexicographic orderor not.

Dynamic Watermarks areextractedfrom a program's execution staterather than from the program code or data
itself. They were �r st introducedin [12]. The ideais thatin order to extracta watermark from anapplication it is run
with aspecialinput sequenceI =I 1� � �Ik which makesit enterastatewhichrepresents thewatermark. I canbethought
of asasecret key known only to the ownerof thesoftware and unlikely to occurnaturally.

Dynamicwatermarking methods differ in which part of theprogramstatethe watermark is stored, and in the way
it is extracted. Whenthe special input sequenceis entered, Dynamic Easter Egg Watermarks perform some action
that is immediatelyperceptible by the user, making watermark extractiontrivial. Typically, the code will displaya
copyright messageor anunexpectedimage on thescreen. For example, entering the URL pabout:m ozilla q in the
Net scape 7.01 browserwill makeamessagepAnd t he beast shall be made leg ion. [] q appear.

Dynamic Execution TraceWatermarks areextractedfrom the trace (either instructions or addresses, or both) of
the program asit is being run with a particular input I . The watermark is extractedby monitoring some (possibly
statistical) propertyof theaddresstrace and/or the sequence of operatorsexecuted.

Dynamic Data Structure Watermarksare extractedby examining thecurrentvaluesheld in the watermarkedpro-
gram's variables, after the end of the special input sequencehas beenreached. This can be done using either a
dedicatedwatermark extractionroutine which is linked in with the executing program, or by running the program
under adebugger.

2.1 Attacks Against SoftwareWatermarks

No known software watermarking method is completely immune to attack.In the worst case anadversarycanstudy
theinput/output behavior of thewatermarkedapplicationandcompletely rewrite it, sansthemark. Wedo not consider
this a reasonableattack. We would, however, want thewatermark to survive attacks by translation, optimization, and
obfuscation, sincetools thatperform suchoperationsarereadily available [22, 21, 16, 44, 11] andcanbeused by even
themost unsophisticated attacker.

Staticdatawatermarksarehighly susceptible to distortiveattacksby obfuscation. In thesimplestcase, anautomatic
obfuscatormight breakupall strings(andotherstaticdata)into substringswhich arethenscatteredovertheexecutable.
This makes watermark extractionnearly impossible. A more sophisticatedde-watermarking attackwould convert all
staticdata into a program that produces the data[14].

Many code obfuscationtechniques [14, 15] will successfullythwart the extractionof code watermarks. Since
software is sucha �u id medium it is easyto devise transformationswhich will destroy just about any structureof a
program. Figure4(a) showssome of the basic code transformationson which code obfuscationscanbebuilt:

� A language construct canbesplit or two constructscanbemerged. For example, anarray or a method canbe
spli t into two halves, or two modulesor two integervariablescanbemergedinto one.
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(a)Basic code obfuscationtransformations.
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(b) Example showing how simple obfuscatingtransformationscanbecombined.

Figure4: Obfuscation attacksagainst software watermarks.

� Thedimensionalit yof aconstruct canbeincreased or decreased. For example,anarraycanbefoldedor �attened.

� The nesting level of a construct canbe increasedor decreased.For example, the complexity of a method can
be increasedby turning a single loop into a loop nest,or a scalar variable canbe boxed into a heap-allocated
variable.

� A level of indirectioncanbe added, for exampleby turning astatic method into a virtual method.

� Language constructssuchasmethods,variables,and classescanbe renamed.

� A compound languageconstruct can be reordered. For example, two adjacent statements without data-or
control-dependenciescanbeswapped.

� A language construct canbe cloned. For example, a method canbe duplicated,eachclone canbe differently
obfuscated, and different callscanbe madeto invoke the differentclones.

Most current commercial code obfuscators only perform name obfuscation. SandMark, however, supports a full-
�edgedobfuscation enginewith transformationsthat affect control-� ow, classes, methods,and data-structures.

While eachindividual obfuscationmay only add a small amount of confusion, transformationscanbe cascaded,
asshown in Figure4(b).

Figure 5 shows the resultof applying a sequenceof obfuscating transformationsto a simple program. Thetrans-
formations wereperformed automatically by the SandMark tool and the resultingprogram was decompiled using
Ahpah'sSource Again decompiler. Thetransformationsapplied were:

1. booleansplitting (a boolean variable is split into two small integer variables);
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� �
pu b l i c c l ass C f

st a t i c i n t gcd ( i n t x , i n t y ) f
i n t t ;
wh i l e ( t r ue ) f

bool ean b = x % y = = 0;
i f ( b ) r et ur n y ;
t = x % y ; x = y ; y = t ;

g
g
pub l i c st a t i c voi d main ( St r i ng [ ] a) f

System . out . p r i n t ( ” Answer : ” ) ;
System . out . p r i n t l n ( gcd ( 100 ,10) ) ;

g
g

� �

+T
� �
pub l i c c l ass C f

st a t i c Obj ect get 0 ( Obj ect [ ] I ) f
I n t eger I 7 , I 6 , I 4 , I 3 ; i n t t9 , t 8 ;
I 7=new I n t eger ( 9 ) ;
f or ( ; ; ) f

i f ( ( ( I n t eger ) I [ 0 ] ) . i nt V al ue ( )%( ( I n t eger ) I [ 1 ] ) . i nt V al ue ( )==0)
f t 9 =1; t 8 =0; g el se f t9 =0; t8 =0;g

I 4=new I nt eger ( t 8 ) ;
I 6=new I n t eger ( t 9 ) ;
i f ( ( I 4 . i nt V al ue ( ) ˆ I 6 . i nt V al ue ( ) ) ! = 0 )

r et ur n new I n t eger ( ( ( I n t eger ) I [ 1 ] ) . i nt V al ue ( ) ) ;
el se f

i f ( ( ( ( I 7 . i nt V al ue ( ) + I 7 . i nt V al ue ( ) � I 7 . i nt V al ue ( ) ) %2! =0) ?0: 1) ! =1)
r et ur n new I nt eger ( 0 ) ;

I 3=new I n t eger ( ( ( I n t eger ) I [ 0 ] ) . i nt V al ue ( )%( ( I n t eger ) I [ 1 ] ) . i nt V al ue ( ) ) ;
I [ 0] =new I n t eger ( ( ( I nt eger ) I [ 1 ] ) . i nt V al ue ( ) ) ;
I [ 1] =new I n t eger ( I 3 . i nt V al ue ( ) ) ;

g
g

g
pub l i c st a t i c voi d main ( St r i ng [ ] Z1 ) f

System . out . p r i n t ( ( St r i ng ) Obf uscat or . get0 (
new Obj ect [ ] f ( St r i ng ) new Obj ect [ ] f

” nu00ABnu00CDnu00ABnu00CDnuFF84nu2A16nu5D68nu2AA0nu388Enu91CFnu5326nu5604”
g [ 0 ] g ) ) ;

System . out . p r i n t l n ( ( ( I n t eger ) get0 ( new Obj ect [ ]
f ( I n t eger ) new Obj ect [ ] f new I n t eger ( 100) ,new I n t eger ( 10) g[ 0] ,
( I n t eger ) new Obj ect [ ] f

new I n t eger ( 100) , new I nt eger ( 1 0 ) g [ 1 ] g ) ) . i nt V al ue ( ) ) ;
g

g
� �

Figure 5: Obfuscationexample.
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2. basic block splitting (a bogus branch protectedby an opaquely falsepredicate [15] (q+ q� q) mod 2! = 0 is
inserted);

3. stringencoding (thestring "An swer: " is encodedinto an unintelligible string which getsdecodedatruntime);

4. scalar promotion(integer variablesare convertedto jav a.lan g.Inte ger boxedintegers);

5. signature uni�c ation (every method in the programis given the sameObjec t[] signature,where possible);

6. nameobfuscation (gcd is renamedget 0).

It is obviousthat many obfuscating transformations add annon-trivial amount of overhead. It may therefore well
be the casethat while a certainsequence of transformations would obliteratea particular watermark, the resulting
de-watermarkedprogramwould betoo slow or too large to have any valueto theattacker. The goal of softwarewa-
termarking researchis to designmarking algorithmsthatwill be robust against semantics-preserving transformations
that addan acceptable (to the attacker) amount of overhead. This is similar to the situation in image watermarking
whereobliteratinga watermark by blurring the imagebeyond recognition is not consideredaviable attack.

Themainproblemwith EasterEgg watermarks is thatthey seemto be easyto locate.There are evenseveral web-
siterepositories of suchwatermarks [43]. Unlesstheeffects of theEasterEgg are really subtle (in which case it will
behard to arguethat they indeed constitutea watermark and are not theconsequenceof bugs or random programmer
choices),it is often immediately clearwhen a watermark hasbeenfound. Once the right input sequencehasbeen
discovered, standard debugging techniqueswill allow us to tracethe locationof thewatermark in theexecutable and
then remove or disable it completely.

Datastructure watermarks have some nice properties. In particular, sinceno output is ever produced it is not
immediatelyevidentto anadversary whenthespecial input sequenceI hasbeenentered. This is in contrastto Easter
Egg watermarks,where,atleastin theory, it wouldbepossible to generateinput sequencesatrandom andwait for some
“unexpected” output to be produced. Furthermore, since the extraction routine is not shipped within an application
that hasbeenwatermarkedusing adatastructurewatermark (it is linkedin during watermark extraction), there is little
informationin theexecutable itself asto wherethewatermark maybelocated.

2.2 SoftwareWatermarking Algorith ms

Many simple watermarking algorithmshave beenbasedon reordering language constructs to embedthewatermark.
For example,by reordering thebranchesof anm-branchcase-statementwecanencodelog2(m!) � log2(

p
2pm(m=e)m) =

O(mlogm) watermarking bits:
� �

swi t ch ( E) f
case 1 : f � � �g
case 5 : f � � �g
case 9 : f � � �g

g
� �

)
� �

sw i t ch ( E) f
case 5 : f � � �g
case 1 : f � � �g
case 9 : f � � �g

g
� �

A similar ideaisusedin the� rst publishedstaticcodewatermarking algorithm, duetoDavidsonandMyhrvold [19].
The ideais to embed a watermark by rearranging theorder in which the basic blocks of a control-�o w graph(CFG)
arelaid out in theexecutable.SeeFigure 6(a) which shows how a watermark is encodedin thebasicblock sequence
hB5;B2;B1;B6;B3;B4i . Like all otheralgorithmsbasedon reorderingthis oneis trivial to attackby randomly reorder-
ing the basic block layout of the program.

Qu andPotkonjak [51] propose to embed thewatermark in the register allocation of a program. Like all software
watermarking algorithms basedon renaming structures of the program this algorithm is very fragile. Watermarks
typically do not evensurvive decompiling andthen recompiling the program. This algorithm alsosuffersfrom a low
bit-rate[42].

Stern et al. [55] present an algorithm which usesa spread-spectrum technique to embed the watermark. The
algorithm embedsthe watermark by changing the frequenciesof certain instruction sequences,replacing them by
differentbut semanticallyequivalent sequences.A codebook givesequivalentinstruction sequencesthatcanbeused
to manipulate code frequencies. This algorithm is resilient to semantics-preserving transformations that only affect
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the high-level structure (suchasthe class-hierarchy andcall-graph) of a program. However, it canbe defeatedby
obfuscations that modify data-structuresand data-encodingsand many low-level optimizations [53]. SeeFigure6(b).

Moskowitz [39] describesadatawatermarking method in which thewatermark is embeddedin animage(or other
digital media suchasaudio or video) using oneof themany mediawatermarking algorithms. This imageis thenstored
in thestaticdatasection of the program. See Figure 6(c).

Arboit' s [6] algorithm embedsthewatermark by adding special opaque predicatesto the program. Extraction is
doneby pattern-matching on the opaquepredicates,andhenceattacksby pattern-matching are easily constructed.

Monden'salgorithm [37, 36] addsabogusmethod to theapplication. Thebogusmethod isguardedby analways-
falsepredicate,where the predicatemay be generatedfrom a programmer's assertion statement. The watermark is
encodedsteganographically in theopcodesand operandsof thestatic code in thebogusmethod.

Pieprzyk [49] describes a digital-rights management schemefor software, with two alternative methods for wa-
termarking. The �r st alternative is to embedthewatermark signal in the choice of synonyms for short sequencesof
instructions, similarly to Sternet al. [55]. Pieprzyk notesthat this method is weakagainst adversaries who make a
“randomselectionof variants for eachinstruction.”

Venkatesan's [56] algorithm constructs a CFG whosetopology embeds the watermark number. This watermark
CFG is attachedto an existing CFG by adding boguscontrol-� ow edgesusing opaquepredicates. In order to be able
to extractthe watermark, basicblocks that belong to the watermarkgraphare marked. SeeFigure 6(d).

Cousot and Cousot [17] describe a watermarking process, in which the watermark is recognizable by a static
analysis of program semantics in a secret model. The embedding key is a series [n1;n2; :::;ni ] of relatively prime
positive integers.The watermark c is any integer in therange0::P ini � 1. It is embeddedasa seriesof residuesci =
c mod ni, computedin loops,wheretheseci areconstant in thesecret semantic model usedfor watermarkrecognition.
In thestandardexecution model, the valuesci arenon-constant and may closely resemble thepseudorandom variates
usedin stochastic numerical computations such as Monte Carlo estimation algorithms. The watermark recognition
process is essentially the static analysisdoneby anoptimising compiler to recognize constant assignments in loops.
This is a promising method in staticdatawatermarking, however anattacker may be able to recognize the watermark
data in commonly-occurring programs, becauseof its useof unusually complex literal constants. In a survey of 600
Java programs, we found that 92%of all literal integers are 2k or 2k + 1, sothewatermarking method of Cousotand
Cousot would be non-stealthy in suchprograms.We see promisein this method, becauseit is not dif �cu lt to devise
a method to hide arbitrarily-complex literal constants in secret,non-standard semantics for commonly-occuring code
sequencesin Java. Thesecretdetectionsemanticsfor theCousot andCousotwatermark must, however, remain simple
if it is to be persuasive evidencein favour of the embeddedwatermark. Otherwisethe attacker may construct an
alternative secret semanticswhich fraudulently detectsanarbitrary, non-existent watermark.

Many of thesealgorithmshave beenimplementedwithin theSandMark framework.
Palsberg et al. [46] present adynamic watermarkerbasedon theCT algorithm. In thissimpli� edimplementation,

thewatermark is not dependenton a key input sequence, but is constructedunconditionally. The watermark value is
representedasaplantedplanarcubic tree(PPCT)graph. Queriesapplied to thePPCTcanbeusedasopaquepredicates
for obfuscation or tamperproo�ng. The CT algorithm wasfound to be practicalandrobust.

2.3 Tamperproo�ng Watermarks

Our experience with obfuscationtells us that all static structures of a program can be successfullyscrambled by
obfuscatingtransformations. And, in cases where obfuscation is deemedtoo expensive, inlining andoutlining [14],
various formsof loop transformations[7] andcodemotion areall well-known optimizationtechniquesthatwill easily
destroy staticcode watermarks.

Moskowitz [39] describeshow their softwarewatermarking method(which embedsthewatermark within animage
included with theapplication) canbe tamperproofed. The ideais to alsoembedan“essential” pieceof code within
the image. This code is occasionally extractedand executed, making the program fail if the image(and hencethe
watermark) hasbeen tampered with (for example by the StirMark [48] suiteof imagetransforms). Unfortunately,
generatingandexecuting codeon the� y is unusual and unstealthy behavior for most applications.See Figure 6(c).

A further complication is the dif �cu lty of tamperproo�ng code watermarks against thesetypesof semantics-
preserving transformations. This is particularly true in Java,since,for security reasons,Java programsare not ableto
inspecttheir own code. In otherwords,in Javawecannot write pif (inst ructi on #99 != " add") die() q.
Evenin languageslike C wherethis is possible,suchcodewould behighly unusual (sinceit examinesthecoderather
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goto B1

� � � � � �

if (e) goto B2
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}
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return a;

Copyright 2003, C. Collberg

� � �
Code R = Decode(C) ;
Execute (R);
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(d)

� �
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g

� �
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Figure 6: Watermarking algorithms.(a)Stern [55], (b) Davidson-Myhrvold [18], (c) DICE [39], (d) Venkatesan[56].

than the datasegment of theexecuting program)and unstealthy.
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Figure 7: Overview of how the CT algorithm watermarks an appli cation. First, the useradds annotation points
(mark() -calls) to the application. These are locations where watermarking code may be inserted. Secondly, the
application is run with asecretinput sequence, I0; I1; : : : and the traceof mark() -callshit during this run is recorded.
Finally, code is embeddedinto the application (at certain mark( ) -call locations) thatbuilds a graphGW at runtime.
The topology of GW embeds thewatermark W .

3 TheCT Algorithm — Basic Implementation

The Collberg-Thomborson watermarking algorithm (henceforth, CT) is a dynamic algorithm. Theideais that rather
than embedding the watermark directly in the code of the application, code is embedded that builds the watermark
at runtime. Thealgorithm assumesa secret key K which is necessaryto extract thewatermark. K is a sequence of
inputs I0; I1; : : : to the appli cation. As seenin Figure 2, the watermark (a graph structure) is built by theapplication
only whenthe userruns it with the special input I0; I1; : : :. Figure 3 shows a simple example of a whata program may
look li ke after having beenwatermarked.

In theSandMark implementationof CT, watermarkembedding andextraction runsin several steps(SeeFigure7):

Annotation Beforethewatermarkcanbeembeddedtheusermustadd annotation(or mark) pointsinto theapplication
to be watermarked.Thesearecallsof theform

� �
mark ( ) ;
St r i ng S = . . . ;
mark ( S) ;
l ong L = . . . ;
mark (L ) ;

� �

Themark() call sperform noaction. They simply indicateto thewatermarker locationsin thecodewhere(part
of) a watermark-building codecanbe inserted. The argument to the mark() call canbe any string or integer
expressionthat(directlyor indirectly)dependson userinput to the application.

Tracing When the appli cationhas been annotatedthe user performsa tracing run of theprogram.Theapplication is
runwith thechosensecret input sequence,I . During therunoneor moreannotationpointswill behit. Someof
thesepointswill be the locationswhere watermark-building codewill laterbeinserted.
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Embedding During the embedding stage the userenters a watermark, a string or an integer. A string is converted
to an integer. From this number a graph is generated,such that thetopology of the graphembeds the number.
Thegraph is converted to Javabytecodethatbuilds thegraph. Therelevant mark() -callsarereplacedwith this
graph-building code.

Extr action During watermark extraction the application is again run with the secret input sequenceasinput. The
same mark () -locations will be hit asduring thetracingrun. Now, however, theselocationswill containcode
for building thewatermark graph. When the last part of the input hasbeenentered, theheapis examined for
graphsthatcould potentially bewatermarkgraphs.Thegraphsaredecodedandtheresultingwatermark number
is reportedto theuser.

We will next consider thesetasks in detail.

3.1 Annotation

The CT watermark consistsof dynamicdata-structures.This meansthatthe codeinsertedin theapplicationwill look
like this:

� �
Watermark n1 = new Watermark ( ) ;
Watermark n2 = new Watermark ( ) ;
n1 . edge = n2 ;

. . .
� �

Hence,we should prefermark locations that

� allocateobjectsandmanipulatepointers,and

� directly depend onuserinput.

Weshould avoid marklocations that

� are hot-spots,and

� are executednon-deterministically.

In other words, mark () -call s should be added to locationswhere the resulting watermark code will be �t in (is
stealthy), will not affect performance, and will be executed consistently from run to run, depending only on user
actions.

For example, the following code is undesirable sinceMath. rando m() may generatedifferent valuesduring
differentrunsof theprogram:

� �
i f ( Math . random ( ) < 0. 5) f

. . .
mark ( ) ;

g
� �

Similarly, if threadscheduling, network activity, processorload, etc. canaffectthe orderin which some locations are
executed,theselocationsare not valid annotationpointsand should be avoided.

3.2 Tracing

SandMark makes heavy useof Java's JDI (Java Debugging Interface) framework. During tracing andextraction
SandMark starts up the user's application as a subprocessrunning under debugging. This allows SandMark to
setbreakpoints, examine variables, and stepthrough the application – all the operations that canbe done under an
interactive debugger. During tracingwe are interestedin obtaining a traceof themark( ) -calls that are hit while the
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� �
i mpor t j av a . awt . event . � ;
i mpor t j avax . swi ng . � ;
pub l i c c l ass But ton i mpl ement s A ct i onL i st ener f

st a t i c voi d P( i n t i ) f
L0 :mark ( i ) ;

g
st a t i c voi d Q( i n t i ) f

L1 :mark ( i ) ;
i f ( i < 2) P( i ) ;

g
pu b l i c voi d act i onPer f or med ( A ct i onEvent e ) f

L2 :mark ( ) ;
Q( 3 ) ;

g
pub l i c st a t i c voi d main ( St r i ng argv [ ] ) f

Q( 1 ) ;
Q( 2 ) ;
JFrame jw = new JFrame ( ) ;
JB ut ton b = new JB ut ton ( ” w00t ! ” ) ;
b . addA ct i onL i st ener ( new But ton ( ) ) ;
jw . get Content Pane ( ) . add ( b ) ;
jw . pack ( ) ; jw . show ( ) ;

g
g

� �

# Value Method Location Thr ead Stack

A
 1 Q L1 1 hmain ,Q i
B
 1 P L0 1 hmain ,Q,P i
C
 2 Q L1 1 hmain ,Q i
D
 /0 aP L2 2 haPi
E
 3 Q L1 2 haP,Qi

Figure 8: An example Java program annotated for tracing and the generated tracepoints. The method
act ionPer forme d is abbreviatedaP. The corresponding traceforest is shown in Figure 18.

userenters their secretinput. We also want to know the argument to themark() -call and the stacktraceat thepoint
of thecall. During extractionwe useJDI to examinetheobjectson theheapto look for watermarkgraphs.

At theend of tracingrun we have gathereda list of TracePoints which represent the mark() -calls that were hit
during the trace.EachTracePoint containsthreepieces of information:

1. the locationin thebytecode wherethe mark() -call waslocated;

2. the value of theexpression e that theuser supplied as anargument to themark( e) -call, or /0 if a parameterless
mark() -call washit;

3. a list of thestack-framesactivewhen the mark() -call washit.

Figure 8 showsanexample application and thecorresponding list of tracepoints.
Not all locationsgeneratedduring the tracing run canbeusedto build thewatermark graphandsomemayhave to

beremoved. An annotationpoint hvalue; locationi is valid if

1. thereis exactly onetracepoint at location, or
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2. therearemultiple trace points at location, but they all haveunique values.

For example,consider thefollowing mark () -points:

h/0;L0i
h1;L1i
h1;L1i
h10;L2i
h11;L2i
h12;L2i

h/0;L0i is valid, becauseit is theonly mark( ) -point at locationL0. h1;L1i is not valid becausethere are two identical
annotation valuesat this location. If we were to insertwatermark-building code at this location we would not be
able to tell the differencebetweenthe �rst and the second time we arrive. h10;L2i ;h11;L2i ;h12;L2i are valid because
the values areunique. If there is one unique valueat a location, this mark() -call is said to be LOCATION-based,
otherwiseit isVALUE-based.

3.3 Embedding

Once the application has beentracedwe can start embedding the watermark. The input to this phaseis tracing
information, awatermarkW to beembedded, anda jar-�le containing theclass�lesin which to embedthemark. The
embedding is dividedinto � vephases:

1. Generatea graph G whosetopology embedsW .

2. FromG generateanintermediatecodeC that builds this graph.

3. TranslatetheintermediatecodeC into aJava method M that,whenexecuted, wil l build G.

4. Finally, basedon the tracing information, replaceone of the mark() -calls with a call to the M-method. The
remaining mark() -callsareremoved.

The result is a new jar-�le which whenexecutedwith the special input sequence will executethe method M, and,
consequently, build thewatermarkgraphG on theheap.

In Section5 we will extend theembedding method such that the watermark graph is spli t into several piecesand
insertedat variousmark( ) -locations.

3.4 Constructing theGraph

An idealclassof watermark graphsshould

1. have a root node from which all other nodesarereachable to prevent piecesof thegraph from being garbage
collected,

2. havea high bit-ratesothata largewatermarkwill resultin asmall graph,

3. have low out-degreeto resemble commondata-structures suchasli stsand trees,

4. have some error-correcting propertiessuch that minor changes to the graphs by an attacker, or minor failures
during extraction, will not preventthe graph from beingextracted, and

5. havesomeinternal structure that makesthegrapheasyto tamper-proof.

We do not expect to �n d a single classof graphs which simultaneously optimizesall thesecriteria. Instead, we
aredeveloping a libraryof algorithmsfor building watermarkgraphswith dif ferent setsof properties.Depending ona
user's particular requirements(high bitrate,high resilienceto attack, high stealth, etc.) this will allow an appropriate
graph(or combinationof graphs) to be found. Currently, SandMark containsan implementation of four of the � ve
classesof watermarkgraphs illustratedin Figure 9.
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Figure 9: Graph encodings.This �gu re is takenfrom [10].

3.4.1 Permutation Encoding

A watermark integer W , in the range [0::n� 1], may berepresented by a permutation of thenumbersh0; : : : ;n� 1i .
Weuseanatural mapping of permutationsonto integers,such that (for example) the watermark

1024

is representedby thepermutation
p = h9;6;5;2;3;4;0;1;7;8i

We usea singly-linked,circular list datastructure to represent a permutation. We call this structure a Permutation
Graph. SeeFigure9(a). Eachelement i of thelist hastwo pointers. Its datapointer refers to theelement p(i) to which
i is mappedby thepermutation p. It alsohasa list pointer referring to element (i + 1) mod n.

Thedynamic bitrateof a PermutationGraph is thenumber (lgn!) of watermarkbits representedby ann-element
list, divided by the number of bytes(an+ b) required to represent this list in computer memory. To embed a non-
negative watermark integerw, we use n = minf k : k! > wg list elements.Using the � rst term of Stirling'sapproxima-
tion, we have n = m=lgm+ O(m=lg lgm), wherem = dlg(w+ 1)e is thenumber of bits in w. We conclude that the
dynamic bitrater(m) = (lgm)=a+ O(lgm=lg lgm) isaslowly increasing function of m.

Thecoef�cien t a in our dynamicbitrateexpression is asmall integerwhoseexactvaluewill dependon implemen-
tationdetails.At minimum, a mustbe16 byteson a 32-bit computerarchitecture, becauseeachlist element contains
two 4-bytepointers. If list elementsaredynamically allocated, thenthedynamic storage allocatorwill require at least

17



one additional pointer � eld for eachallocatedobject,and a would be “roundedup” to 16 bytesin suchimplementa-
tions. The list-overheadcoef�cien t b is anothersmall integer whosevalue is irrelevant in theasymptotic limit, even
though it will beimportant whenmis small.

The static bitrateis the number of watermark bits, divided by the number of bytesof code required to build the
watermark. In astraightforward implementation, therewould beanoverheadof b0codebytesto createthelist header,
plusa0codebytesper list element.Thusthestaticbitratewill havethesameasymptotic form (with dif ferentconstants)
asthedynamic bitrate.This is trueof all our watermark-encoding methods,sowewill not treatdynamicbitratesagain
in this section. However in Section7 we analyseour experimental datato estimatethe constants governing static and
dynamic bitratesfor eachof our encoding methods.

PermutationGraph watermarks have a modestresilienceto attackson its pointer �elds. Any changeto one of its
list pointerswill disrupt its circular-list property. Any change to one of its datapointerswill disrupt its permutation
property. We summarise theseobservationsby saying thatPermutationGraphsare single-error detecting.

3.4.2 Radix Encoding

Figure 9(b) illustratesa RadixGraphin a circular linkedlist of length n. Thedatapointer �eld encodesa base-n digit
in the length of thepathfrom the node back to itself. A null-pointer encodesa 0, a self-pointera 1, a pointer to the
next node encodesa 2, etc. Note that this is the same datastructure asa Permutation Graph, however Radix Graph
watermarkshave higher bitrateand lesserror-detectioncapacity, because their datapointersarelessconstrained.

A RadixGraphof lengthn can representany integer in the range0: : : (n+ 1)n � 1. Thelist requiresan+ b words,
soits dynamicbit-rate, asa function of n, is (n� 1) lg(n+ 1)=(an+ b) � (lgn)=a. For n = 511, if a = b = 8 bytes,we
canhidem= 8� 511 = 2040 bits in 2048 bytesof storage. This is adynamic bitrateof almostexactlyonewatermark
bit per byte of data structure. Smaller dynamic bitrateswould be observed if a were larger than 8 bytes, or if n
were smaller than 511 (due to the increasingimportanceof theoverheadterm b and the convexity of the lgn term).
Somewhat largerbitrateswould be observedfor largern.

Theconstantsin thestaticdatarateismoredif�cult toestimate,sincethesewill dependheavily on theencoding. As
anexample,wewill considerJavabytecode. Allocatinganodeandinitializing two pointer �elds maybeaccomplished
with a 24-byte sequenceof bytecodes.To hide a 2040-bit watermark, we mustbuild a 255-element list. This requires
24� 255= 6120bytesof straight-line bytecode,plus a few dozensof additional bytesto construct thelist header, for
a staticbit-rateof 0.33hiddenbitspercodebyte.

3.4.3 Parent-Pointer Trees

All our watermark embedding methodscanbe describedasenumerationsof graphs[26]. Theideais to let thewater-
mark numbern berepresentedby the index of the watermark graph G in some convenient enumeration. This requires
usto have effectivealgorithms to

1. givenn, generatethe w:th graph in the enumeration, and

2. givenG, extract its index w in theenumeration.

Both operations must be ef�cien t, since we expect n to be large. This rules out many classes of graphs due to the
intractability of sub-graph isomorphism.

Several classesof graphs, in addition to PermutationGraphsand Radix Graphs, allow ef�cien t enumerationand
indexing. For example, we can let G be an oriented“parent-pointer” tree, in which caseit is enumerable by the
techniquesdescribed in Knuth [32, Section 2.3.4.4]. Figure9(d) illustratesthese trees.

We construct an index w for any enumerable graph in the usual way, that is, by ordering the operations in the
enumeration. For example, we might index then-node parent-pointer treesin “largestsubtree� rst” order, in which
casethepathof length m� 1 would beassignedindex 1. Indices2 through an� 1 would beassignedto theothertrees
in which there is asingle subtreeconnected to theroot node. Indicesan� 1 + 1 through an� 1 + an� 2 would beassigned
to the treeswith exactly two subtreesconnectedto theroot node,such thatoneof thesubtreeshasexactly n� 2 nodes.
Thenext an� 3a2 = an� 3 indiceswould beassignedto treeswith exactly two subtreesconnectedto theroot node,such
that one of the subtreeshasexactly n� 3 nodes.

The number an of parent-pointer trees with n nodes is asymptotically (for c � 0:44 and 1=a � 2:956) an =
c(1=a)n� 1=n3=2 + O((1=a)n=n5=2). Thus we canencodeanarbitrary 1024-bit integer w in a graphic watermark with
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1024=lg2:956 � 655 datapointers. This might require aslit tle as2620 byteson a 32-bit architecture, if these data
pointers were added to objects that were allocated by the original unwatermarked program. (These data pointers
would, however, slow the de-allocationprocessesbecauseit would preventany dead objectsfrom beingde-allocated
until all its children objectsin the watermark treewerealso dead.) The dynamic bit-rateof a Parent Pointer Tree
watermark is thusexpectedto be 1024=2620 � 0:4 hiddenbits per data byte. This is about half thebitrateof Radix
Graphs. It is approximately thesame bitrateasPermutation Graphs,but not all single errors in datapointerscan be
detectedin a Parent-Pointer Tree.BecauseParent-Pointer Treesareinferior to Permutation Graphs in bitrate,and are
nobetterin resiliency, Parent Pointer Treeshave not beena high priority for implementation in SandMark.

In Section 4 we discussthe bitratesand error-correcting properties of the more complex graphs illustratedin
Figures9(e)and9(c).

3.5 Generati ng IntermediateCode

Wecould, of course,generateJavacodedirectly from thegraph components. However, it turnsout to beadvantageous
to insertoneintermediate step.From thewatermark graphwe generatea li st of intermediate codeinstructions, much
in the sameway a compiler might generate an intermediate representation of a program, in anticipation of code
generationand optimization. In acompiler theintermediatecodeseparatesthefront-endfromtheback-end, improving
retargetability, andalso providesa target-independent representation for optimizing transformations. Similarly, our
intermediaterepresentationprovides

1. retargetability, to allow futuregeneration of code for otherlanguages;and

2. transformability, i.e. the ability to optimize or otherwisetransform the intermediate code prior to generating
Java code.

In fact, in our implementationwestartby generating straight-forwardintermediatecodeandthen runseveral transfor-
mationsover the codeto optimize it.

Given the graph in Figure 10(a) we would generatethe intermediate code in Figure 10(b). Nodesare named

n1;n2, etc. Then=Cre ateNo de() instruction createsa new node n. The AddEdge( n
edge
� ! m) instruction adds an

edge from node n to node m. Sincethe graphs aremulti-graphs theout-edges are named edge1 , edge2 , etc. The
instruction SaveNode( n, L) is usedto storethe root node n in a global storage location L, such asa hashtable,
vector, etc.Thisensuresthelivenessof everynodesothatthegraphwill not bereclaimedby thegarbagecollector. As
we will in Section 6.1, we can often do away with theseglobal pointersby passingroot nodesas method arguments.
This is much stealthier sincemost programshave few global variablesbut many methodparameters.

TogenerateintermediatecodefromagraphGweperformadepth-�rst searchfromtheroot of thegraph. CreateN ode() -

instructionsaregeneratedfrom eachnode,in areversetopological order. WeissueanAddEdge( n
edge
� ! m) -instruction

assoon astheinstructionsm=Create Node() and n=Cre ateNod e() haveboth beengenerated.
Thecompletesetof intermediate code instructions is given in Table 1. Thesewill bediscussedin more detail in

conjunctionwith thesplitti ng of graphs into multiple pieces.

3.6 Generati ng and Inserting Java Code

Generating Java code from theintermediate representation is relatively straight-forward. We usethe BCELlibrary to
generateabytecodeclassWatermark . From theintermediatecode in Figure 10(b) wewould generatetheJavacode
in Figure 10(c).

Thechosenmark() -locationis replacedby acall to Waterm ark.Cr eate( ) . A �na l obfuscationpassover the
watermarkedapplicationwill inline the call, rename thewatermark class,etc., to prevent attacksby pattern-matching.

To insert thecall to Waterm ark.C reate( ) two casesmustbeconsidered,depending on whether themark() -
call is LOCATION-based or VALUE-based. A LOCATION-basedmark() -call is simply replacedby a call

� �
Watermark . Cr eat e ( ) ;

� �

A VALUE-basedmark (expr) -call is replaced by the call
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4

2

1

3

(a)

� �
c r eat e ( )

n4=CreateNode ( )
n2=CreateNode ( )

AddEdge(n2
edge1
� ! n4 )

AddEdge(n4
edge2
� ! n2 )

n3=CreateNode ( )

AddEdge(n2
edge2
� ! n3 )

n1=CreateNode ( )

AddEdge(n1
edge1
� ! n2 )

AddEdge(n1
edge2
� ! n3 )

SaveNode(n1 , A r ray )
� �

� �
p ub l i c c l ass Watermark f

pub l i c Watermark edge1 , edge2 ;
pub l i c st a t i c Watermark [ ] ar r ay ;

pub l i c st a t i c voi d Cr eat e ( ) f
Watermark n4=new Watermark ( ) ;
Watermark n2=new Watermark ( ) ;
n2 . edge1=n4 ;
n4 . edge2=n2 ;
Watermark n3=new Watermark ( ) ;
n2 . edge2=n3 ;
Watermark n1=new Watermark ( ) ;
n1 . edge1=n2 ;
n1 . edge2=n3 ;
ar r ay [ 1] = n1 ;

g
g

� �

(b) (c)

Figure10: (a) showsa watermarkgraph, (b) thecorresponding intermediatecode, and (c) the resulting Java code.

� �
i f ( expr ==val ue )

Watermark . Creat e ( ) ;
� �

Code is alsoinsertedto createthe hashtables, arrays,vectors,etc. that areusedto store watermark graph root nodes.

3.7 Extraction

To extract the watermark thewatermarkedapplication is run asa subprocessunderdebugging, again using Java'sJDI
debugging framework. Theuserenters their secret inputsequenceI0; Ii ; : : : exactlyasthey did during thetracingphase.
This causesthe method Water mark.C reate () to be executedandthe watermark graph to beconstructedon the
heap. When the last input has been entered it is the extractor's task to locatethe graphon the heap, decode it, and
presentthe watermark valueto the user.

There may, of course,beanenormousnumber of objectson the heapandit would be impossibleto examinethem
all. To cut down the search spacewe rely on the observationthat the root node of the watermark graphwill be one of
theverylastobjectsto beadded to theheap. Hence, agoodstrategy is to examinetheheapobjectsin reverseallocation
order. Unfortunately, JDI doesnot yet providesupport for examining the heapin this way.

An elegant and ef�cient approachwould beto modify theconstructor for Java'sroot classjav a.lan g.Obje ct
to includeacounter:
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sm$array:

Buffer

last Heap

Figure11: A view of memory during extraction. A circularlinkedbufferholdsthelastallocatedobjects.Theextractor
examinestheobjectsin reverseallocation orderand extracts thesubgraph reachablefromeachobject. This is decoded
into thewatermark.

� �
package j av a . l ang ;
pu b l i c c l ass Obj ect f

p ub l i c st a t i c l ong obj Count = 0 ;
p ub l i c l ong al l ocT i me ;
p ub l i c Obj ect ( ) f

al l ocT i me = obj Count ++;
g

g
� �

Sinceevery constructor mustcall jav a.lang .Obje ct.< in it> (the class constructor) this means that we have
assigned anallocationorderto theobjectson theheapat the costof only an extraaddand assignper allocation.

We've shied away from this approach, however, since it would require modifying the Java runtime library. Also,
it is conceivable that some Java compilers may optimize away calls to jav a.lang .Obje ct.< in it> under the
assumption that this constructordoesnothing.

Instead, werely onamoreheavyweight but portable solution. Using JDI weadd abreakpoint to everyconstructor
in the program. Whenever an allocation occurs we add a pointer to the new object to a circular linked buffer. This
way, wealwayshave thelast1000 (say) allocatedobjectsavailable. This is il lustratedin Figure11. Thedownside is a
fairly substantialslowdown dueto the overheadincurred by handling the breakpoints.

To extract thewatermark graph weconsidereachobjectonthecircularbuffer in reverseallocation order, extracting
thereachable subgraph. Sinceeverywatermarkgraph hasarootfromwhich every nodeis reachable weareguaranteed
to eventually �n d the graph. Fromthegraphthewatermarknumber is extracted,by thealgorithm in Figure 12.

4 Improving Resilience

To properly design and evaluatea watermarking algorithm it is essentialto preciselyde�ne an attackmodel. This has
beena failing of most previouswork on softwarewatermarking. In this paperwe will assumethat thewatermarked
program is too large for manual inspection by the adversary. In other words, it is infeasiblefor the adversary to
read the (decompiled) sourceto locateand destroy the watermark code. Rather, we want to protectthewatermarked
programagainst classattacks — theconstruction of automated methodsof destroying thewatermark. For example,
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� �
f or each graph codec C do

f or each node n on t he buf f er , i n r ev er se al l ocat i on or der do
G = heap graph wi th r oot n , edges [ e 1 , e 2 ,n l dot s , e k ] ;
f or each pai r (ei ;ej ) of edges i n [e1;e2; : : : ;ek] do

G0 = subgraph of G wi th edges l abel ed (ei ;ej ) ;
i f watermark decodi ng w = C(G0) succeeds then

y i el d w
� �

Figure 12: Watermark extraction algorithm. We assume that all graphcodecs generategraphswith outdegreetwo,
which is thecasein theSandMark system.Sincean adversary might addextraoutgoing edgesto thegraphnodeswe
try all possible sugraphs of outdegree two. k is the outdegreeof G. In caseswhere the userknows which graphcodec
wasusedduring embedding, theoutermostloop is removed.

if a particular code transformation canbe shown to destroy a watermark then it is an easytask for an adversary to
construct a program that will destroy everywatermark in everyprogram.

Oneniceconsequenceof our approachis thatmany translating, optimizing, andobfuscatingtransformationswill
have no effect on the heap-allocatedstructures that are being buil t. There are, however, other techniques which
canobfuscatedynamic data,particularly for languageswith typed object code, like Java. There are four typesof
obfuscatingtransformationsthat we would like to beresilientagainst.To confusetheextractor anadversarycan

1. addextrapointers to thenodesof linkedstructures(Figure13(a)) to make it hardfor theextractor to identify the
realgraph edgeswithin many extra boguspointer �eld s;

2. renameand reorder instancevariables(Figure 13(b));

3. add levelsof indirection, for example by spli tting nodesinto several linkedparts(Figure13(c));

4. addextra bogusnodespointing into our graph, preventing usfrom �nd ing theroot.

Figure 14 ill ustratesa combination of suchattacks.
With the exception of renaming and reordering, theseattackscanhave some very serious consequencesfor the

memory requirement of an adversary's de-watermarked program. For example, splitting a node costs12 bytesper
allocatednode (one 4-byte pointer cell plus approximately 8 bytesof overhead for current Java implementations).
Furthermore, since we are assuming that an adversarywill not know in which dynamic structure our watermark is
hidden, he is going to have to apply the transformationsuniformly over theentire programin order to becertain the
watermark hasbeenobliterated. In other words, programs with high allocationrateare likely to be resilientto these
typesof attacks,sincethe de-watermarked program will have a much higher memory requirement than the original
one.

4.1 De-watermarking by Field Reordering

A simple way to protectagainst �eld reordering is to consider every order of the � elds during watermark extraction.
This could, however, leadto an increased falsepositive rate. A betterapproach is to choosean unlabeledclassof
graphs for which the order of outgoing edgesdo not affect the watermark value. Reducible Permutation Graphsand
PlantedPlaneCubic Treeshave this property. Unfortunately, aswe will seethesegraphs have a lower bit-ratethan
Permutation GraphsandRadixGraphs.

4.1.1 ReduciblePermutation Graph

Figure 9(c) shows a reducible permutation graph (RPG)[10]. An RPGis a reducible �o w graph with a Hamiltonian
path consistingof four pieces :

A header node Theroot nodeof thegraphhaving out-degreeone from which everyother nodein thegraph is reach-
able. Everycontrol-�o w graphhassucha node.
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class T f
int a;
T car;
T cdr;

g

T)

class T f
in t a;
T car;
T bogus1 ;
T cdr;
T bogus2 ;

g

cdr:

car:
a: 55

cd r:

ca r:
a: 43

bogus2:

ca r:
a: 55

cd r:

bogus1:

bogus2:

ca r:

cd r:

bogus1:

a: 43

+T

(a)Add boguspointer �elds to all nodesof type T.

class T f
int a;
T car;
T cdr;

g

T)
class T f

T F1;
in t F2;
T F3;

g

cdr:

car:
a: 43

cdr:

car:
a: 55

F1: F1:
F2: 55 F2: 43
F3: F3:

+T

(b) Rename and reorder �eld s in all nodesof type T.

class T f
int a;
T car;
T cdr;

g
n = new T;

T)

cl ass T f
int a;
T1 bogus;

g
cl ass T1 f

T car ;
T cdr ;

g
n = new T;
n. bogus = new T1;

a: 55
bogu s: cdr:

car:

bogus:
a: 43

cd r:

ca r:

cdr:

car:
cdr:

car:
a: 55 a: 43

+T

(c) Add a level of indirectionby splittingall nodesof type T in two.

Figure 13: Obfuscationattacksagainstgraphic watermarks.

Thepreamble The rest of the graphis only reachable from theheader node through all preamble nodes.Thus,any
node from the body canhaveanedge to any node in thepreamble, and the graph is still reducible.

Thebody Edgesamong the body, from the body to the preamble, and from the body to the footer node encode a
permutation that is its own inverse.

A footer node A nodewith out-degreezero thatis reachablefrom every othernodeof the graph. Every control-� ow
graph hassuch anode,representing themethod exit.

Every node of an RPGhasone outgoing “list edge” andone outgoing “permutation edge”. Thus eachnode canbe
representedby a datastructure with two pointers perelement.

There is a one-to-one correspondence betweenself-inverting permutations and isomorphism classesof RPGs.We
have developeda low-degreepolynomial-time algorithm for encoding any integer w astheRPGcorresponding to the
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Figure 14: Example obfuscationattackagainst the watermark graph in 1
 . The adversary renamesandreorders node
pointer �elds ( 2
 ), addsa boguspointer � eld B ( 3
 ), andsplits nodesby adding a boguspointer �eld A ( 4
 ). Finally,
in 5
 boguspointers into thegraph obscure theroot node.
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Figure 15: The top-most graph shows a radix encoding of the value 3. The bottom-most graph shows how this
encoding is mademore resilientagainstnode-split attacks by turning eachnode into a 3-cycle andeachedge into a
path of length three. For identi�cation purposesnodeshave beenlabeled 1–3 andedgesA-E in this �gu re. Edgeson
thespineareshown solidand edgesencoding aradix digit are shown dashed.

24



wth self-inverting permutation in this correspondence. We also have an ef� cient algorithm for decoding w from an
RPG.

An RPG encoding a permutation on n elements hasa bitrateof approximately 3
8 lgn� 0:62 bits per node, plusor

minusapproximately 1
8 lgn bits per node depending on the sizeof the preamble required for the RPGcorresponding

to thewatermark w. This is, very roughly, half the bitrateof aPermutationGraph.
Eachnode in anRPGhas exactly one incoming “ list edge” andexactly one incoming “permutationedge”. Thus

any single change to anedge pointer will causesomenode to have anindegreelessthantwo, andtheerroneousedge
canbeeasilyidenti�ed and corrected. ThusRPGscancorrectsingle errors.

Thepreamble of anRPGwasdesigned to makeits Hamiltonianunique, which givesRPGsastrongerror-correction
abil ity against adversarieswho reordering the pointer �eld s in node elements. We call sucha reordering of pointer
�elds an“edge-�ip” becauseit �ips the coloring of a node'soutgoing edges.

Permutation Graphs do not have the RPG's capacity to correct an arbitrary number of edge-�ip errors. Indeed,
thewatermark in a Permutation Graph may not survive asfew as two (carefully or luckily) chosenedge-�ip s, for a
graphg0 obtainedby two edge-�ips from a Permutation Graph g(w) may be a legal Permutation Graphencoding a
watermarkw06= w.

RPGsarethuspreferable to Permutation Graphs, in situations whereresilienceto attacks is more important than
bitrate.

4.1.2 Planted Plane Cubic Trees

Figure9(e)showsanexampleof theclassGn of plantedplanecubic trees(PPCT) on n leafnodesv1;v2; : : : ;vn. PPCT
graphs areenumeratedin [24]. Such treeshave n� 1 internal nodesand one root node v0, so there are 2n nodesin
eachw 2 Gp. We would represent w by using2n objects,whereeach object holds two pointers l andr. this data
structurerequires 4n words. A leaf node vi is recognizable by its self-loop r(vi) = vi . The root nodev0 canbefound
from any leaf nodeby following l -links. Furthermore, leaf nodeindicesare discoverable in lineartime by following
an(n+ 1)-cycleon l -links: l (vi) = v(i+ 1) mod (n+ 1) .

PPCTshave a dynamicbitrateof approximately1 bit per node. Note that this is asymptotically much worse than
thebitrateof our otherencoding methods,for it lacksthelogarithmic term. Thenodesin aPPCTare thesame sizeas
theother encoding methods in SandMark, becausethey hold two user-addressible pointer �eld s. If eachnodetakes
16bytes,thenthebit-rateof a PPCTis approximately1 bit per 16 bytes.

PPCTshavethesameedge-�ip correction property asRPGs, by thefollowing argument. Thereisonly one(n+ 1)-
cyclein any PPCT onn leafnodes,andthis cycle is theoutercyclelinking all of its leaveswith its root. Thisoutercycle
canbediscoveredquiteef�ciently : in lineartimewith adepth-�rst search. Thecolors(L,R) on theedgesin theinterior
of thetreecanbe assigned unambiguously, alsoin lineartime, by maintaining planarity at successively higher levels
in thetree.Thus thecorrectcolors (L,R) canalwaysbe recovered,evenif thesearemodi�ed by anadversary.

PPCTshave a local consistency property that could bechecked, reasonably stealthily and ef�cien tly, by tamper-
detectioncode.Theideais to test thePPCT'splanarity locally, for any internal nodex, by con�r mingthat theleft-most
child of x's right subtree is l -linkedto the right-mostchild of its left subtree.Any disruption of thePPCT's planarity
(asmay occur when an adversarymodi�es the PPCT in an attempt to obliterateits watermark) may be detectedby
some subsequent planarity test. When such a planarity violation is discovered, this could triggera ' logic bug' or an
outright crashin thewatermarked program.

4.2 De-Watermark ing by NodeSplitting

Node-Splitti ng is aneffective attackagainstour watermark graphs but onewhich will have seriousdetrimentaleffect
on the performanceof thede-watermarkedprogram. Evenso, Figure15 shows another representationwhich, at the
expenseof a lower data rate,will increasea graph watermark's resilience to node-splittingattacks. The idea is to turn
everynodeinto a3-cycleandevery edgeinto apathof length 3 during embedding. Wecall suchgraphscycledgraphs.
During watermark extraction thecyclesand pathsarecontractedbackto theoriginal graph. Any nodeor anedgesplit
by anadversarywill beignoredby this process.

In our SandMark implementationany of our graph encodingscanbe turnedinto a cycledgraph. The algorithm
for node and edge contractions is shown in Figure 16.
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� �
wh i l e t her e ex i st cy cl es w i t hout supernodes

r epl ace t he smal l est cy cl e not cont ai n i ng a supernode
wi th a new supernode ;

P : = empty set of edges ;
f or each supernode s do

f or each out goi ng edge (s;t0) do
f or each supernode c do

i f 9 path ht0;t1; : : : ;tn;ci such t hat t1; : : : ;tn ar e not supernodes t hen
add (s;c) t o P

remove al l non� supernodes f rom t he graph ;
f or each edge (s;c) 2 P do

add an edge (s;c) t o t he graph ;
� �

Figure 16: Algorithm to contract edgesand cyclesfor cycledgraphs.

4.3 De-Watermark ing by BogusField Addition

There�ectioncapabilitiesof Java (andother languageslikeModula-3and Icon) giveusasimplewayof tamperproof-
ing agraphwatermarkagainstmany typesof attack, including theaddition of bogus�eld s in thegraphnodes. Assume
that we havea graphnode Node:

� �
c l ass Node f

pub l i c i n t a ;
pub l i c Node car , cdr ;

g
� �

ThentheJavare�ection class letsuscheck the integrity of this type at runtime:
� �
Fi el d [ ] F = Node. cl ass . get F i el ds ( ) ;
i f ( F . l engt h ! = 3 ) di e ( ) ;
i f ( F [ 1 ] . getType ( ) ! = Node. c l ass ) di e ( ) ;

� �

Obviously, this typeof code is unstealthy in aprogramthat doesnot otherwiseusere�ection.
Re�ection canalso be used to protect againstreordering andrenaming attacks The idea is to accesswatermark

pointers through re�ection. For example, rather than pO.ca r=Vq, we let car be representedby the �rst relevant
pointer in thenode O:

� �
Fi el d [ ] F = Node. c l ass . get F i el ds ( ) ;
i n t n=0;
f or ( i n t i =0; i <F . l engt h ; i ++)

i f ( F[ i ] . getType ( ) . i sA ssi gnabl eFrom ( Node. c l ass ) ) f
F[ i ] . set (O, V ) ;
br eak ;

g
� �

Becausere�ection is unusual in mostprogramsthesetechniquesare of limited usefulness.For this reason, they
have not yet beenimplementedin the current versionof SandMark.
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INSTRUCTION DESCRIPTION

AddEdge( n
edge
� ! m) Add an edgefrom noden to nodem. Sincethegraphsare

multi-graphsthe out-edgesare named.
n = Creat eNode() Createnoden.
Creat eStora ge( S) Createtheglobal storagestructure S.

Follo wLink( n
edge
� ! m) Return mby following the edgeedge from n.

LoadNode( n, L) Loadnoden from global storagelocationL.
SaveNode( n, L) Save noden in global storage locationL.

Table1: Intermediatecodeinstructions.

4.4 Future work: Manipu lating Graphs

One of our mainmotivations for usingdynamically buil t graph structures to representthe watermark is that the code
that builds the watermark will be dif �cu lt to analyze. The reasonis theinherent hardnessof aliasanalysis.However,
current aliasanalysisalgorithms do very well with non-circular datastructures (such as linear lists and trees) and
purely constructivecode. That is, an algorithm may be successful in analyzing code thatbuilds a linearlist, but may
fail if thatli st is takenapart andreassembled[23].

Wecould increaseour resilienceto pattern-matching attacksby exploiting theseweaknessesin current aliasanaly-
sisalgorithms. For example,along the specialexecution pathwecannot only merge graph components,but also split
componentsinto sub-parts,which arelater reassembled.

5 Incr easingWatermark Size

While theoperationsby whichthewatermark graph is built (newsandpointer assignments)arestealthy in themselves,
a large number of such operationsconcentratedto oneplacein thecode would arousesuspicion. For large watermark
valueswe therefore spli t the graph G into several components G0;G1; : : : whose code is spreadalong the special
execution path. There are several issuesto consider:

1. Thesubgraphsshould beof roughly equal size.1

2. The splitting of G should be done in such a way that eachsubgraph hasa root, a special node from which all
other nodes in the graphcanbe reached. This allows us to store only pointers to root nodesto prevent the
garbage collector fromcollecting thesubgraphs.

3. We should attempt to split G in sucha way that the number of edgesbetween subgraphs is minimized. The
reasonfor this restrictionis that the more edgesthere arebetween subgraphs,the more Java codewe will have
to generatein orderto connectthe subgraphsinto thecompletegraphG.

We useanalgorithm [33] by Kundu andMisra to partition the watermark graphs. Given thegraphon the left in
Figure17(a) it would producethetwo graphcomponentsG2 andG4 on theright. Figure17(b) showsthegenerated in-
termediatecode. Themain intermediatecode instructionsaregivenin Table 1. As before,SaveNode instructionsare
usedto store theroot nodeof each graphcomponentin aglobal structuresuchasahash table,vector, etc. LoadNode
instructions areused to reload thenodes.We do this to protectagainst garbage collection, but also so that the graph
componentscanbe connected.Notehow root noden2 from graph G2 hasbeenloadedfrom global storagein orderto
connectn1 to n2. Notealsohow theFollow Link instruction is usedto traverseG2 from theroot node n2 to get to
noden3, which can thenbeconnectedto n1 in G4.

TheintermediatecodeforasubgraphGi containsinstructionsconnectingGi toall theprevioussubgraphsG0; : : : ;Gi� 1.

If there is aninter-subgraph edge m
edge
� ! n from Gk to Gi (i.e. m is anodein Gk and n is in Gi ) we generate

1It is actually not completely clear that this is a reasonable requirement. For stealth reasonsit might be better if thecomponentsare of random
size. Thecurrent implementation,however, splits in equal-sizepieces.
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1

)

G2 G4

(a)

� �
c r eat e (G2 )

n3=CreateNode ( )
n2=CreateNode ( )
SaveNode(n2 , A r ray )

AddEdge(n2
edge1
� ! n3 )

AddEdge(n2
edge2
� ! n3 )

c r eat e (G4 )
n1=CreateNode ( )
n4=CreateNode ( )
SaveNode(n4 , Hash )

AddEdge(n4
edge1
� ! n1 )

n2=LoadNode( A rray )

AddEdge(n1
edge1
� ! n2 )

n3=Fol l owL i nk (n2
edge1
� ! n3 )

AddEdge(n3
edge1
� ! n1 )

� �

� �
pu b l i c c l ass Watermark f

pub l i c Watermark edge1 , edge2 ;
pub l i c st a t i c Hasht abl e hash ;
pub l i c st a t i c Watermark [ ] ar r ay ;

pub l i c st a t i c voi d Create G2 ( ) f
Watermark n3=new Watermark ( ) ;
Watermark n2=new Watermark ( )
Watermark . ar r ay [ 1] = n2 ;
n2 . edge1=n3 ;
n2 . edge2=n3 ;

g

pub l i c st a t i c voi d Create G4 ( ) f
Watermark n1=new Watermark ( ) ;
Watermark n4=new Watermark ( ) ;
Watermark . hash . put (

new I n t eger ( 4 ) , n4 ) ;
n4 . edge1=n1 ;
Watermark n2= ar r ay [ 1 ] ;
n1 . edge1=n2 ;
Watermark n3=( n2! = n u l l ) ?

n2 . edge1 : new Watermark ( ) ;
n3 . edge1=n1 ;

g
g

� �

(b) (c)

Figure 17: (a) shows a watermark graphthat hasbeenspli t into two components. Root nodeshave beenshadedand
inter-component edgeshave been dashed. The graphsareidenti�ed by their root nodes. (b) shows the intermediate
codefor eachcomponentand (c) thecorresponding Java code.

1. oneor moreFollow Link( ) -instructions to reachnode m by traversing Gk starting at its root node,and

2. a �nal AddEdge() instruction to link m to n.

This is done by �n ding the shortest path from k (the root of subgraph Gk) to m and issuinga Follow Link() -
instruction for eachedge on the path.

5.1 Generati ng Java Code

Table2 listspossibletranslationsof theintermediateinstructionsand Figure17(c) showstheJavaclassgeneratedfrom
theintermediatecodein Figure17(b). MethodCrea te G2buildssubgraph G2 and Create G4subgraphG4. Note,
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INSTRUCTION JAVA

AddEdge( n
edge
� ! m) Generaten.e dge = m

CreateNo de( n) GenerateWatermark n = new Watermark ()
CreateSt orage( G, S) Generateoneof

1. stat ic jav a.util .Hasht able hash = new
java .util. Hashta ble() ;

2. stat ic Watermark arr = new
Watermark[ m] ;

3. stat ic jav a.util .Vecto r vec = new
java .util. Vector ( m); vec.setS ize( m) ;

4. stat ic Watermark n1,n2 ,...;

wherem is thenumberof nodesin the graphand n1,n2,.. .
aretheroot nodesof thesubgraphs.

FollowLink(n
edge
� ! m) Generate

Watermark m = n. edge

or if n can benul l at this point, generateone of

1. Watermark m = (n !=null )?n.ed ge:new
Watermark( );

2. try {
Waterma rk m = n.edg e;
/ / Any code r eferen cing m

} ca tch (E xcepti on e){ };

3. if ( n != null) {
Waterma rk m=n.edge;
/ / Any code r eferen cing m

}

LoadNode( n, S) Generateoneof

1. Watermark n = (Wate rmark)
Watermark. hash.g et(new
java .lang. Intege r( k) ) ;

2. Watermark n = Water mark.a rr[ k � 1] ;

3. Watermark n = (Wate rmark)
Watermark. vec.ge t( k� 1) ;

4. Watermark n = Water mark.n k

dependingon how n is stored. k is n's nodenumber.
SaveNode ( n, L) Generateoneof

1. hash .put(n ew jav a.lang .Integ er( k), n) ;

2. Watermark. arr[ k � 1] = n;

3. Watermark. vec.se t( k� 1, n) ;

4. Watermark. nk = n

dependingon how n is stored. k is n's nodenumber.

Table 2: Translationfrom intermediatecodeinstructionsto Java.
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in particular, the statementswhich link nodesn3 and n1. To get accessto G2's node n3 we follow the edge from G2's
root noden2 to n3. Thiswill work providedG2 hasbeencreatedat thispoint. However, if wearenot doing aextraction
run (i.e. the input sequence in not exactly I0; I1; : : :) thenG2 may not havebeencreated, and n2 maybenull . Table 2
showsseveral ways to protect againstnul l -pointer exceptions. It is useful to have a whole library of suchprotection
mechanisms to prevent attacksby pattern matching.

5.2 Future work: Splitt ing theWatermark Number

There is an alternative approach to increasingthe size of the watermark that can be insertedin a given program.
Ratherthansplittingthegraph, wespli t thewatermarknumber n into several(smaller) numbersn0;n1; : : : ;nk usingthe
ChineseRemaindering theorem[41]. Thenumbersareencoded into graphsG0;G1; : : : ;Gk which areembeddedalong
thespecial execution path. Theproblem is that during extraction all thegraphsneedto befound, which precludes us
from examining only the last few allocated objectsaswasdonein Section3.7. Instead,we may want to producek
tracesusingk special input sequences, and embed eachsubgraph along one of the resultingspecial execution paths.
This approach,however, will be moreonerousfor theuser, both during embedding and extraction.

6 Improving Stealth

While our maingoal is to protectthewatermark from automatic meansof destruction, wewould also like to protect it
against manual attackwheneverpossible. If anattacker canconstruct anautomaticanalysistool thatwill pinpoint the
locationof the watermark with somedegreeof accuracy (for example, with 90% assurance,the watermark is located
within these10% of the code) it may becomefeasiblefor the attacker to manually search the decompiled program
for the watermark code. In this section we will consider three techniques for improving the stealthof our graph
watermarks.

6.1 Avoiding Global Variables

We have so far assumedthat the rootsof subgraphsare stored in static �eld s. In Figure17(b), for example, the roots
of subgrapharestoredin global variablesarra y and hash . This is likely to beun-stealthy sinceprogramswritten in
a modernobject-orientedstyle typically containonly a few globals.Instead, wewould like to passroots in the formal
parametersof methods. This meanswearegoing to have to �nd pathsthrough thecall-graphsfrom one mark() -call
to thenext.

To facilitate �nd ing the right method calls along the special execution path to modify, we use the information
collectedduring tracing to build a precisecall-graph. In the general case,this graph is a forestof directedacyclic
graphs. Theroot of eachDAG represents either themai n method (which wasinvoked by the user), or a method that
wasinvoked by the Java runtime systemin responseto an asynchronous event suchasthe userinteracting with the
graphical userinterface. There arefour kinds of call-graph nodes:ENTER andEXIT nodesrepresenttheentry into
and return froma method, and CALL and RETURN represent the invocationof amethod. It should benotedthat, in
contrast to theconservative call-graphsbuilt by staticanalysistools, our graphsare exact.

Figure18showsthetraceforestgenerated from the tracepoints in Figure8. Solid linesrepresent thepathactually
taken during tracing. Dashedlinesrepresentpathsalongwhich information canbepassedasmethod arguments.

We �rst needto identify locations in the programwherethe structuresthat store subgraphnodescanbe created.
We call theseStorage Structures. For example, if we want to storesubgraph roots in a vector, we need to insertthe
code

� �
st a t i c j av a . u t i l . V ector vec = new j av a . u t i l . V ector (m) ;
vec . set Si ze (m) ;

� �

at a location where vec canbe passedon to all the locations in the program whereit is needed. Moreprecisely, the
codecanbeplacedatany call-forestnodethatdominatesall themark () -nodesbeing used.Thisallowsusto passthe
storagestructuresin amethod parameterfromthepoint of creation to all thechosenmark() -calls. In a languagethat
(unlike Java bytecode)supports pass-by-referenceparametersa simpler strategy could beused: the storagestructure
could simply be created at the same point as the �rst createdgraph component. Pass-by-reference parameters can,
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Figure 18: Thetraceforestgenerated from the tracepoints in Figure 8.
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bytecode frequency

alo ad* 29%
putf ield 10%
ast ore* 8%

new 7%
i nvoke specia l 7%

dup 7%
gets tatic 6%

i nvoke virtua l 6%
icons t*,ldc 5%

ifn ull 3%
pop 2%

ret urn 2%
getf ield 2%

chec kcast 1%
goto 1%

Table3: The distribution of Java bytecodeinstructionsin generatedgraph-building code.

of course, be simulated in Java bytecode by adding anextra level of indirection, but we believe this would be a less
stealthy solution.

The next questionthat arises is which of the availablemark() -calls should be selected for graph construction.
To allow us to selectthe most stealthy locations we add weights to the nodes and edges in the call-forest. The
watermarking codethattheCT algorithm insertsinto a programhasapproximatelythedistribution shown in Table 3.
The weight of a method that contains a mark () -call is calculatedto be proportional to how similar its code is to this
distribution.

We also have to take into account to which methods it would be allowable to add an extra storagestructure
argument, and for which methods it would be stealthy to do so. It is not legal to change the signature of a method
which — directly or indirectly — overridesa method in theJava standardlibrary. For example, wecannot changethe
signatureof action Perfo rmed in Figure8. Wemust alsobecareful not to “hide” amethod by changingamethod
signature such that spurious overloading is introducedinto the program. By building the complete inheritance treeof
theprogramwe cancomputewhicharelegal signature changes.

Theweight of an edge from a CALL-nodeto an ENTER-nodeis computedbasedon the stealthinessof adding a
storagestructureargument to thecalledmethod. Thisdependson factorssuchasthenumberof arguments themethod
has andthe typesof thesearguments. In general, adding yet another argument to a method that already hasseveral
should begood. Also, sincewe will beadding a pointer argument(a referenceto anarray, vector, hashtable,etc.) it
is probablystealthy if themethodalready hasoneor more such parameters.

We then heuristically selectthe mark() -nodesbasedon the node weight, the path weight, and the distance
betweenmark() -nodes. Sincewe are passingstoragestructuresasformalswe needto identify all the methods that
appearin the pathbetweenthe point of creation and theselectedmark() -node. The signature of these methodsare
modi�ed accordingly, and all callsto thesemethods are modi�ed to passthe storage structuresasactualargumentsin
addition to theirexistingarguments. Callsto thesemethodswhich arenot on thepathbetweenmark() -callsarealso
modi�ed by adding dummy actuals.

6.2 Protecting Against CollusiveAtt acks

All the calls to the watermarkcreationmethodsare inlined. Additionall y, the completewatermarkedprogramcanbe
obfuscatedusingany sequenceof SandMark'sobfuscators,complicatingattacksby pattern-matching. One important
advantageof dynamicgraph watermarking is thattypical obfuscatingtransformations(reorder statements,split/merge
methods,split/mergeclasses, etc.) will haveno effectonthe inserted watermark code. This is in contrastto most other
software watermarking methodswhereobfuscation after watermark embedding will destroy themark.
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SandMark also containsseveral obfuscation executives, loopsthatautomatically selectsequencesof obfuscating
transformations in a way that attempts to maximize the amount of confusion and minimize the amount of compu-
tational overheadintroduced. The sequencesof transformations aregeneratedbasedon userinput (which partsof
theprogramare security and performancecritical), pro� ling data,measurementsof thelevel of obfuscationthateach
transformation incurs(usingsoftwarecomplexity metrics),and aseedthatinitializesarandomnumbergenerator. This
allows us to obfuscateeachdifferently �n gerprinted versionof a program usinga different sequenceof obfuscating
transformations.As aresult,collusiveattacksbecomemore dif�cult.

6.3 Protecting Against Pattern Matching

Figure 3 shows how a specialclassWatermar k hasbeengenerated which is usedto createnodesin thewatermark
graph. Obviously, this is not very stealthy. Instead,wesearchtheapplicationto bewatermarkedfor aclassthatclosely
resemblestheWatermark class. Ideally, theclassshould already haveoneor more�elds of theappropriatereference
type.If there are several candidateclasseswebreaktiesbased on which classhasmore static instantiations. If thereis
noclasswith enough pointer � elds,extra �elds are addedto the mostappropriateclass.

6.4 Future work: Avoiding WeakCuts

An importantpart of Venkatesan'swatermarking algorithm [56] is to bind thewatermark code(in theircase,acontrol-
�o w graph) tightly to theapplication. The reasoning is that segments of weakly connectedcode are unusualin real
programs andare easy to �n d using existing graphalgorithms. To prevent this attackVenkatesanet al. connect the
watermarkcodeto the application by adding a numberof boguscontrol-�o w edgesrealized by opaque predicates.

Our current implementationof theCT algorithm doesnot try to connectthegraphbuilding codeto theapplication.
If it is indeedthe case (as Venkatesanet al. conjecture) thatweakly connected code is unusual,this would leave us
opento attacksthat attempt to locateweakcutsin thecontrol-�o w graphs.

While it is certainly possibleto useVenkatesan'stechniqueto remedythis problem,therearefareasier andstealth-
ier methods. Sincethe structure of the watermark graph is known at each point in the program we canuseit asa
sourceof opaquevalues. For instance, a literal integer3 in theapplication canbe replaced by computation that uses
thewatermarkgraphasinput to computethevalue 3, perhapsasa functionof the path length from theroot to a leaf.

7 Evaluation

Thereis no widely acceptedmethod for measuring the strength of a softwarewatermarking algorithm. As a result,
most previous publications in this areacontain li ttle or no theoretical or empirical evaluation. While measuring the
data rateof an embedding is relatively straight-forward, measuring stealthandresilienceis much harder, since this
requiresa model of how an adversary might measure andtransform the watermarked program. Future work in this
areawill have to develop and validatesuchmodels. Stealth,in particular, is an elusivequantity, asany model needs to
bevalidatedusinghumansubjects.

Thissectioncontainsembryonic evaluationtechniquesfor stealth,datarate,and resilience.While thesetechniques
have yet to be validated, we believe they are a vastimprovement over previous attempts,andform a solid basisfor
future study.

7.1 Stealth

Many different de�nitions of stealthare possible. In this paperwe will de�ne two possible measures. We saythat
an algorithm exhibits a high degreeof steganographic stealthif , given accessto a watermarking algorithm A and a
watermarkedprogramPw, an adversary cannot determine if Pw has beenwatermarkedwith A or not. We saythat an
algorithm exhibits a high degreeof local stealth if , given accessto a watermarking algorithm A anda program Pw
known to bewatermarkedwith A, anadversary cannot determine thelocationof w within Pw.

In practice, a particular algorithm will producestealthy marks for some host programs, and unstealthy onesfor
others.For example, awatermarking algorithm whichencodesthewatermarkin thenumberof xor instructions in the
programis li kely to beunstealthy for most host programs (sincexor instructions areunusual in common code), but
stealthy for programs thatcontaincryptographic andgraphic primitives. Our measureof stealth will therefor bebased
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on a universeU of real programs: analgorithm is deemedto have a high degreeof stealth if it is stealthy for a large
fractionof the programs in U.

Stealth is also closely relatedto data rate. For example, using algorithm A, a stealthy embedding of a 4-bit
watermark in programP might bepossible,while a 5-bit embedding might not.

De�nitio n 7.1.1 (local stealth) Let A bea watermarkingalgorithm, b the length (in bits) of a watermark, k a secret
key, U a universeof benchmark programs,and P a programin U. LetLSA;b(P) be0 if an adversary canlocatea b-bit
watermarkw embeddedin P using A and k, and 1 otherwise. We de�n e the local stealth of A with respect to U and b
as

local stealthU;b(A) =
å P2U LSA;b(P)

jUj
(1)

De�nitio n 7.1.2 (steganographic stealth) LetA be a watermarking algorithm,b the length (in bits) of a watermark,
k a secret key, U a universe of benchmarkprograms,and P a program in U. Let SSA;b(P) be 0 if an adversarycan
determine that Pb (P watermarkedwith a b-bit watermark usingalgorithm A and key k) hasbeenwatermarkedwith
A, and 1 otherwise. We de�n e thesteganographic stealthof A with respectto U and b as

stego stealthU;b(A) =
å P2U SSA;b(P)

jUj
(2)

Depending on the exact de�nitions of LS and SSwe obtain different models of the capabilit y of an adversary.
We can, for example, imagine a worst-casescenario where anadversary decompiles, reads, and learns to understand
an entireprogram in order to locateredundant watermark code. Or, we canimagine a scenario where an adversary
constructsaclassattackwhich computesstaticstatisticsof aprogramfromwhichaheuristicdeterminesif theprogram
containsa watermarkor not.

7.1.1 Experimental Setup

We collecteda universeof 622 Java jar-�les from theInternet. The programs range in sizefrom 6 to 40858 methods.
We conjecture thatsincetheseprogramscomefrom a variety of sources, werewrittenby a largenumber of program-
mers, areboth appletsand applications, and are of a wide range of sizes,they, in fact, form a reasonable random
sampling of real Java programs.

For eachjar-�le a set of instruction windowswascomputedby sweeping a peephole of size 1-4 instructionsover
theinstructionstream. The frequency of eachwindow (the numberof timesit occurredin eachjar-�le) wasrecorded.

Prior to computing thewindows, similarinstructionswereput into equivalenceclasses.This preventsanomaliesre-
sultingfrom different applicationsbeingcompiled with different compilers,using different code-generationstrategies.
For example, to pushthe value2, one compiler might generateicons t 2, while another might generateicon st
2. Therefore,all ic onst instructions wereput in the I CONSTclass, all ilo ad instructionsin theILOAD class,all
integerarithmeticinstructionsin theIARI THclass,all branch instructions in the IF class, etc.

We generatedwatermark classes(as in Figure 3) for uncycled Radix Graph watermarksof size4, 16, 32, and
64 bits. The graphs were spli t into threecomponents. Instructions were put in equivalence classes,andinstruction
window frequencieswere computed for the generatedclasses,just as for the downloadedapplications. Figure 19
shows that instruction patterns involving aload andast ore instructions are very common in the graphbuilding
code.

To simulate theembedding of agraph watermark in anapplication, thewindow frequenciesof thewatermark class
were added to the frequencies of eachapplication. It is important to note that this simulation is only approximate.
Firstof all, in anactual embedding somewindowsin theapplication would bebrokenup by theinsertedwatermarking
code. Also, before and/or after an actualembedding we would typically apply code obfuscation to increasestealth.
However, since our implementation is not completelyautomatic(it requirestheuserto annotatethecodeand thenrun
it with a secret input sequenceto producea trace),it is impracticalto producea moreaccuratesetof windows.

7.1.2 Steganographic Stealth

For the purposeof this paper we only computedsteganographic stealth. It will be the subject of future researchto
compareall known softwarewatermarking algorithms (many of themimplementedwithin SandMark) with respect
to different measures of stealth.
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Figure19: Instructionwindow frequenciesgeneratedfor a32-bit CT watermark. Thewindow size is two instructions.
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Figure 20: Steganographic stealth evaluation. For eachof the622 applications in our benchmark universe,thegraph
shows the fraction of instruction windows which occur in the embedded 32-bit CT watermark code,but whichdo not
occur in the application itself.

We de�ne

SSA;b(P) =

(
1; if jwindow types that occurin a b-bit watermark but not in Pj

jwindow types that occur in Pbj
< d

0; otherwise
(3)

Intuitively, SSA;b(P) = 1 if both P and Pb contain identical setsof window types,and 0 if none of the windows that
occur in CT codeoccur in P.

Figure 20 shows that if we setd = 0:1, it would be stealthy to embeda 32-bit watermark in 395 out of the 622
applicationsin our benchmark universe.

7.2 Data Rate

Figure 21 shows the runtime sizeof the different graphstructuresas a function of the sizeof the watermark.
We usedlinear regressions to estimatethe parametersa, b of the best-�t equationS(m) = am+ b for eachof our

encoding methods. Here m is the number of bits in the watermark integer w, that is, m = dlg(w+ 1)e when w is
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Figure 21: Sizesof the graph asa function of the sizeof the watermark.

any non-negative integer. As notedbelow, all our estimatedparametersare in good agreement with the theoretical
expectations for dynamic bitratewedevelopedin earliersections.

As expected, thePPCTshave the lowest bitrate. Our regression line is Sppct(m) = 17m+ 127. We hadexpected
a bitrate of 16 bytes per bit, not the 17 bytes per bit of this equation, however this expectationwas based on an
asymptotic approximationthat ignoredlow-orderterms. TheR2 metric for this regressionis 0.999, indicating that all
our observations are very accuratelypredictedby this equation, andimplying that the low-order terms in thebitrate
expression for PPCTs are almostnegligible.

Our theoreticalanalysispredictedthat thebitratesof our otherthreemethodswould beslowly increasingfunctions
of thenumber of bits m in thewatermark. This wasre�ected in our experimental data,however the nonlinearity is so
slight over therangeof our experimentationthat it is almost imperceptible in our plots.

Our regressionline for the Reducible Permutation Graph is SRPG(m) = 9:3m+ 104, showing that RPGshave
roughly twice the bitrate of PPCTs.We seea modestamount (R2 = :970) of unexplained variance. A tiny amount
of this unexplained varianceis the expectednonlinearity, but the majority is clearly visible as“noise” in Figure 21.
We believe this apparent noise is due to the dependenceof the size of the preamble of an RPG,on the value of the
watermark w beingencodedasanRPG:two watermarks w with the samenumberof bits can have differing sizes of
RPGs. Our asymptotic analysisindicatedthat the RPGsizewould vary by +/- 33% for any givennumberof bits m,
however this wasan asymptotic upper bound and our experiments indicatethat the variability is perhapshalf of this
for m in the range of our measurements.

Our regression linesfor PermutationGraphsand RadixGraphsare similar, but with Radix Graphs having slightly
higher bitrate,in accordancewith our theory. We �nd SPG(m) = 4:4m+ 84 and SR(m) = 3:4m+ 67, with R2 = :991
in both cases.The unexplainedvariancein this regression is almostentirely attributable to the slight nonlinearity that
waspredicted by our theory.

We conclude thatPGsand RGshave somewhat more than twice thebitrateof RPGs,andthat RPGshave about
twice the bitrateof PPCTs. None of our methods required more than1.3 KB of dynamically allocatedstorage to
embeda 64-bit watermark.

Figure22 showsthesizeof thegeneratedbytecodefor eachof our encoding methods.We� t regression linesto this
dataset to estimatethestaticbitratesof our watermarking methods.As expected,thestatic bitratesare in proportion to
thedynamic bitrates:21 codebytesper watermark bit for PPCTs,12 for RPGs,6.3 for PGs,and 4.9for Radix Graphs.
Each regression line hada modest additive “overhead” term of between77and 150 codebytes.
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Figure 22: Sizes of the graph building bytecode asa functionof the sizeof the watermark.

Theamount of bytecode necessaryto build a graphof a particular typeof n nodesandm edges candiffer dueto
thestructure of the graph. In particular, thesizecandependon the number of edgesbetweenlow-numbered nodes.
This is due to the fact that thereare two kindsof JVM store instructions: a one-byte instruction is suf�cient to store
into low-numbered local variables,but a two-byte instruction is necessary to store into high-numbered locals. This
explains thenon-monotonic nature of the radix graphcurve in Figure 22.

Figure 23 shows thesize of thegeneratedbytecodeas a function of k, thenumber of componentsinto which the
graphis split. Our statisticalanalysis, with a generalizedlinearmodel, revealed that theaverage increasein bytecode
sizewas22(k � 1)%. Thus, for example, the4.9 codebytesper watermark bit of the Radix Graph method becomes
approximately6 codebytesperwatermarkbit if theRadix Graphis built up in two components(whicharesubsequently
merged) ratherthanin a single component.

The observed linear dependence on k is easily explained: themore componentsthe graph is split into, the more
extracode needsto begenerated to merge the componentstogether.

Watermarking with many smallcomponents isprobably morestealthy thanusingasinglecomponent. However if
k is very large, thenthetotal amount of watermarking code maybecomelargeenough that anattacker may beable to
recognizesomefrequently-repeatedpatterns.

7.3 Resilience

SandMark currently contains approximatelyforty code obfuscators. They perform a wide varietyof transformations
on code and data,suchasmerging methods, splitti ng classes, splitting arrays, changing the signature of methods,
turning scalars into objects,etc. Noneof thesetransformations prevent extraction of a watermark insertedby theCT
algorithm, except for the NODESPLITTER transformation, described in Section 4.2. Using cycled rather than plain
graphs countersthis attack. However, asshown in Figure 24, this resiliencecomesat a signi�cant cost: the dynamic
data rateis reducedby a factor of nine,andthe staticdata rateis reducedby a factorof seven.

Figure25 showstheoverheadof applying multiple node-split tingsto theSpecJVM benchmark suite.Theseresults
show thatonmany applicationsanattackercaneasily apply oneor two node-splitswithout having to worry about per-
formanceoverhead. Thevarianceis high, however. Applying two node-splits makes_228_ jack a 16% slower and
_227_mtrt 286% slower. Therefore, for less performance critical applications it mayin many cases be worthwhile
to usecycledgraphs,if thelowerdataratecanbetolerated.
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Figure23: Sizeof thebytecodefor building aRadixGraph, asafunction of thenumber of components into which the
graphis split.

TheBLOAT [44] bytecodeoptimizer is includedin theSandMark system. It alsohasno effect on thesuccessof
watermarkextraction.

8 Discussion

Becausesoftwarewatermarking is anew �eld , many fundamentalissueshaveyetto beresolved.From apractical point
of view, themost important question is what constitutesa reasonable threat-model. In this paperwe have identi� ed
severaltypesof threats:

1. Distortive attacksby semantics-preserving transformationssuchastranslation, optimization, andobfuscation.

2. Statisticalattackswhich attempt to locateawatermark by identifyinganomaliesin thedistributionof instructions
or computations.

3. Collusive attacks which attempt to locatea �ng erprint by comparing several dif ferently �n gerprintedcopiesof
aprogram.

4. Cropping attackswhichremovea located watermarkor extractanindividual module from awatermarkedappli-
cation.

5. Additive attackswhich insertnew boguswatermarks into analready watermarked program.

None of the methods we have presentedareimmune to all typesof attacks.EasterEgg watermarks anddynamic
graphwatermarks arehighly resilient against distortive attacks, but, by their very nature, they watermark complete
applications, not individual modules. Hence,cropping a particularly valuable module from anapplication for illegal
reuseis likely to beasuccessful attackagainstthesemethods.

Staticwatermarks, on the other hand, areeasily duplicatedmany timesin an application andcanthus be made
to protect individual modules or even partsof modules. Unfortunately, static watermarks arehighly susceptible to
distortive attacks.
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Figure 24: Bytecode size,and runtimeheapsize,for cycledradix graphs.

Whethera statisticalattackis successful or not will dependon thenatureof the watermark, and thenature of the
application. Dynamic graph watermarks arestealthy in typical object-oriented programswhich tend to createlarge
and complex heap structures.They would bevery unstealthy, andhencesusceptible to statistical attacks, in programs
that are primarily numerical in nature. Davidson's [19] method (in which a serial number is encoded in the order of
basic blocks) is also proneto statistical attacks sincetheresulting control �o w graphs tend to appearconvolutedand
sub-optimal.

It is interesting to note that theproblemsweface in softwarewatermarking areoftenquitedif ferentfromthosethat
arisein watermarking media. The reason is the�uid ity of software, which allows us to make quite sweeping changes
to the text of a programwithout changing its behavior. For example, it is quite dif �cu lt to protectagainsta collusive
attackon an image �ng erprint, since,by their very nature, all �n gerprinted copies must appearidentical. Software
watermarks do not facethis problem. We can easilyprotect againstcollusive attacks by applying a different setof
obfuscatingtransformations to eachdistributedcopy of anapplication. Thus,comparing several �ng erprinted copies
of the same application is unlikely to revealthelocation of the � ngerprint, sincethetext of eachdistributedcopy will
appearcompletely dif ferent.

For similar reasons, distortive attacks are a less serious threatto media watermarks thanto software watermarks.
A distortive attackon a media objectis restrictedto making imperceptible changes,whereasanobfuscation attackon
a programis only restrictedto preserving its semantics.

8.1 SandMark and JavaWiz

The �rst implementation basedon the CT algorithm wasJavaWiz [3]. This section contraststheSandMark imple-
mentationwith thatof JavaWiz.

TheJavaWiz implementation is unkeyed. In the SandMark implementation, a particular input sequenceserves
asakey for embedding and is requiredfor watermark extraction. User annotation of thesourceprogramis required to
make the watermark input-dependent.

Both implementationsembed anarbitrarybit stringasthewatermark, treating it asasingle large integer. JavaWiz
requirestheinput of aninteger; SandMark acceptseitheranintegeror anarbitrary text string.

JavaWiz encodesthewatermark in aPlantedPlaneCubic Tree(PPCT).SandMark offersachoiceof four encod-
ings,including PPCT. SandMark also offersanoption to usea”cycled graph” encoding (of any of its representations)
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Figure 25: Overheadof applying sequence of node-splittings to the SpecJVMbenchmark suite. The ja vac bench-
mark wasexcludedsinceit currently failson theNODESPLITTER obfuscation.

asa defenseagainst node-splitt ing attacks.
SandMark generatesseveral code fragments which areinsertedat user-speci�ed locations. Code generation re-

quiressomecareto allow thesegmentsto beexecutedout of order. JavaWiz constructsthegraph in asingle sequence.
JavaWiz usesa user-speci�edclassfor graph nodes.SandMark attempts to deduceone automatically.
Both implementations require accessto portions of the source code of the target application: SandMark for

annotating,and JavaWiz for modi�cation.
Both implementationsrely on featuresof theSun referenceimplementation of theJava language. SandMark uses

JDI tracing facilities as part of both the embedding and recovery stages. JavaWiz usesthe heap dump facilit y to
recovera constructedwatermark.

Both implementationsgeneraterelatively straightforward code under the assumption that it will besubsequently
obfuscated.

9 Summary

Software watermarking embeds an identify ing valuein a program. The ideal watermark is easily extractablewith a
key but dif�cu lt to detectotherwise. It imposes lit tle programoverheadandis robust againstawidevarietyof program
transformations.

Mostsoftware watermarks arestatic:They areapplied to, anddetectedin, anexecutable binary �le. In this paper
we have describedtheCT algorithm, where a dynamicwatermark is encodedby a graph that is built during program
execution. Graph construction is drivenby a speci� c input sequencethatservesasthe key. A dynamic watermark is
muchharderto detectthanastaticwatermarkandis alsomuchmorerobustagainsttransformationssuchasobfuscation
and optimization.

The CT watermarking scheme hasbeenimplemented in the SandMark package, a large collection of tools for
modifying Java programs. The SandMark implementation providesseveral options for con� guring the watermark,
including a choice of graph encodings. User annotation of the targetprogram speci�es thedependence on program
input andthe locations for code insertion. Incorporation of watermarking aspart of SandMark allows obfuscation
after modi�ca tion.
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We have exploredtradeoffs among graph encodings and watermark sizesandevaluatedtheir effects on codesize
and memory requirements.We havemeasuredexecution-time overheadand founda real but not impractical increase.
We have presenteda model for measuring the stealthof a softwarewatermark andfound that thecode introducedby
theCT algorithm is stealthy for a largefraction of realJava programs.

We tested theCT watermark's resilience againstSandMarkś suite of obfuscators,andfound it invulnerable to all
but nodesplitti ng. This somewhatcostly obfuscationis in turn overcomeby useof a more redundant graphencoding.

TheSandMark packagein which CT hasbeenimplementedcanbedownloadedfromsand mark. cs.ar izona.
edu .

Acknowledgments:We thank Edward Carter, Andrew Huntwork, KamleshKantilal, and JasvirNagra for imple-
mentationassistance.
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A An Example

Figure 26: Screenshot of SandMark recognizing the watermark " WILDCATS" in a tic-tac-toe application. Theuser
has entered the secret input sequence (clicking X-O- X along the diagonal) The bottom paneshows the recognized
graph.
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