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Abstract

Dynamic detectionof programinvariants is emeg-
ing asan important reseach areawith many challeng-
ing problems.Generatingsuitabletest caseghat sup-
port accuratedetectionof programinvariants is cru-
cial to the dynamicappioachfor invariant detection.In
this paper we proposea new structural coveragerite-
rion calledinvariant-coverageriterion for dynamicde-
tection of programinvariants. We alsoshowhow the
invariant-coverageriterion canbeusedto improvethe
accuracyof dynamically detectednvariants. We rst
usedthe Daikon tool to report likely programinvari-
ants using the branch coverageand all de nition-use
pair coveragéest suitesfor severaprograms.Wethen
generatednvariant-coveragesuitesfor theselikely in-
variants. When Daikon was run with the invariant-
coveragesuites, severalspurious invariants reported
earlier by the branchcoverageand de nition-use pair
coveragéeest suiteswere removedromthereportedn-
variants. Our appoachalsoproducednore meaningful
invariants than randomlygeneratedestsuites.

Keywords - Testdata generation,path testing, pro-
graminvariants, dynamicanalysisexecutiortraces.

1 Introduction

Invariants play animportant role in all stagesof
software development. Dynamic detection of pro-
gram invariants is an emerging research areawith
many challenging problems [2, 3]. As with any dy-
namic approach, the accuracy of dynamically dis-
covered invariants critically depends upon the test
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suite used for detection of invariants. One param-
eter of the test suite that is loosely related to the
accuracy of dynamic detection of invariants is the
size of the test suite. However, not all large test
suites are equally effective in accurate detection of
invariants due to the varying degree of structural
coverage obtained. Thus, generation of test inputs
that support accurate detection of program invari-
ants at runtime is an important reseach problem.

In our prior work [7] we show that test suites
satisfying commonly used structural coverage cri-
teria, such as branch coverage and all de nition-
use pair coverage, may not be good enough for ac-
curate detection of program invariants. Thesetest
suites are generated for executing all branchesand
all de nition-use pairs of the program. However,
they may not provide good coveragefor detecting
whether a given program property is true at run-
time. We illustrate this with an example code seg-
ment taken from [7] and shown in Figure 1.

Let the expression (a*bh == c*d) in line 14 in
Figure 1 representa likely invariant property to be
monitor ed during every execution of this code seg-
ment. Let us consider atest suite

Executing the code segment in Figure 1 with the
testcasesin  executesevery statementand every
branch outcome of the two predicates and in
the code segment. Also note that every de nition-
usepair in this code segment is exercised by

The property testedin line 14 holds true for this test
suite . Butit is easyto seethat this property does
not hold for the test case . This sim-
ple example illustrates that branch coverage (each
branch outcome is evaluated at leastonce by some
test case)and even all de nition-use pair coverage
(every de nition-use pair is exercised at least once



by sometest case)are not strong enough criteria for
the test suite to be adequate for dynamic invariant
detection.

0: int (int x,y)
1

P1: if (x 0)

2: a=3;

3: c=6;

4: else

5: a=3;

6: c=9;

7 endif

P2: if(y O

8: b=4;

9: d=2;

10: else

11: b=3;

12: d=1,;

13: endif

14: /* MonitoredProperty:(a*b== c*d)*/
15:

16:

Figure 1. An example code segment

The above example provides insight into the
limitations of using existing coverage based test
suites for detecting invariant properties at dif fer-
ent points in the programs. These test suites are
designed for coverageof speci c structural elements
(suchasstatementsbranchesge nition-use pairsetc.)
of the program and may not contain test casesthat
arespeci callyhelpfulin veri cation of propertiedbeing
monitoredfor invariant discovery

In the above example, we need test casesexer-
cising all possiblecombinationsof branchoutcomesy
whichtheprogramexecutiorcanreachhecritical point
where the property of interestis being monitor ed.
But in general, the number of paths reaching the
critical point may be unbounded due to the pres-
ence of loops. So the crucial problem is how to
identify the important pathsreachingthe critical point
so that executing the program with testinputs for
these paths gives higher con dence in the value of
the property being monitor ed during execution.

In this paper, we de ne a new criterion called
the Invariant-coverageriterion for dynamic detec-
tion of program invariants. We present an ap-
proach basedon this criterion to impr ove the accu-
racy of dynamically discovered likely program in-
variants. Our approachis to rst use Daikon [2, 3]
to do runtime analysis to report likely invariants
with branch coverage and de nition-use pair cov-
erage test suites (referred to as traditional cover-
age test suites from here onwards) for the given
program. We use these likely invariants to gen-

erate respective invariant-coverage suites for the
program. Theseinvariant-coverage suites contain
test inputs for program paths specic to veri ca-

tion of those likely invariant properties that were
reported earlier by the traditional coverage test
suites. Then we rerun Daikon using invariant-

coverage suites. Many of the spurious invari-
ants reported earlier, when the traditional cover-
age test suites were used, are no longer reported
aslikely invariants by Daikon when the invariant-

coverage suites are used. The subset of the invari-
ants reported (from among those reported with the
traditional coverage test suites) by the invariant-

coverage test suites are more likely to be accurate
than the original set of likely invariants reported
with the traditional coverage test suites. We ap-
plied our approach for several programs to evalu-
ate the effectivenessof invariant-coverage criteria.
Our preliminary results show that our approach
can signi cantly impr ove the accuracy of dynam-
ically detected program invariants. The signi cant

contributions of this paper are asfollows:

Development of invariant-coverageriteria

A new approach to impr ove the accuracy of
invariants detected at runtime

Demonstration of the effectiveness of the
invariant-coverage criteria and the potential of
our approachin impr oving the accuracy of re-
ported invariants

The organization of the paper is asfollows. In the
next section, we discussthe invariant-coverage and
our approach in detail. In section 3, we present
our experiments with using invariant-coverage cri-
terion. We discussthe related work in section4 and
presentthe conclusions of our work in section 5.

2 Our Approach

A dynamic analysis tool called Daikon was de-
veloped in [3] for dynamically discovering likely
program invariants. Daikon discovers invariants
dynamically from program tracesthat capture the
variable values at program points of interest. The
user runs the target program over a test suite to
create execution traces of the program. An in-
variant detector determines which properties hold
over both explicit variables and other expressions.
Variable and expressionsfor which these proper-
ties hold over the traces,and also satisfy other tests
such as being statistically justi ed, not being over
unr elated variables and not being implied by other



invariants, are reported as likely invariants. The
setof the likely invariants reported by the tool crit-
ically depend upon the test casesused to perform
dynamic analysis.

Our approachis to obtain initial guessesof likely
invariant program properties by executing pro-
grams with their branch coverage and de nition-
use coverage suites and using Daikon to perform
runtime analysis. Note that our approach can also
be applied if we have an initial guessof likely pro-
gram invariants from some other source such as
program speci cations.

Next, we generateprogram inputs with the spe-
cic goal of thoroughly covering these likely in-
variant properties. Speci cally, for each likely in-
variant property, we generate a nite (yet com-
prehensive) set of de nition-use chains that can
effect the value of the invariant property at the
point of interest. We then generateinputs for paths
that execute all feasible combinations of these
de nition-use chains. Theseinputs thoroughly test
the respective invariant property. We de ne an
invariant-coverage suite for each likely invariant
asconsisting of inputs that executethesecombina-
tions of de nition-use chains. We then run Daikon
using these invariant-coverage suites. Sincethese
invariant-coverage suites thoroughly test the ini-
tial guessesof likely invariant properties, many of
the spurious likely invariants reported earlier by
branch coverage and de nition-use pair coverage
suites are removed from the invariants reported
with the invariant coveragesuites.

The motivation for dening our invariant-
coverage suites is as follows. The execution of
paths traversing all feasible combinations of a -
nite setof de nition-use chains, that can effect the
value of aninvariant property at a point in the pro-
gram, is a stronger criterion than branch coverage
or all de nition-use pairs coverage criteria. The
inputs in the traditional de nition-use pair cover-
age suite may exercise only a few of these chains
and hencereport false positives. Note that gener-
ating de nition-use chainsfor every variable at ev-
ery point in the program is not practical. That will
be a huge set of de nition-use chains. However,
we focus on the de nition-use chains of the vari-
ables appearing only in the likely invariant prop-
erties at the points of interest. Therefore, we do
not need to generate de nition-use chains for ev-
ery variable at every point in the program. Since
the number of all de nition-use chains that can ef-
fect the value of an expressionat a point in a pro-
gram can be unbounded, to limit the number of

de nition-use chainsto be considered, we de ne a
setof longest simple de nition-use chains for each
variable in eachinvariant property. With this back-
ground for the development of our approach we
now formally describe some terminology used in
our approach.

We representa de nition-use pair of a variable
in aprogram asv(dst,ust), where isthe state-
ment number at which thereis a de nition of and

is the statement number at which thereis a use

of suchthat there existsade nition-clear path for

from to in . Next, we de ne our notion
of a simplede nition-use chainfor a variable v at a
point Sin a program.

De nition: A Simple de nition-use chain for a
variable at apoint in aprogram s achain
of de nition-use pairs, on which the value of at

is dir ectly or indir ectly data dependent, such that
no de nition-use pair on the chain appears more
than once except possibly the last de nition-use

pair which may appear at most twice on the chain.

We illustrate this with the ShellSort example
program from [10] written in Javashown in Fig-
ure 2. For simplicity , we use the line numbers for
the program shown in Figure 2 as the statement
numbers when de ning de nition-use pairs. The
doNothing() procedure invocations in the program
in Figure 2 are dummy proceduresthat do noth-
ing. They are inserted at the loop entry points so
that Daikon tool can report program invariants at
thesepoints. Somesimple de nition-use chains for
variable j used at line number 10are given below.

chainl:
chain2:
chain3:
chain4:

chainb:

Note that chain 5 above is terminated with  to in-
dicate that the last de nition-use pair in the chain
is repeated. Next we dene a longest simple
de nition-use chain.

De nition: A longest simple de nition-use chain
for avariable atapoint in aprogram is de-
ned asa simple de nition-use chain to which no
more de nition-use pairs canbe added without vi-
olating the property of it being a simple chain.

For example, the simple chains 1, 2, 3 and 4 above



0:  public class:ShellSort

1: public static void sort(int[] a)

2: int n = a.length;

3: intincr=n/ 2;

4: while (incr 1)

5: doNothing1(incr)

6: for (inti=incr;i n;i++)

7 doNothing2(al[il,i);

8: int temp = a[i];

9: intj=1i;

10: while (j incr && temp  a[j - incr])
11: doNothing3(tempj, i, incr, a[j], afj-incr]);
12: a[j] = a[j - incr];

13: j-=incr;

14:

15: afj] = temp;

16:

17: incr /= 2;

18:

19:

Figure 2. ShellSor t example program

are longest chains since no more de nition-use
pairs can be added to thesechains. However, sim-
ple chain 5 is also a longest chain although more
de nition-use pairs can be added to this chain to
make it longer. Note that if we add a de nition-
use pair to this chain, it would no longer satisfy
the property of being a simple chain. For example,
chain 5 can be made longer as shown below:

chain5";

But now chain5' is does not satisfy the property
of a simple chain since the de nition-use pair
incr(17,17)appears more than once on chain5' and
it is not the last de nition-use pair on the chain.
Now we de ne our invariant-coverage criteria
that we use for generating inputs to support ac-
curate detection of program invariants at runtime.
Let be an expressionin program
variables that representsa likely in-
variant property at a point in aprogram . Let
representthe setof all longest simple

de nition-use chains for the variable  at point
in program
De nition: An Invariant-coverage  suite

, for an expression representing a
likely invariant property atpoint in aprogram
is the set of inputs that executethe paths through
all the combinations of the longest simplede nition-
usechainsof all the variables in
Let us generate invariant-coverage suite for the
property monitor ed at line 14 in Figure 1. This in-
variant property has4 variables , , , . Thereare

two de nition use chains of each variable reach-
ing line 14 as follows: ; ; ;
; ; ; and .

The set of paths that exercise all feasible combi-
nations of these de nition-use chains are the four
paths in this code segmentcorresponding to all the
combinations of the branch outcomes of and
. As another example, after running Daikon us-
ing a branch coverage test suite for the program
in Figure 2, one of the likely invariants reported at
line 10in the program is ’j == One0f[1,2,4]". Since
this invariant has only one variable, namely j, we
just need to compute the set which is
preciselythe setof 5 chains (chainl,...,chain5)given
above. The invariant-coverage suite for this invari-
ant is the set of inputs such that each chain in

is executedby someinput in

Code-coverage Report
Based Test Invariants
Suite (T1) inl
Run Irl1variant Compute
Detection Tool
I=11N 12

using T1

Detected
Invariants (1)

Detected
Invariants (12)

Generate

. 1 Union of Run Invariant
invariant-coverage Invariant- Detection Tool
suite for each coverage using T2
invariant in 11 Suites (T2)

Figure 3. Our Approach to support ac-
curate detection of Program Invariants at
Runtime .

The steps of our approach are shown in Fig-
ure 3. First we generate a branch coverage or an
all de nition-use pair coveragetest suite T1 of the
given program if it is not already available. Next
we run Daikon using the test suites generated in
step 1 to obtain a set 11 of likely program invari-
ants. Then we generate invariant-coverage suites
for the set of likely invariants reported in 11. Let
T2 be the union of the test casesin all the invariant
coveragesuites. We then run Daikon using the test
casesin T2 to generate a set 12 of likely program
invariants. Finally, we compute the invariants in
intersection | =11 12. The intersection of invari-
ants is performed literally, i.e.,an invariant in | ap-
pears exactly in identical form in eachof 11 and 12.
The invariants reported in the setl are more likely
to be accuratethan the original setll of invariants
reported by the structural coverageof the program.



3 Experiments

We applied our approach to remove spuri-
ous invariants reported by branch coverage and
de nition-use coverage test suites for several pro-
grams. We also used randomly generated test
suites of the same size as that of the invariant-
coverage suites and 5 times the size of invariant-
coveragesuitesand compared their effectivenessin
generating program invariants with the test suites
satisfying other coverage criteria.

Daikon reports invariants at the entry and exit
of a procedure. The invariants are reported on the
procedure parameters and arguments of the return
statement. For generating program invariants at
other program points such asloop entry, acall to a
dummy procedure (which does nothing) with the
variables of interest as parameters was inserted in
the program. At present, this is the only method
provided by Daikon for detection of loop invari-
ants. All variables used or de ned in aloop (hot in-
cluding variables that were used only in the nested
loops) were examined for loop invariants by pass-
ing them as parameters to these procedure invoca-
tions at the loop entry. We chose not to examine
inner loops so that we could focus only on those
variables that were being used or de ned in the
current loop. Thus, all variables were examined
only in the context(s)in which they areused. Addi-
tionally , those variables must bede ned atthe loop
entrance, so that the code may be compiled. If an
array was de ned but not initialized, we assumed
all elementsto beinitialized to O.

Now we discuss the programs selected in our
experiments. The basis for selection of these pro-
grams was to cover a variety of program features
asexplained below. We alsodiscusshow we gener-
ated various test suites for eachprogram. All these
programs were written in Java.

3.1 Programs

Boyer-Moore Matching: The Boyer-Moore (BM)
algorithm nds the index of the leftmost substring
of the text string matching the pattern string, or
returns -1 if there is no match. We used the
source code for this program from [4]. We selected
this method becauseit has multiple nested control
structures inside of a while loop, including a re-
turn statement. For this reasonwe believed this
program would allow us to generate many pos-
sible de nition-use chains. Becausethe method
had threereturn statements,we required threetest

casesto provide full branch coverage. The remain-
ing branchescould be covered by one of those cases
becausewe utilized multiple iterations of the out-
ermost loop. We also generated an all de nition-
use pair coverage test suite. After generating all
the def-use pairs for the program, we generatedthe
required path of execution for each pair. We then
manually generated a test suite that executed each
of thesepaths.

For invariant-coverage suites corresponding to
the invariants reported by the the branch cov-
erage, we found a total of 113 statically possi-
ble de nition-use chains, 40 of which turned out
to be feasible. Similarly, for invariant-coverage
suites corresponding to the invariants reported by
the de nition-use coverage, there were 46 feasi-
ble chains out of a total of 113 statically possible
de nition-use chains. We eliminated the infeasi-
ble chains by visual inspection. Next, we created
paths corresponding to each chain. We manually
tried test casesuntil we found a set of casesthat
executed eachrequired path.

Levenshtein Distance: This method, taken from
[11] nds the Levenshtein distance between two
strings. This is the number character modi cations
needed to change one string into another. This
method has nested for-loops that lls in a two-
dimensional array. This is another type of program
that we believe will allow us to generate many
possible de nition-use chains for the invariant-
coverage suites. The traditional structural cover-
age test-suites were generated manually. For this
program, the branch coverage test-suite also pro-
vided de nition-use coverage.

For the invariant-coverage suites we found a
total of 189 possible de nition-use chains, 81 of
which turned out to be feasible. To generate the
casesfor these chains, we needed to look at the se-
mantics of the program. This involved understand-
ing how the matrix was lled in, and what the de-
pendencies were for eachcell. This allowed us to
understand which chains were feasible so that we
could generate an execution path for each chain.
Wethen createdcorresponding testcasesmanually .

Matrix Adjoint:  This program, taken from [12],
calculates the adjoint of a matrix. We chose this
program becausein contrast to the previous pro-
gram that manipulated strings, this program was
mathematical in nature and still contained inter-
esting control structures that could yield a large
number of def-use chains. We manually generated
test casesfor each traditional structural coverage
test suite. For this program, we were able to pro-



vide de nition-use and branch coveragewith asin-
gle test suite which contained a single test case.
From the invariants reported by this test case,we
constructed 70corresponding de nition-use chains
for the invariant-coverage suites, all of which were
feasible. We then selectedcorresponding paths and
generated test casesmanually.

Ordered Array: This array classsupports ve op-
erations: insert, delete, nd, display, and getSize.It
is interesting to us becauseit contains an instance
variable that is accessibleat all program points.
The source code of this program was taken from
[15]. We generated the traditional structural cover-
agetest suites by hand. For the invariant-coverage
suites corresponding to the invariants reported by
the branch coverage suite, we found a total of 109
possible de nition-use chains, all of which turned
out to befeasible. Similarly , therewere 118possible
chainsfor the invariants reported by the de nition-
use coverage suite, 116 of which turned out to be
feasible chains. We manually created test casesfor
eachof those chains.

ShellSort: This program sorts an input array of
int values and was taken from [16]. For invariants
reported using the branch coverage suite, the test
casegeneration for invariant-coverage suites was
done semi-automatically. We generated the chains
for eachinvariant by hand. Becausethis program
was more complex we were unable to easily create
corresponding test casesfor those chains. We in-
stead generated large setsof input data. This data
was a combination of larger random arrays and
sets of all orderings of small arrays with a spec-
ied size. We instrumented the program so that
it could record the chains for a specied variable

at a specied point in the program. The in-
strumented program stored the chains executedfor
eachinput. We continued to add inputs to the suite
until we found a setof inputs that executedall the
chains we had generated by hand.

With the de nition-use coverage suite, Daikon
reported 20 likely invariants of which 7 involved
two or more variables. Our technique for generat-
ing the invariant-coverage suite requires, that for
invariants with multiple variables, we generatethe
combinations of the chains of all the variables used
in each invariant. We generated these combina-
tions automatically after generating the chains for
each variable by hand. This resulted in a set of
over 3500chains. Many of the resulting chains will
turn out to be infeasible since they are not syntac-
tically allowed by the program structure. In order
for us to show that we have created all the neces-

sary test cases,we need to eliminate those infea-
sible chains. A parser can be instrumented to au-
tomatically eliminate these syntactically infeasible
chains. However, there were too many chains for
us to inspect manually for feasibility.

After generating the above test suites, we used
these test suites and the Daikon tool to report the
likely program invariants. We also generated ran-
dom test suites for the above programs. Random
suites of size equal to the size of invariant-coverage
suites and of size 5 times the size of invariant-
coverage suites were constructed. This was to see
how the invariants reported by random suiteswere
effected by the size of the test suite. In the next sec-
tion, we discussthe results of our experiments.

3.2 Resultsand Discussion

The number of likely invariants reported by
Daikon for eachprogram for dif ferent test suites is
shown in Table 1. There aretwo rows for eachpro-
gram. The rows with (Br) and (Du) appended at the
end of the program name correspond respectively
to conventional branch coverageand all de nition-
use pair coveragetest suites. The columns labeled
by Tc representthe number of test casesand the
columns labeled by Inv correspond to the number
of invariants detected by the respective test suite.
The columns under the heading C-Coverageorre-
spond to the branch and all de nition-use pairs
coverage suites used to report invariants. The
columns under the heading Invariant-coverageor-
respond to the number of test casesused and the
number of invariants reported when the invariant-
coverage suites were used with Daikon. Finally,
columns under the heading RandomCoverageare
the number of test casesused and the number of
invariants reported with randomly generated test
suites. The columns labeled with the intersection
of two setsof invariants report the number of in-
variants that wereidentical in both the sets.

Boyer-Moore Matching: In this program, although
the number of test casesin the all de nition-use
pairs suite were only one more than the number
of test casesin the branch coverage suite, 37 in-
variants were reported by branch coverage suite
whereasonly 16 invariants were reported by the
all de nition-use pairs suites. However, upon in-
spection we found that most of the likely invari-
antsreported by the branch coveragesuite werein-
deed not true invariants. Theseinvariants are the
ones that give the value(s) of variables explicitly;



Program C-Coverage Invariant-coverage RandomCoverage
| | | | | | | |

BMMatch (Br) 3 37 6 27 22 6 9 9 30 12 5
BMMatch (Du) 4 16 4 14 9 4 8 4 20 12 5
L-Distance(Br) 3 37 18 34 20 18 32 13 90 28 11
L-Distance(Du) 3 37 18 34 20 - - - - -
MatrixAdj (Br) 1 61 3 62 6 3 82 7 15 97 8
MatrixAdj (Du) 1 61 3 62 6 - - - - - -
OrdArray (Br) 10 89 113 82 27 113 36 14 565 36 16
OrdArray (Du) 71 98 248 102 37 248 36 14 1240 36 14

ShellSort(Br) 3 9 876 15 1 876 29 1 4380 29 1

Table 1. Number of Test Cases (Tc) and number of likely Invariants (Inv) repor ted by Daikon for
ConventionalCoveragéest suites, Invariant-coveragsuites and Randontly generated test suites.

e.g.str =="hello” or "a == OneOf[1,2,3]” and were
tied to actual input data used rather than invari-
ant properties of the programs. The all de nition-
use pairs suite detected more meaningful invari-
ants since the above spurious invariants were not
reported due to increasedcoverageof the program.
Note that by meaningful invariants we mean in-
variants that are not linked to speci c input values
used and are abstractions over multiple inputs.

When we used the invariant-coverage suites
corresponding to the invariants detected by the
branch coveragesuite, the number of invariants re-
ported was reduced from 37 to 27. Of these 27,5
were "new” invariants and 22 were the same as
those reported by the branch coverage suite. Al-
though the invariant-coverage suite removed 15
spurious invariants reported by the branch cov-
erage suite, of the 22 in common, many are still
linked to the test suite becausesome of the chains
for the invariant-coverage suite were also exercised
by the test casesin the branch coveragesuite.

The invariant-coverage suite corresponding to
the invariants reported by the all de nition-use
pairs suite reduced the number of invariants from
16to 14. Of these 14,5 were "new” invariants and
9 werereported by the def-use coverage suite. The
5"new” invariants are unveri ed invariants since
invariant-coverage suites for theseinvariants were
not constructed. However, the invariant-coverage
suite removed 7 false invariants from the 16 in-
variants reported by the all de nition-use pairs
suite. The remaining 9 invariants which were re-
ported by both the invariant-coverage suite and the
all de nition-use pairs suite appeared to be accu-
rate and least linked to either test suite. Thesere-
sults lead us to conclude that the set of invariants,
obtained by taking the intersection of the invari-

ants reported by the all de nition-use pairs cover-
age suite and the invariants reported by the corre-
sponding invariant-coverage suite, are more likely
to be accurate.

Levenshtein Distance: For this program the
branch coverage suite also exercised all de nition-

use pairs in the program. Therefore, the branch
coverageand all de nition-use pairs coveragesuite
were identical for this program and had 3 test
cases. Daikon reported 37 likely invariants with
this test suite. When Daikon was run with the
corresponding invariant-coverage suite, 17falsein-
variants out of these 37 likely invariants were re-
moved from the set of reported likely invariants.
When the 20 invariants that belonged to the in-
tersection of the invariants reported by the tradi-
tional structural coveragesuites and the invariant-
coverage suites were inspected, about half of these
20 appear to belinked to the testinputs used. The
reason for this is that some of the test-casesin
the traditional structural coverage suites were re-
used in the invariant-coverage suite. Becauseof
this fact, the intersection of the suites carried over
some of the false invariants reported by the tra-
ditional structural coverage suites. If different in-
put were used for the common paths in the tradi-
tional structural coverage suite and the invariant-
coveragesuite, then thesefalse invariants will also
be removed from the intersection of the invariants
reported by conventional coverage and invariant-
coveragesuites.

Matrix Adjoint: In this program the conventional
branch coverage and all de nition-use pair cover-
age suites were identical and contained 1 test case.
A total of 61 likely invariants were reported by
the conventional coverage suites. The invariant-
coverage suite eliminated 55 false invariants from



these 61 likely invariants that Daikon reported
with the conventional coverage suites. Thus, there
wereonly 6invariants (all of which were meaning-
ful) that belonged to the intersection of invariants
reported by the conventional coverage suites and
the invariant-coverage suites. This shows the ef-
fectiveness of invariant-coverage suites in remov-
ing the spurious invariants reported by traditional
structural coveragesuites.

Ordered Array: The branch coverage suite re-
quired only 10 casesand Daikon reported 89 in-
variants with this test suite. The all de nition-

use pairs coveragesuite with 71testcasesreported
only 9 more invariants than the branch coverage
suite. However, as was observed in the case of
Boyer-Moore  Matching algorithm, the invari-
ants reported by the all de nition-use pairs cov-
erage suite contained more meaningful invariants
than the branch coveragesuite.

Let us now compare the invariants reported by
the branch coverage suite and the invariants re-
ported by the corresponding invariant-coverage
suite. Daikon detected 89 invariants using the
branch coverage suite, while it detected 82 using
the corresponding invariant-coverage suite. The
invariant-coverage suite removed 62 false invari-
ants from the invariants reported by the branch
coverage suit. There were 27 invariants in the in-
tersection of the two suites. Becausethe suiteswere
mutually distinct, theseinvariants were not linked
dir ectly to either suite and were more likely to be
accurateinvariants ascompared to other invariants
reported by the branch coverage suite. Thus, the
intersection does provide us with a number of use-
ful invariants.

Now we compare the invariants reported by the
conventional all de nition-use pairs suite and the
invariants reported by corresponding invariant-
coverage suite. The invariant-coverage suite re-
moved 61 false invariants from those reported by
the all de nition-use pair coverage suite. There
were 37 invariants in the intersection of the invari-
ants reported by these two suites out of which 27
are meaningful. This indicates to us that the inter-
section of the suites provides a decent number of
meaningful invariants.

ShellSort: The branch coverage suite for this pro-
gram contained 3 test cases. Using this suite,
Daikon detected 9 invariants. However, only 1 of
these was a meaningful invariant. The invariant-
coverage suite generated from these 9 had 876
cases, which were generated semi-automatically
as described in the previous section. Daikon de-

tected 15 invariants (all meaningful) using this
suite, none of which were directly linked to the
input data. The one valid invariant found using
the branch coverage suite was also detected in the
invariant-coverage suite. We conclude from this
example that the branch coverage criteria is not
strong enough to extract a complete set of mean-
ingful invariants, but the invariant coverage suite
associated with the coverage suite may still pro-
duce good invariants.

3.2.1 Invariants Detected with Randomly Gen-
erated Suites

Now we presentour analysis about the invariants
reported by Daikon when randomly generatedtest
suites are used to report likely invariants for the
above programs. Our experiencein using Daikon
to report likely program invariants with randomly
generated test suites is as follows. The number of
likely invariants reported by Daikon initially in-
creaseswith the increasein the size of a randomly
generated test suite since more test casesprovide
more sample points to Daikon. This is what is ob-
served in the Boyer-Moore  matching program.
In this program, increasingthe size of the random
suites increasedthe number of invariants detected
from 8 to 12 and from 9 to 12. Similar behavior
is observed in the Matrix ~ Adjoint  program for
which increasingthe size of the suite increasedthe
number of invariants detected from 82to 97. How-
ever, after reaching a certain number of invariants,
the number of likely invariants reported by Daikon
decreaseswith the increasein the size of a ran-
domly generatedtest suite. This is becauseadding
more test casesallows Daikon to eliminate more
false invariants. This is what is observed in the
Levenshtein Distance program. In this pro-
gram, increasingthe size of the suite decreasedthe
number of invariants detected from 32to 28. How-
ever, if the size of the random suites continues to
increase,the number of invariants reported do not
changewith further increasein the size of the test
suite. This is becauseadditional test casesdo not
provide new coverage, i.e., new sample points to
Daikon. Besidesfor each of the covered program
points, the test suite already has enough samples
for Daikon to detect invariants. This limiting be-
havior is observed in the caseof OrdArray and
ShellSort  programs asshown in Table 1.



Program Invariant-coverage RandomCoverage
M(Invl Inv2) M(Invl Inv3) | M(Invl Inv4)

BMMatch (Br) 8 5 4
BMMatch (Du) 9 3 4
L-Distance(Br) 7 6 6
L-Distance(Du) 7 - -
MatrixAdj (Br) 6 6 8
MatrixAdj (Du) 6 - -
OrdArray (Br) 18 10 12
OrdArray (Du) 27 12 12
ShellSort(Br) 1 1 1

Table 2. Results excluding uninteresting

invariants. Uninteresting

invariants are those invari-

ants that give the value(s) of variables explicitl y; e.g. str =="hello" or "a == OneOf[1,2,3]".

3.2.2 Comparisons after Removal of Uninterest-
ing Invariants

We alsolooked at the invariants in the intersections
corresponding to the columns labeled ,

and in Table 1, after re-
moving uninter esting invariants. Uninter esting in-
variants are those invariants that give the value(s)
of variables explicitly from the input data used
in the test cases; e.g. str == "hello” or "a ==
OneOf[1,2,3]". These uninter esting likely invari-
ants are tied to the input data used and would
change (unless a path is executed only for a sin-
gle input value) if differentinput was used for the
same path. We call the remaining likely invariants
asmeaningful invariants.

The columns labeled with M(Invi  Invj) fori=1
andj=2,3,4in Table 2 show the number of meaning-
ful invariants in respective columns labeled with
Invi Invj fori=1 andj=2,3,4in Table 1. It is seen
from Table 2 that in almost all the cases(except
Matrix ~ Adjoint ) the number of meaningful in-
variants in Invl Inv2 were more than or equal to
the number of meaningful invariants in Invl Inv3
and Invl Inv4. This indicates that in most cases,
the random suitesweren't generating enough sam-
ple points for Daikon to produce a larger subset of
meaningful invariants reported by traditional cov-
erage suites. This is becauserandomly generated
test suites do not provide [3] adequate coverage of
program points to Daikon. However, they do pro-
vide a large number of samples at frequently ex-
ecuted program points to Daikon to be able to in-
fer meaningful invariants at those points. Thus, we
can use the random suites to help verify likely in-
variants, but we cannot use them to eliminate any
spurious invariants from those reported by the tra-
ditional coverage suites. However, our invariant-

coverage test suites are found to be effective in
eliminating false invariants from the likely invari-
ants reported by the traditional structural cover-
age suites. Besides,invariant-coverage suites cor-
responding to the likely invariants reported by the
traditional structural coveragesuites can provide a
larger number of meaningful invariants than ran-
domly generated test suites.

4 Related Work

In prior work [2, 3], randomly generated and
grammar generated test suites have been used
for invariant detection. Randomly generated test
suites have poor coverage and are most effective
at highly peculiar bugs [9]. In the experiments re-
ported in [3], the randomly generated test suites
failed to executemany portions of a program. The
experiments using randomly generated test suites
from a grammar describing valid inputs detected
more invariants than completely randomly gener-
ated test suites. However, generating test casesus-
ing grammar rules is a black box approach to test
casegeneration and in general can fail to cover a
signi cant part of the implementation. Some pre-
existing test suites were also used in [2, 3] for in-
variant detection. However, so far thereis no char-
acterization of the properties of a test suite that
make it suitable for invariant detection.

An operational dif ferencetechnique [8] for gen-
erating, augmenting, and minimizing test suites
hasbeenrecently proposed. The technique is anal-
ogousto structural code coveragetechniques, but it
operatesin the semantic domain of program prop-
erties rather then the syntactic domain of program
text. Another recentrelated reseach is on test suite
augmentation [17] for inferring program speci ca-



tions. This approach is different from ours since
test caseselection is not basedon structural cover-
age but on the violated speci cation.

Severalapproaches[1, 5, 6, 13, 14] are available
for automated test data generation for structural
testing of programs. Our technique for test data
generation in [6] has been implemented for han-
dling programs written in a subset of the C lan-
guage. In the experiments presentedin this paper,
all the programs used were in the Javalanguage.
Since the programs were small, we generated the
required test casesmanually.

5 Conclusions and Future Work

In this paper, we have developed a new struc-
tural coverage criteria called invariant-coverage
criteria for removing false invariants from those
reported by traditional structural coverage suites.
We present an approach to compute a subset of
invariants that are more likely to be accurate in-
variants. We presentexperimental results for sev-
eral programs to demonstrate the effectiveness of
our approach. Our experiments show that the in-
tersection of the invariants reported by traditional
structural coverage suites with the invariants re-
ported by invariant-coverage suites can remove
many false positives reported by the traditional
structural coveragesuites.

In our futur e work we plan to experiment with
iteratively applying our technique, to the set of
likely invariants reported in each iteration, un-
til there is no change in the set of invariants re-
ported. We expectthis iterative application of our
approachto be helpful in accurately deriving most
of the invariants of a program.
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