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Abstract. Software debugging is the activity of locating and correctingerro-
neousstatementsin programs.Automatedtools to locateandcorrectthe erro-
neousstatementsin a programcansigni�cantly reducethecostof softwarede-
velopment.In this paper, we presenta new approachto locateand correctan
erroneousstatementin a function. We assumethe correctspeci�cation of the
erroneousfunction is available in the form of preconditionsandpostconditions
of the function.Our approachcombinesideasfrom softwaretestingandweak-
estpreconditionsusedin correctnessproof methodsto locatea likely erroneous
statement.We have implementedour approachandconductedexperimentswith
severalsmallprograms.In our experiments,our approachwasableto locatethe
erroneousstatementsin a large numberof cases.Our preliminaryexperimental
resultsshow thatourapproachhaspotentialfor developmentof anautomatedbug
locationandcorrectiontool.
Keywords:Fault location,softwaretesting,weakestprecondition,postcondition.

1 Intr oduction
Softwaredebuggingis theprocessof locatingandcorrectingerroneousstatementsin a
faulty program.It is anexpensive andchallengingactivity requiringunderstandingof
theprogramandis oftendonemanuallyby theprogrammers.Automatedtoolsthathelp
theprogrammersin locatingtheerroneousstatementscansigni®cantlyreducethecost
of softwaredevelopment.

Theprogramslicing basedapproaches[1,11,15] extracta subsetof programstate-
mentsthatcaneffect thevaluesof variablesat thepoint wherea fault is manifested.A
novel approachto automaticallyisolatecause-effect chains,thathave higherprecision
thanstaticor dynamicslices,hasbeendevelopedin [19,9]. Approachesbasedon dy-
namicinvariantdetection[8,16] to give warningsaboutprogramanomalieshave also
beendeveloped.All theseapproachesassisttheprogrammersby narrowing down the
searchfor erroneousstatementsto a subsetof programstatements.However, they do
not generatethe exact modi®cationsto be madeto the programto automaticallycor-
rect the errors.To determinethe exact natureof an error andcheckwhetherit lies in
the localizedprogramstatements,the programmershave to modify the programand
re-executetheprogramuntil they obtaincorrectoutput.

In this paper, we developanapproachto automaticallylocalizeandcorrectaner-
roneousstatementin a faulty function.Ourapproachassumesthatthepreconditionand
thepostconditionof thefunctionareavailableas®rst ordertheoryformulas(FOT) [6]



formulasovera®nitedomain.Wealsoassumethatatestsuitefor agiventestadequacy
criteriafor structuraltestingof thegivenfunctionis available.In our currentwork, we
alsoassumethatthereis at mostoneerrorstatementin thefaulty functionto avoid in-
teractionamongmultiple errors.Ourmethodtakesasinput anerrortracegeneratedby
executingsomefailedtestcasein thetestsuiteof thefunction.Thenotionof weakest
precondition[5,7] of astatementin aprogramfor agivenpostconditionof theprogram
hasbeenusedfor proving programcorrectness.In this paper, we de®nea notion of
path-basedweakestpreconditionfor statementsalonga pathin a program.Usingthis,
wealsode®nethenotionsof ahypothesizedprogramstateandanactualprogramstate
at every point alongthe error trace.Our algorithmtraversesthe statementsalongthe
tracein reverseorderof executionandcomparesthesestatesat eachpoint alongthe
traceto detectanevidencefor a likely faulty statement.It thengeneratesmodi®cations
to thefunctionto removethisevidence.Thealgorithmterminatesif amodi®edfunction
successfullyexecutesall the testcasesin the testsuite.If all thestatementsalongthe
currenterror tracehave beenprocessedandthealgorithmfails to correcttheerror, an-
othererrortrace(correspondingto anotherfailedtestcasein thetestsuite)is trieduntil
all theerrortraceshavebeenattempted.

Wehave implementedouralgorithmandconductedexperimentswith severalsmall
programsby introducingoneerroratatime.In ourexperiments,our techniquewasable
to correcterrorssuchasa wrongrelationaloperatorusedin a branchpredicate,wrong
variableusedin a branchpredicate,wrong variableusedin an assignmentstatement,
incorrectconstantusedin anassignmentstatementandsomecasesof incorrectnumber
of loop iterations.Our approachrequiresnormalterminationof theprogramexecution
for theinput thatgeneratedtheerrortracesothatthepostconditioncanbeevaluatedfor
this input.Therefore,it is notableto correcterrorsthatresultin anon-terminatingloop
or resultin segmentationfaultssuchasdueto illegalmemoryaccess.

Theorganizationof this paperis asfollows. The terminologyusedandthedetails
of our approachareexplainedin section2. Thestepsof our algorithmaredescribedin
section3. Theexperimentsarepresentedin section4, the relatedwork is discussedin
section5 andconclusionsarementionedin section6.

2 Our Approach

Theproblemaddressedin this papercanbestatedasfollows:

Problemstatement:Givena faultyfunction
�

witha singleerror statement,a testsuite���
for

�
, anerror traceof

�
generatedby

���
, andthepreconditionandpostcondition

of
�

in the�r storderpredicatelogic, localizeandmodifya statementin theerror trace
sothat themodi�ed functionis ableto passthetestcasesin

���
.

First, we execute
�

with
� �

andidentify the setof error tracesi.e., the setof execu-
tion tracesfor which the postconditionof

�
evaluatesto False. We selectany oneof

theseerror tracesfor locatingandcorrectingtheerror in thefunction.We alsoexpress
thepostconditionin disjunctive normalform usingthe input for the trace.Having the
postconditionin disjunctivenormalform, weonly needto guaranteethevalidity of one



conjunctionin thepostconditionto satisfythepostcondition.We selectany oneof the
conjunctionsin theevaluatedpostconditionfor theerrortracefor locatingandcorrect-
ing theerrorin theerrortraceandcall it postconditionconjunction� . If thealgorithm
is unableto ®x the error for given tracewith the selectedpostconditionconjunction,
anotherconjunctionin thepostconditionconjunctionis selected.Thestepsof ouralgo-
rithm areshown in Figure2. Next, wedescribeour representationof anerrortrace.We
illustrateour approachwith a faulty programMax to computea maximumelementin
anunsortedarrayof integers,shown in Figure1(a).In thisprogram,incorrectrelational
operatoris usedin line 4. An errortracewith theinput � []= (-2, 5, 3), � =3 is shown in
Figure1(b).

int Max(int a[], int n) �
int i, s;
precondition n � 0
1: i = 1;
2: s = a[0];
3: while (i < n) �
4: if (s � a[i])
5: s = a[i];
6: i = i + 1;�

returns;
postcondition�

i:0 � i 	 n, s� a[i] 
�
i:0 � i 	 n, s=a[i]�

precondition (n � 0)
< ��
���������� > ���������
< 1,1> i=1
<2,2> s=a[0]
<3,3> (i-n 	 0)
<4,4> (s-a[i=1] 	 0)
<5,6> i=i+1
<6,3> (i-n 	 0)
<7,4> (s-a[i=2] 	 0)
<8,6> i=i+1
<9,3> (i-n � 0)

postcondition
((s-a[0]� 0)� 
 (s-a[1]� 0)!"
 (s-a[2] � 0)!"
 (s-a[0]=0� ) #
((s-a[0] � 0)� 
 (s-a[1]� 0)! 
 (s-a[2]� 0)! 
 (s-a[1]=0! ) #
((s-a[0]� 0)� 
 (s-a[1]� 0)! 
 (s-a[2]� 0)! 
 (s-a[2]=0)! )

Fig.1. (a) A ProgramMax 1.(b)A traceof Max with theinput $ []=(-2, 5, 3), � =3.

2.1 Representationof an error trace

An error traceis theexecutionhistoryof a failed testcase.We de®neit asa sequence
of executedinstancesof statements(assignments,branchpredicates,input/outputstate-
ments)andevaluatedpreconditionandpostconditionof thefunction.Wede®neanexe-
cutionpoint % , ( %'&)(+*�� ) in a traceastheentryof the %�,.- statementinstanceexecutedin
theabove sequence.We usebottomto denotetheexit point of thelast ( �/,.- ) statement
in thetrace.

We usea tuple 01%2*4365 to indicatean instanceof an executedstatementin an
error trace,where % is the executionpoint of the statementinstancein the error trace
and 3 is the line numberof the statementin the program.For simplicity, we assume
thatthereis only onestatementat a line in theprogram.Sincetheexecutionpoint of a
statementinstanceis uniquein a trace,we denotea statementinstanceat 07%8*�395 as:';�<=;?>

. An errortracegeneratedby executingthefunctionin Figure1(a)with theinput
� []=( @BAC*8DE*GF ), � = F is shown in Figure1(b).



Representationof branch predicates.We de®nean atomicpredicateashaving the
form ���������	�
����
�����
 ��� ;�� , where ������� is an arithmeticexpressionwithout a constant
term, �
����
�� is a relationaloperator( 0 *�� * 5 *�� * & *��& ) and ��
 ��� ; is a constantterm.
At present,we have consideredthe branchpredicatesthat useonly real, integer and
characterdatatypes.Thebranchpredicatesalongthetracearerepresentedin theabove
form. For example,thewhile predicate(i 0 n) at line 3 in Figure1(a) is formalized
as

:';�< ;��
:(i-n 0 0) in the error tracein Figure1(b). The compoundpredicatesare

representedin disjunctivenormal form i.e.,onethathastheform � = �� "!$#%#&#�!'��( ,
whereeach� > hastheform )  +* #,#-# * )�. andeachpredicate) > is anatomicpredicate
representedin theabovestandardform.

During programexecution,the valuesof the array indicesareknown. We denote
anarrayelementin thetraceasarray[idx = const] , wherearray is thename
of thearray, idx is theexpressionfor the index of the arrayelementin theprogram,
andconst is thevalueof idx for theinput usedfor thetrace.In addition,if a branch
predicateevaluatesto true,thenit is shown in thetraceasit is; otherwise,its negation,
which must be true, is shown in the trace.For example,let us considerthe control
statementif (s � a[i]) at line 4 in the exampleprogramin Figure 1(a). This
statementis executedat position7 in the tracein Figure1(b). At thatpoint, thevalue
of (s � a[i]) is False. Thus,its negationis shown in thetracein Figure1(b).The
correspondingstatementinstancein the traceis

: ;�<=;0/
: (s-a[i=1] 0 0) . Next, we

describeour representationof preconditionandpostconditionof aprogram.

Representationof precondition and postcondition.Usingtheprograminput for the
error trace,we transformthe preconditionandpostconditionof the programinto the
disjunctive normalform. Thetransformationis donein two steps.First, duringtheex-
ecution,thepreconditionandpostconditionaretransformedinto quanti�er-freepredi-
cates.Usingtheprograminput for theerrortrace,theuniversalquanti®er1 is expanded
asa conjunctionandtheexistentialquanti®er 2 is replacedwith a disjunction.For ex-
ample,for � & F , thequanti®er1 %43657� %B0 � *8�9� �;: %=< in thepostconditionof the
programin Figure1(a) is expandedas �=�>� �;: 5�< � * �?�'�7�;: (�< � * �=�>� �;: A
< � . An ex-
istentialquanti®eris expandedasa disjunction.For example,for � &6F , thequanti®er
2 %-3@5A� % 0 � *�� & �;: %?< in thepostconditionof theprogramin Figure1(a)is expanded
as �=� &7�;: 5�< � !��=� &7�;: (�< � !��=� &7�;: A
< � . Thesecondstepis to convert quanti�er-free
preconditionor postconditioninto thedisjunctive normal.For thetracein Figure1(b),
we obtainthepostconditionin thedisjunctivenormalfrom asbelow.

BCB�DFE $�G H�I��JH�K 
 B�D+E $LGNM8I��OH�K�
 B�D+E $�G PQI��OH�K 
 B�DRE $LG H�ITSUH�KCK�#BCB�DFE $�G H�I��JH�K 
 B�D+E $LGNM8I��OH�K�
 B�D+E $�G PQI��OH�K 
 B�DRE $LGNM8ITSUH�KCK�#BCB�DFE $�G H�I��JH�K 
 B�D+E $LGNM8I��OH�K�
 B�D+E $�G PQI��OH�K 
 B�DRE $LG P�ITSUH�KCK
Weclassifyapredicatethatevaluatesto truewith thegiveninputasapositivepred-

icateandapredicatethatevaluatesto Falsewith thegiveninputasanegativepredicate.
We usea superscripton eachatomicpredicatein the postconditionto show the truth
value of that predicatefor the given input. For example,in the tracein Figure 1(a)
�=� @ �;: 5�<��V5 ��W meansthatthis predicateevaluatesto trueand �=� @ �;: (�<��V5 �0X means
that it evaluatesto False.Note that all the branchpredicatesin the traceafter their
representationin thestandardfrom arepositivepredicates.



2.2 Weakestpreconditionand Path-oriented weakestprecondition

Givenaprogram
:

andthepostcondition� , theweakestpreconditionwp(
:

, � ) repre-
sentsthesetof all statessuchthattheexecutionof

:
begunin any of themis guaranteed

to terminatein a statesatisfying� [5,7].
In thispaper, wede®neaweakestpreconditionsemanticswith respectto a trace,which
we call aspath-basedweakestprecondition, or pwp for abbreviation.

De�nition: Given an executiontrace
�

andthe postcondition� of a function
�

, the
path-basedweakestprecondition denotedaspwp(

�
, � ) is thesetof all statessuch

thatanexecutionof
�

, thatfollows
�

, begunin any of themis guaranteedto terminate
in a statesatisfying � .
The control �o w in a traceis ®xed so only the datadependencesaffect the valueof
output.Assumethatevaluationof controlstatementsdoesnothaveany sideeffects,we
formally de®nepwp asbelow.

pwp
B�� S $C
 � K S �������

, where
�
	 $ meanssubstitutingeveryoccurrenceof

�
in
�

with $
pwp

B�� 
 � K S �
, where

�
is a branchpredicate

pwp
B�
���� 
 � K S pwp

B�
 
 pwp
B�� 
 � KCK

Givena subtrace
��� >�� (�� of

�
(from executionpoint % to theendof trace)anda post-

condition � , we denotepwp(
��� >�� (�� *G� ) as � > . For example,let usconsiderthe trace

in Figure1(b)andlet assumethatthepostconditionconjunction� be
���=� @ �;: 5�< � 5 � * �=� @9�;: (�< � 5 � * �=� @9� : A�< � 5 � * �?� @ �;: 5
<�& 5 �0� . Thepath-based

weakestpreconditionatdifferentexecutionpointsalongthetraceis:���
=
���

=
���

=
���

=
���

=
���

=
�� 

=
��!�"$#%#&"('

=
�

=
BCB�D+E $LG H�I��OH�K�
 B�D+E $�GNM0I��OH�K 
 B�DFE $LG P�I��JH�K�
 B�DFE $LG H�ILS�H�KCK B�D+E $�GNM0I��OH�K()�+*

=
��,

= pwp(s=a[0],
���

) =
BCB H �OH�K 
 B $LG H�I E $LGNM8I��$H�K�
 B $�G H�I E $�G PQI��OH�K�
 B H S�H�KCK()

As seenin this example,in orderto compute� > at eachpoint in a trace,we only need
to know thesetof theassignmentstatementsthatareneededfor computationof � > .
De�nition: Given a trace

�
and the postcondition� of a function

�
, the pwpSlice: � � *8� *�% � is anorderedsetof assignmentstatementsfrom point % to theendof

�
, upon

which thevalueof � is directlyor indirectlydatadependent.
In otherwords,thepwpSlice

: � � *G� *G% � consistsof all theassignmentstatementsthat
areneededfor computationof � > . In the above example,

: � � *G� * ( � is - :';�< ;$.0/ . At
eachexecutionpoint % onanerrortrace,wecomparetheatomicpredicatesin thepredi-
caterepresentingthesetof hypothesizedprogramstatesandthepredicaterepresenting
the setof actual program statesto look for an evidencefor locatingthe error in the
trace.

2.3 Hypothesizedprogram state

The set of hypothesizedprogram statesat an executionpoint along the traceis rep-
resentedby a predicatein disjunctive normal form derived from the postconditionas
explainedbelow.



De�nition: Givena trace
�

anda postcondition� of a function
�

, thesetof hypothe-
sizedprogramstatesatanexecutionpoint % alongthetraceis de®nedasthepath-based
weakestprecondition� > = pwp(

� � >�� (�� *G� ).
Thesetof hypothesizedprogramstates� > at any executionpoint % , ( % =1, � ) along

thetraceiscomputedas� > = pwp(
:';�< ;?> *8� >���� ) for i=1, n-1and� ( = pwp(

:';�< ; ( *G� ).

2.4 Actual program state

Thesetof actualprogramstatesat anexecutionpoint alonga traceis representedby a
predicatein disjunctivenormalform thatis actuallytruefor thegiveninput. It consists
of asetof forward programstates,

� X>
, andasetof backward programstates,

���>
. The

setof forwardprogramstates
� X>

at anexecutionpoint % alonga trace
�

is de®nedas:� ! * = positive conjunctionsin precondition.� !� = (
� !�	� * - 
 �.� ���	� * ) �
� � � �	� * , i=1,n� !!�"$#%# "$' = (

� !� - 
 �.� � � ) �
� � � � , i=1,n
where� %C�=� >���� is thesetof predicateskilled bystatementinstance

:';�< ; >����
and �@� � >����

is the setof predicatesderived from
:';�< ; >����

. A predicate� is killed by
:';�< ; >����

if
thereis a variablein � that is de®nedat

:';�< ; >����
. For example,(i-n 0 0) is killed

by statementi=i+1 . Since % is rede®ned,after i=i+1 is executed,(i-n 0 0) may
not hold. If

:';�< ; >����
is anassignmentstatement,thenanequivalenceis derivedfrom:';�<=; >����

. If
:';�< ; >����

is a branchpredicate,then �@� � >���� is the set of predicatesin:';�<=;?>
. Thecomputationof thesetof forwardprogramstates

� X� for theerror tracein
Figure1(b) is shown below.� ! * = (n � 0)� !, = (n � 0)
 (i=1)� !� = (n � 0)
 (i=1) 
 (s=a[0])� !� = (n � 0)
 (i=1) 
 (s=a[0])
 (i-n 	 0)

Givenanexecutionpoint % , thesetof backwardprogramstatesat % arede®nedas:���� = pwp( ���4� � � 
 ������ * ), if � �4� � � is anassignmentstatement� �� = ����� � � 
 � ���� * , if � �4� � � is a branchpredicate� �!�"$#%# "$'
= � �

We illustratethecomputationof thesetof backwardprogramstatesfor theerror trace
in Figure1(b).� � *

= (3-n� 0)
 (a[0]-a[2=2]� 0)
 (2-n	 0)
 (a[0]-a[1=1]� 0)
 (1-n	 0)� �,
= (i+2-n� 0)
 (a[0]-a[i+1=2]� 0)
 (i+1-n	 0)
 (a[0]-a[i=1]� 0)
 (i-n 	 0)� ��
= (i+2-n� 0)
 (s-a[i+1=2]� 0)
 (i+1-n	 0)
 (s-a[i=1]� 0)
 (i-n 	 0)� ��
= (i+2-n� 0)
 (s-a[i+1=2]� 0)
 (i+1-n	 0)
 (s-a[i=1]� 0� ��
= (i+2-n� 0)
 (s-a[i+1=2]� 0)
 (i+1-n	 0)� ��
= (i+1-n� 0)
 (s-a[i=2]� 0)
 (i-n 	 0)����
= (i+1-n� 0)
 (s-a[i=2]� 0)� ��
= (i+1-n� 0)� � 
= (i-n � 0)� �!�"$#%# "$'

= � �
Finally, we de®nethesetof actualprogramstates

� >
as

� > & �@X> * ���>
.



2.5 Detectionof evidence

A predicate� is lessrestrictivethanpredicate� if thereis somestatein � , whichis not
containedin � , or in otherwords, � � � ��� � ��� � is False.An evidenceat anexecution
point % indicatesthatthepredicate

� >
representingthesetof actualprogramstatesis less

restrictivethanthepredicate� > representingthesetof hypothesizedprogramstates.We
de®netwo typesof evidencesexplicit andimplicit.

Explicit Evidence.An explicit evidenceshows that the setof actualprogramstates
representedby

� >
andthe setof hypothesizedprogramstatesrepresentedby � > are

disjointandthus
� > � � > is False;or in otherwords,

� >
is not strongerthan � > at this

programpoint. Currently, we considertwo specialcasesto detectthat thesetof states
in
� >

and � > aredisjoint. We refer to themasexplicit evidenceof TypeI andexplicit
evidenceof TypeII.

De�nition: If at an executionpoint % alonga trace,a negative atomicpredicateof the
form � 3�5-�
����
��%��
 ��� ; , i.e.,withoutany variables,appearsin thepredicate� > represent-
ing thesetof hypothesizedstates,then � constitutesanexplicit evidence �����	��
 >
��> , ( � ��� ,
� , % ) of Type I .
Let � bea formalizednegative predicatein � > thathasthe form �=5@�
����
�� ��
 ��� ;�� , i.e.,
thereis novariableinvolvedin thepredicate� . For example,(0 5 2) is suchaFalse
predicate.Since

� >
evaluatesto True andFalseis thestrongestpredicate,it is obvious

that
� >

is lessrestrictive than � .
De�nition: At anexecutionpoint % in a trace,let � 3�� ������� �
���=
�� ��
 ��� ; � beanatomic
predicatein

� >
and � 3�� �������+�
����
��A��
 ��� ; . beanegativeatomicpredicatein � > . Then,

� and � form anexplicit evidence � ������
 >���> , ��� *�� *�%
�

of Type II if f ��������� = ��������� .
Since � evaluatesto trueand � evaluatesto Falsein thegiventrace,if ������� � = ������� � ,
thenfor this trace� exercisesa statenot containedin thesetof statesrepresentedby � .
Thesymbolicdifferencebetween� and � providesusaclueto whatmodi®cationshould
bedoneto theprogramsoasto removethisevidenceof � � � beingFalse.Forexample,
for theerror tracein Figure1(b), predicate

���/
representingthesetof actualprogram

statescontainsa predicate(s-a[i=2] � 0) andthe predicate� / representingthe
setof hypothesizedprogramstatescontainsanotherpredicate(s-a[2] � 0) . These
two predicatesform anexplicit evidence� ������
 >
��> , ((s-a[i=2] � 0), (s-a[2] �
0), 7). Notethata[i=2] anda[2] referto thesamevariable.

Implicit Evidence.An implicit evidence� > . ��
 >���> , ���
�

is indicatedby a negative pred-
icate � in � � that is not presentin an explicit evidence.For eachimplicit evidence
� > . ��
 >
��> , � �

�
in � � , weconsiderthatthetraceis lackingaconstrainton � . For example,

let considerthe � � for thepostconditionconjunction:
� = ���?� @ �;: 5�< � 5 ��W * �=�B@9�;: (�<�� 5 ��X * �=�B@ � : A�< �V5 ��X * �?� @ �;: 5�< & 5 ��WR� .

Thecorresponding� � = �0�.�;: 5
<�@ �;: (�< � 5 ��X * �.�;: 5�< @ �;: A
< � 5 ��X+� . And,���
= (3-n� 0)* (a[0]-a[2=2] � 0) * (2-n 0 0)* (a[0]-a[1=1] � 0)* (1-n 0 0) * (n 5 0).

However, in this exampleboththenegativepredicatesin � � have correspondingpred-
icatesin

� �
that form explicit evidenceof TypeII. Therefore,thereis no implicit evi-

denceat thetopof thetracein thisexample.



2.6 Location of a lik ely erroneousstatementand generationof modi�cation

After anevidenceof thepredicate
� >

beinglessrestrictivethan � > is detectedatanexe-
cutionpoint % , thegoalis to locateastatementinstanceatsomepoint 3 in thetracesuch
thatamodi®cationto

:';�<=; �
will removetheevidenceat % . Fromthepredicatesinvolved

in anevidence,wedetermineaproblempredicateandacorrectingpredicate. Thesetwo
atomicpredicatesaretreatedascharacterstringsandthesymbolicdifferencesbetween
thesetwo stringsarecomputed.Wethenusethesedifferencesto generateamodi®cation
to a statementalongthe tracesothat thedetectedevidenceis removedfrom thetrace.
Themodi®edfunctionis testedwith thegiventestsuiteto checkif theerroris removed.
Otherwise,if possibleanothermodi®cationto remove theevidenceis generated.If the
evidencecannotbe removed by all attemptedmodi®cationsat the executionpoint % ,
thealgorithmmoveson to processnext statementin thetrace.Notethatour algorithm

Input: An errortrace� , postconditionconjunction
�

andtestsuite ���
Output:

B�D������
	�� $+�.� 
?��
���K , wheremodis amodi�ed statementin theprogram.
procedure � � ��
 � ��� ���%B � 
 � 
�� � K

for eachexecutionposition ����� from � S � to M do
step1: Computesetof actualprogramstates

���� andsetof hypothesizedprogramstates
� �� .

for eachnegative predicate��� � �� do
step2: if an ��� �� �! �#"4� # B $ �%$C
&��
��=K detectedthen Type I Explicit Evidence

Generateandtestmodi�cationsthatchangetheform of � at � .
if testingsuccessfulthen � �2� � � � B�D����'� 
���
(��K endif

step3: elseif an ��� �� 
! �)"�� # B+* 
&� 
4�=K detectedthen Type II Explicit Evidence
Generateandtestmodi�cationsthateitherchangetheform of

*
at �

or changetheform of � at � to remove theevidence.
if testingsuccessfulthen � �2� � � � B�D����'� 
���
(��K endif

endif
endfor

endfor
step4: for eachnegative predicate��� � � *

notpresentin any explicit evidencedo
ConsiderImplicit Evidence � � '  �! �)"�� # B ��K
if � � '  
! �)"�� # B ��K indicatesa missingloop iteration(s)then

Generatemodi�cation to addmissingloop iterationto actualprogramstate.
TestModi�ed Program.
if testingsuccessfulthen � �2� � � � B�D������ S M 
���
(��K endif

else
Generateandtestmodi�cationsthateitherchangeform of � at the

topof thetraceor changetheform of a predicate
*

in
� � �*

.
if testingsuccessfulthen � �2� � ��� B�D����'� S M 
���
(��K endif

endif
endfor
return

� $ �.�
endprocedure

Fig.2. TheAutoDebug algorithm

will terminatesuccessfullyif no error traceis generatedwhenthe modi®edfunction



is executedwith thegiventestsuite.However, thatdoesnot necessarilymeanthat the
modi®edprogramis correct.All it meansis that theoriginal functionwasnot ableto
passall the testcasesin the given testsuitewhereasthe modi®edfunction is ableto
passall thetestcasesin thetestsuite.Thecorrectnessof thesolutionis clearlydepen-
dentuponhow thoroughlythetestsuiteteststheprogram.It mayalsobehelpful to take
input aboutwhetherthemodi®cationgeneratedby our algorithmwill beacceptableto
thedeveloper.

3 Description of the Algorithm
In this section,we discussthestepsof our algorithmshown in Figure2 for automati-
cally locatingandcorrectinganerroneousstatementin a function.

Step 1: Compute the predicatesrepresentingthe setsof actual and hypothesized
program states.At theentryof eachinstanceof an executedstatement

:';�< ; >
in the

givenerrortrace
�

, wecomputethepredicate
� >

representingthesetof actualprogram
statesandthepredicate� > representingthesetof hypothesizedprogramstates.We ap-
ply two rulesof inference:transitivityandequalityto deducenew predicatesfrom other
predicatesin eachof the programstates.Deducedpredicatesareaddedto respective
setof programstatesuntil no new atomicpredicatescanbededuced.In theremaining
paper, weuse

���>
and � �>

to representtheextendedsetsof
��>

and � > respectively after
includingdeducedpredicates.

Step2: Detectand �x explicit evidenceof Type I. In this typeof evidence,thereis a
negativepredicate� thatdoesnot containany variablesandis presentin thepredicate
� �>

representingthesetof hypothesizedprogramstates.For example,let a predicateis
(10=0) bepresentin � �>

at anexecutionpoint % on an error trace.Then,it formsan
explicit evidence� ������
 >
��> , ( � ��� , (10=0),i) of TypeI.

GenerateModi�cation. Thenext stepis to generatemodi®cationsfor thestatements
thatwould remove theabove evidenceby changingthe form of � at executionpoint %
whereevidenceis detected.Wechangetheform of � by matching� to apredicatewhich
is implied by theactualprogramstatesothattheatomicpredicatein thepostcondition
� correspondingto � will be satis®edif the sametraceis followed.We considerthe
following two approachesto changetheform of � at % .

First, if the relationaloperatorin � is =, thenwe match � to thepositive predicate� � � � . For relationaloperator=, we de®nethe
� � � � predicateto 0=0. Note that the

form of � canbechangedonly by anassignmentstatementbetweenexecutionpoint %
andtheendof trace.It is obviousthatmodifying anassignmentstatementin thepwp-
Sliceof � canchangetheform of � . However, modifying theLHS of anassignmentnot
in thepwpSliceof � canalsochangetheform of � at executionpoint % . Therefore,we
considereachassignmentstatementbetweenthepoint % andthe

� 
 ;�; 
 < of thetraceasa
possiblecandidatefor modi®cation.Let

: ;�<=; �
bethenext assignmentstatementto be

consideredandlet thepredicatein � �� correspondingto � be � � . Thegoalof transform-
ing � to 0=0 canbeattainedbymaking� � & ��5�& 5 � , i.e.,pwp(

:';�< ;�� *�� � ����� = �=5�& 5 � .
It is obvious that if � ����� & ��� � @ ����� , thenpwp( �	���9& ��� �+*���������� & 5 � ) will be



��5�& 5 � . Therefore,we consider� � ��� asthecorrectingpredicate� andtheequivalence
derivedfrom

:';�< ;��
astheproblempredicate� .

We consider� and � asa setof stringsof charactersandcomparethemto compute
thedifference� � between� and � andthedifference� � between� and � . In our current
work, weassumethattheerroris eitheronLHS or onRHSof anassignmentstatement
but not on bothsidesof theassignmentstatement.If � � appearson RHSof theassign-
mentstatement

: ;�<=; �
, themodi®cationis generatedto replace� � in

:';�<=; �
by � � . If

� � appearson LHS of
: ;�<=; �

, themodi®cationis to replace� � in
:';�<=; �

by � � only if
� � is a singlevariable.

If theevidencecannotbe removedby theabove modi®cations,or if the relational
operatorin � is not =, we thentry our secondapproachto generatemodi®cationsex-
plainedbelow. We generateadditionalmodi®cationsby matching� to eachpredicate�
in thepredicate

���>
with samerelationaloperatorasthatof � . Notethat thepredicates

in
� �>

areall positive predicatesin thetrace,sothey areconsistentwith eachother. By
matching � to a predicatein

���>
other than � , � becomesconsistentwith � . Thus,in

this case� is the problempredicate� anda predicate� in
� �>

is usedasa correcting
predicate� . As before,we compute� � and � � . If modi®cationsgeneratedat execution
point % arenotsuccessfulin removing theevidence,asbeforewepropagatethismatch-
ing to executionpoints � 5 % sothat theeffect of matchingat theexecutionpoint � is
to remove theabove evidenceat theexecutionpoint % . However, thereis a difference.
Now a matchingat � canbe performedonly if thepredicate� � correspondingto � is
presentin

���� i.e., it is not killed by someassignmentbetweenexecutionpoints % and
� . In addition,in orderto make surethat themodi®cationto anassignment

:';�< ; �
at

executionpoint � will changetheform of � at executionpoint % , we needto checkfor
the following. If themodi®cationis for RHSof anassignmentstatement

:';�< ; �
, then:';�<=;��

mustbelongto thepwpSliceof � . However, if themodi®cationis for theLHS of
theassignmentstatement,weneedto makesurethataftermodi®cation,theassignment
will appearin thepwpSliceof � .
TestModi�cation. Eachof themodi®cationgeneratedabove is appliedto theoriginal
program.Themodi®edprogramis thenexecutedfor all thetestcasesin thegiventest
suite.If themodi®edprogrampassesall thetestcasesin thetestsuitethenweconsider
thattheerrorhasbeencorrected.Eachof theabovemodi®cationis testeduntil aversion
of theprogrampassesthetestsuite.If all theabove modi®cationshave beentried and
thefault is not®xed,thealgorithmmovesontoto detectnext evidence.

Step3: Detectand �x explicit evidenceof Type II. In this stepwe detectand®x an
explicit evidence,in which a predicate� in

��� �>
anda negativepredicate� in � �>

have
thesameexpressionon LHS. This evidencealsoshows that thesetof statesin

� �>
are

disjoint from thesetof statesin � �>
. To illustratethis, let usassumethat

� X �>
,
��� �>

and
� �>

atanexecutionpoint % onanerrortracearegivenasbelow.� ! �� :(n � 0)
 (i=0) 
 (s=0)
 (i-n 	 0)� � �� :(i-n+1� 0)
 (s-a[i=0]� 0)� �� :(s-a[0]� 0)! 
 (s-a[0]=0)!
Two explicit evidencesof TypeII aredetectedat executionpoint % . They are



� * = � � �� �! �#"4� # ((s-a[i=0]� 0), (s-a[0]� 0), i)
� , = � � �� �! �#"4� # ((s-a[i=0]� 0), (s-a[0]=0),i)

For anevidence� � �	��
 >
��> , � � *�� *G%
�

of Type II, either � or � couldbe in error. Therefore,
the modi®cationsfor changingthe form of � to � at % or changingform of � to � at %
aregenerated.Themodi®cationsfor changingtheform of � aregeneratedin thesame
mannerasdescribedfor explicit evidenceof TypeI. To changetheform of � to match
to � , we caneitherchangetheoriginal branchpredicatefrom which � maybederived,
or we canchangeanassignmentstatementon thetrace.Notethata modi®cationto an
assignmentstatementcannotchangetherelationaloperatorof � . Therefore,if therela-
tional operatorsof � and � aredifferent,we directly modify thebranchpredicatefrom
which � maybederived.

Step4: Detectand �x implicit evidence.Implicit evidencesaredetectedat thetop of
the error trace.For eachnegative atomicpredicate� in � ��

that is not presentin any
explicit evidence,we form animplicit evidenceas � > . ��
 >
��> , � �

�
. Having animplicit ev-

idence� > . �	
 >���> , � �
�
, wecheckwhetherthecausefor theevidenceis becausesomeloop

iterationsaremissingfrom the trace.If thereis a loop in the trace,which contributes
someconstraintson � ��

, andthemissedconstraintshavesimilarity with theconstraints
addedby theloop,thenouralgorithmattemptsto derivethepossiblemissingiterations
in the loop andgeneratesmodi®cationto a statementthat would addthoseiterations
into the trace.This modi®cationis then veri®ed by executingthe modi®edprogram
with thetestsuite.

If theimplicit evidenceis not thecaseof a missingloop iteration(s),thealgorithm
attemptsto remove this evidencefrom � � ®x the fault by generatingmodi®cations
as in Steps2 and3. Given an implicit evidenceof � > . ��
 >���> , ���

�
, modi®cationsto the

statementsalongthetracearegeneratedby matchingthenegativepredicate� to atomic
predicates� in

� ��
andvice versa.As in steps2 and3, modi®cationsto theassignment

statementsin thepwpsliceof � arealsogeneratedby matchingthemto thecomponent
correspondingto � in thehypothesizedstateat their exit. As before,eachmodi®cation
is testedby executingthemodi®edprogram.

4 Experiments

We have implementedour techniqueusingC andPythonlanguages.Theautodebugal-
gorithmwasimplementedin C. Postconditions,preconditionsandpredicatededuction
wasimplementedusingPython.Thefaulty programis expectedto bewritten in a sub-
setof C usingreal,integerandcharactervariables,arrays,conditionalsandloopcontrol
constructs.At present,wedonothandlefaultyprogramsusingpointers.To handlefunc-
tion calls,we assumethat the postconditionsandpreconditionsof thecalledfunction
aregiven.We alsoassumethat eitherthe calledfunction doesnot have errors,or the
traceof statementsthroughthe calledfunction is available.The faulty programis in-
strumentedto generateexecutiontracesin the formatdescribedin thepaper. We used
thefollowing ®veprogramsin our experiments.



Sum: It computesthe sumof all integersin an arraya[] . This problemhassimple
control structures.The postconditionof this programis a single universalquanti®er
which is expandedasconjunctionsduringtheexecution.
Max: This program(in section2) searchesthemaximumelementin anunsortedarray
of integers.
Binary search: It doesbinarysearchonasortedintegerarray. Its sourcecode,including
thepreconditionsandpostconditionswastakenfrom [7].
Array copy: This exampleis a simple programto copy the contentsof an array to
anotherarray.
Quicksort: Thisprogram,takenfrom [2], is for Quicksortalgorithmonanintegerarray.
The original codedoesnot have preconditionsandpostconditionso we derived them
ourselves.

We introducedan error in a statementat a time into theseprograms.The typesof
errorsintroducedincludewrongrelationaloperatorusedin a branchpredicate,wrong
variableusedin abranchpredicate,wrongvariableusedin anassignmentstatement,in-
correctconstantusedin anassignmentstatement,etc.We conductedexperimentswith
our algorithm for locating and correctingthe erroneousstatements.We also experi-
mentedwith computingprogramdices[1] for thesefaulty programs.We tried to limit
the modi®cationonly to the statementsin the computeddice. If the algorithmis not
ableto correcttheprogramby modi®cationof statementsin thedice,thenwe ranthe
algorithmwithoutusingdice.Theheuristicusedin [1] for pickingadiceis to ®rst form
all possibledicesandthenrandomlychooseoneof them.Sincethereis no conclusion
aboutwhich heuristicis better, we usedmoreconservative method.We chosethedice
with the largestnumberof statementssothat it mostlikely will not missanerroneous
statement.

4.1 Results

Weshow theresultsof ourexperimentsin Table1. ThecolumnlabeledLine No. shows
the line numberof the statementin the function in which the error was introduced.
The columnlabeledOrig. Stmt. shows the original statementin the correctprogram.
ThecolumnlabeledFaulty Stmt.shows thestatementafter errorwasintroduced.The
columnlabeledFault Typeshows thetypeof fault introducedsuchaswrongconstant,
wrongoperator, missingvariableetc.Thelastcolumnshows theoutputobtainedfrom
our implementationof AutoDebugalgorithm.

It is interestingto note that in rows Sum/1andMax/3 in Table1, the correction
generatedby our algorithmwas in a differentstatementthan the one in which error
wasintroduced.However, modi®cationin a statementdifferentfrom theonein which
error wasintroducedalsocorrectedthe problem.Someof the errorsresultedin non-
terminatingloopandthey werenotcorrectedby ouralgorithm.Also, if anerrorresulted
in a loop executingmoreiterationsthanrequired,our algorithmwasnot ableto ®x it.
Otherthanthese,our algorithmwasableto ®x mostof the errors.Although,we had
expecteddicesto signi®cantlyimprove the ef®ciency of the technique,in our experi-
mentswe did not®nd dicesto beusefulin many cases.Only for 3 errorsamongall the
errorsin Table1, weretheerroneousstatementsincludedin largestdicefor the faulty
program.We alsotried to considerthe union of statementsin all dices.However, we



did not®nddicesto beveryusefulin ourexamples.Thereasonwasthatin many cases,
suchasin branchpredicatefault andvariableinitialization fault, the faulty statement
wasexecutedby all failed traceaswell all correcttraces.In somecases,no correct
tracesweregeneratedandhencediceswerenot helpful.Theprogramsusedin our ex-
perimentsweresmallandtheremaybebene®tsof incorporatingdicesin our technique
for largeprograms.

5 RelatedWork

The programslicing basedapproaches[1,11,15] usestatic or dynamicdependency
analysisto extractasubsetof programstatementsthatcaneffect thevaluesof variables
at thepoint wherea fault is manifestedin theprogram.A novel approachto automat-
ically isolatecause-effect chains,basedon the differencebetweenthe program states
of a run correspondingto a failed anda successfulrun, hasbeenrecentlydeveloped
[19,9]. The cause-effect chainsisolatedby this approachhave higherprecisionthan
static or dynamicslices.Approachesbasedon dynamicinvariantdetectionthat give
programmerswarningsthatthereareanomaliesfoundin theprogram[8,16] have also
beendeveloped.All theseapproachesassisttheprogrammersby narrowing down the
searchfor erroneousstatementsto a subsetof programstatements.However, they do
not generatethe exact modi®cationsto be madeto the programto automaticallycor-
rect theerrors.To determinetheexactnatureof theerrorandcheckwhetherit lies in
thelocalizedprogramstatements,theprogrammershaveto modify theprogramandre-
executetheprogramuntil they obtaincorrectoutput.In contrast,ourapproachattempts
to automaticallylocatetheerrorstatementandgeneratethecorrectionto beappliedto
theerroneousstatement.In our futurework,wewouldfurtheranalyzethetypeof errors
thatcanbedetectedby our approachandthetypesof errorsin whichotherapproaches
canbemorehelpful.

6 Conclusions

In this paper, we have presenteda new techniquethat combinesideasfrom formal
analysisof programsandsoftwaretestingto automaticallylocateandcorrecterroneous
statements.Our techniqueis basedon matchingof characterstringswhich is guided
by removal of somesymbolicevidencesthatmake actualprogramstatelessrestrictive
thanhypothesizedprogramstateatsomeexecutionpoint.Ourpreliminaryexperiments
show thatour approachis promising.In thecurrentwork, we have assumedthatonly
oneprogramstatementis in error. In our futurework, we plan to relax this restriction
andevaluateour techniquefor largeprograms.
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