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Abstract. Software delugging is the activity of locating and correctingerro-
neousstatementsn programs.Automatedtools to locateand correctthe erro-
neousstatementén a programcansigni cantly reducethe costof softwarede-
velopment.In this paper we presenta new approachto locate and correctan
erroneousstatemenin a function. We assumethe correctspeci cation of the
erroneoudunctionis availablein the form of preconditionsand postconditions
of the function. Our approachcombinesideasfrom software testingand weak-
estpreconditionsusedin correctnesproof methodgo locatea likely erroneous
statementWe have implementedur approachandconductedexperimentswith
several smallprogramsin our experimentspur approachwasableto locatethe
erroneousstatementsn a large numberof casesOur preliminary experimental
resultsshaw thatour approacthaspotentiaffor developmenbf anautomatedbug
locationandcorrectiontool.

Keywords:Faultlocation,softwaretesting wealestprecondition postcondition.

1 Intr oduction

Softwaredehuggingis the procesf locatingandcorrectingerroneoustatementi a
faulty program.lt is an expensve andchallengingactivity requiringunderstandingf
theprogramandis oftendonemanuallyby theprogrammersAutomatedoolsthathelp
the programmerén locatingthe erroneoustatementsansigni®cantlyreducethe cost
of softwaredevelopment.

Theprogramslicing basedapproachel, 11,15] extracta subsebf programstate-
mentsthatcaneffect the valuesof variablesat the pointwherea faultis manifestedA
novel approacho automaticallyisolatecause-dect chainsthathave higherprecision
thanstaticor dynamicslices,hasbeendevelopedin [19,9]. Approachedasedon dy-
namicinvariantdetection[8, 16] to give warningsaboutprogramanomalieshave also
beendeveloped.All theseapproachesassistthe programmerdy narraving down the
searchfor erroneousstatements$o a subsetof programstatementsHowever, they do
not generatehe exact modi®cationsto be madeto the programto automaticallycor-
rectthe errors.To determinethe exact natureof an error and checkwhetherit lies in
the localized programstatementsthe programmershave to modify the programand
re-executethe programuntil they obtaincorrectoutput.

In this paper we develop an approacho automaticallylocalizeand correctan er
roneousstatemenin afaulty function.Our approactassumeshatthe preconditionand
the postconditiorof the functionareavailableas®rst ordertheoryformulas(FOT) [6]



formulasovera®nite domain.We alsoassumehatatestsuitefor agiventestadequag
criteriafor structuraltestingof the givenfunctionis available.In our currentwork, we
alsoassumehatthereis at mostoneerror statementn the faulty functionto avoid in-
teractionamongmultiple errors.Our methodtakesasinput anerrortracegeneratedby
executingsomefailedtestcasein the testsuite of the function. The notion of wealest
precondition5, 7] of a statemenin a programfor a givenpostconditiorof the program
hasbeenusedfor proving programcorrectnesslin this paper we de®nea notion of
path-basedvealestpreconditionfor statementslonga pathin a program.Using this,
we alsode®nethe notionsof a hypothesizegrogramstateandanactual programstate
at every point alongthe error trace.Our algorithmtraversesthe statementslongthe
tracein reverseorderof executionand compareghesestatesat eachpoint alongthe
traceto detectanevidencefor alik ely faulty statementlt thengeneratesnodi®cations
to thefunctionto removethis evidence Thealgorithmterminatesf amodi®edfunction
successfullyexecutesall the testcasedn thetestsuite.If all the statementslongthe
currenterrortracehave beenprocessedndthe algorithmfails to correctthe error, an-
othererrortrace(correspondingo anotherfailedtestcasein thetestsuite)is tried until
all theerrortraceshave beenattempted.

We have implementedur algorithmandconductedxperimentswvith severalsmall
programsby introducingoneerroratatime. In ourexperimentspurtechniquevasable
to correcterrorssuchasawrongrelationaloperatorusedin a branchpredicatewrong
variableusedin a branchpredicatewrong variableusedin an assignmenstatement,
incorrectconstanusedin anassignmenstatemenandsomecasesf incorrectnumber
of loop iterations.Our approachrequiresnormalterminationof the programexecution
for theinputthatgeneratedhe errortracesothatthe postconditiorcanbe evaluatedor
thisinput. Thereforejt is notableto correcterrorsthatresultin a non-terminatindoop
or resultin sggmentatiorfaultssuchasdueto illegal memoryaccess.

The organizationof this paperis asfollows. The terminologyusedandthe details
of our approachareexplainedin section2. The stepsof our algorithmaredescribedn
section3. The experimentsare presentedn section4, the relatedwork is discussedn
section5 andconclusionsarementionedn sectiong.

2 Our Approach
The problemaddresseth this papercanbe statedasfollows:

Problemstatement:Givena faultyfunction with asingleerror statementatestsuite

for ,anerror traceof genemtedby ,andthepreconditionandpostcondition
of inthe r storderpredicatelogic, localizeandmodifya statemenin theerror trace
sothatthemodi ed functionis ableto passthetestcasesn

First, we execute with  andidentify the setof error tracesi.e., the setof execu-
tion tracesfor which the postconditionof  evaluatesto False We selectary one of

theseerrortracesfor locatingandcorrectingthe errorin the function. We alsoexpress
the postconditionin disjunctive normalform usingtheinput for the trace.Having the
postconditiorin disjunctve normalform, we only needto guarante¢he validity of one



conjunctionin the postconditiorto satisfythe postconditionWe selectary oneof the
conjunctiondn the evaluatedoostconditiorfor the errortracefor locatingandcorrect-
ing theerrorin theerrortraceandcall it postconditiorconjunction . If thealgorithm
is unableto ®x the error for giventracewith the selectedpostconditionconjunction,
anotherconjunctionin the postconditiorconjunctionis selectedThe stepsof ouralgo-
rithm areshavn in Figure2. Next, we describeour representatioof anerrortrace.We
illustrate our approachwith a faulty programMax to computea maximumelementn
anunsortedarrayof integers,shavn in Figurel(a).In this programjncorrectrelational
operatoiis usedin line 4. An errortracewith theinput []= (-2,5,3), =3isshavnin
Figurel(b).

precondition (n 0)

int Max(int a[], int n) < >
int i, s; <11> i=1
precondition n 0 <22 s=a[(]
1 i =1 <33 (i-n 0)
2. s = a[0]; <44>  (s-a[i=1] 0)
3: while (i <n) <2§ i =i +10
4: if (s a[il]) <6, (i-n 0)
5 s = ali]; <74 (s-a[i=2] 0)
6 io=i +1-’ <8,6> i=i+l
' <93 (i-n 0)
returns: postcondition

postcondition ((s-al0] 0) (s-all] 0) (s-al2] 0) (s-al0]=0)
0 i ns afl (s-al0] 0) (sa[l] 0) (s-al2] 0) (s-a[l]=0)
10 i n s=afi] ((s-al0] 0) (sall] 0) (s-a[2] 0) (s-a[2]=0))

Fig.1.(a) A Programivax  1.(b)A traceof Max with theinput []=(-2, 5,3), =3.

2.1 Representationof an error trace

An errortraceis the executionhistory of a failed testcase We de®neit asa sequence
of executednstance®f statementgassignmentdranchpredicatesinput/outputstate-
ments)andevaluatedoreconditiorandpostconditiorof thefunction. We de®neanexe-
cutionpoint , ( ) in atraceastheentryof the  statemeninstancesxecutedn
the above sequenceWe usebottomto denotethe exit pointof thelast( ) statement
in thetrace.

We usea tuple to indicatean instanceof an executedstatemenin an
errortrace,where is the executionpoint of the statementnstancein the error trace
and is theline numberof the statemenin the program.For simplicity, we assume
thatthereis only onestatemenataline in the program.Sincethe executionpoint of a
statementnstanceis uniquein atrace,we denotea statementnstanceat as

. An errortracegeneratedby executingthe functionin Figurel1(a)with theinput
=( ), = isshawvnin Figurel(b).



Representationof branch predicates.We de®nean atomic predicateas having the
form , Where is an arithmeticexpressionwithout a constant
term, is a relationaloperator( ) and is a constantterm.

At presentwe have consideredhe branchpredicategshat useonly real, integer and

charactedatatypes.The branchpredicateslongthetracearerepresented theabove

form. For example thewhile predicatg(i n) atline 3in Figurel(a)is formalized
as :(i-n  0) in theerrortracein Figure 1(b). The compoundpredicatesare
representeéh disjunctivenormalformi.e.,onethathastheform = ,

whereeach hastheform andeachpredicate is anatomicpredicat

representeth theabove standardorm.

During programexecution,the valuesof the array indicesare known. We denote
anarrayelementin thetraceasarray[idx = const] ,wherearray isthename
of thearray idx is the expressionfor the index of the arrayelementin the program,
andconst isthevalueofidx for theinputusedfor thetrace.In addition,if abranch
predicatesvaluatedo true,thenit is shovn in thetraceasit is; otherwisejts negation,
which must be true, is showvn in the trace.For example,let us considerthe control
statemenif (s afil) atline 4 in the exampleprogramin Figure 1(a). This
statements executedat position7 in the tracein Figure1(b). At thatpoint, the value
of (s afi]) is False Thus,its negationis shavn in thetracein Figurel1(b). The
correspondingtatementnstancein the traceis : (s-ai=1] 0) . Next, we
describeour representationf preconditionandpostconditiorof a program.

Representationof precondition and postcondition. Using the programinput for the
error trace,we transformthe preconditionand postconditionof the programinto the
disjunctive normalform. The transformatioris donein two stepsFirst, duringthe ex-
ecution,the preconditionand postconditionaretransformednto quanti er-free predi-
catesUsingtheprograminputfor theerrortrace theuniversalquanti®er is expanded
asa conjunctionandthe existentialquanti®er is replacedwith a disjunction.For ex-
ample,for , the quanti®er in the postconditiorof the
programin Figure1(a)is expandedas . An ex-
istentialquanti®eris expandedasa disjunction.For example,for , the quanti®er

in thepostconditiorof theprogramin Figurel(a)is expanded
as . The secondstepis to corvertquanti er-free
preconditionor postconditiorinto the disjunctive normal.For thetracein Figure1(b),
we obtainthe postconditiorin the disjunctive normalfrom asbelow.

We classifyapredicateahatevaluatedo truewith thegiveninputasa positivepred-
icateanda predicatehatevaluatego Falsewith thegiveninputasanegativepredicate
We usea superscripbn eachatomic predicatein the postconditionto shav the truth
value of that predicatefor the given input. For example,in the tracein Figure 1(a)

meanghatthis predicatesvaluatedo trueand means
thatit evaluatesto False.Note that all the branchpredicatesn the trace after their
representatioim the standardrom arepositive predicates.



2.2 Weakestprecondition and Path-oriented weakest precondition

Givenaprogram andthepostcondition ,theweakestpreconditionwp( , )repre-
sentghesetof all statessuchthattheexecutionof begunin ary of themis guaranteed
to terminatein a statesatisfying [5,7].

In this paperwe de®neawealestpreconditiorsemanticsvith respecto atrace which
we call aspath-basedweakestprecondition, or pwp for abbreviation.

De nition: Givenan executiontrace andthe postcondition of a function , the
path-basedweakest precondition denotedaspwp( , ) is the setof all statessuch
thatanexecutionof |, thatfollows , begunin ary of themis guaranteedo terminate
in a statesatisfying

The control ow in atraceis ®xed so only the datadependenceaffect the value of
output.Assumethatevaluationof controlstatementsloesnot have ary sideeffects,we
formally de®nepwp asbelow.

pwp , Where meanssubstitutingevery occurrencef in  with
pwp ,where isabranchpredicate
pwp pwp  pwp
Givenasubtrace of  (from executionpoint to the endof trace)anda post-
condition , we denotepwp( ) as . For example,let usconsiderthe trace

in Figure1(b) andlet assumehatthe postconditiorconjunction be
. Thepath-based
wealestpreconditionat differentexecutionpointsalongthetraceis:

= =pwp(s=al0], )=

As seenin this example,in orderto compute  ateachpointin atrace,we only need
to know the setof theassignmenstatementshatareneededor computatiorof

De nition: Givenatrace andthe postcondition of a function , the pwpSlice
is anorderedsetof assignmenstatementfrom point totheendof ,upon
whichthevalueof is directly or indirectly datadependent.
In otherwords,the pwpSlice consistsof all the assignmenstatementshat
areneededor computationof . In the above example, is . At
eachexecutionpoint onanerrortrace,we comparehe atomicpredicatesn the predi-
caterepresentinghe setof hypothesizeg@rogram statesandthe predicaterepresenting
the setof actual program statesto look for an evidencefor locatingthe errorin the
trace.

2.3 Hypothesizedprogram state

The setof hypothesizeghrogram statesat an executionpoint alongthe traceis rep-
resentecby a predicatein disjunctive normalform derived from the postconditionas
explainedbelow.



De nition: Givenatrace andapostcondition of afunction ,thesetof hypothe-
sizedprogram statesatanexecutionpoint alongthetraceis de®nedasthe path-based
wealestprecondition = pwp( ).

The setof hypothesizegrogramstates  at ary executionpoint , ( =1, ) along
thetraceiscomputedas = pwp( )fori=1,n-land =pwp( ).

2.4 Actual program state

Thesetof actualprogram statesat anexecutionpointalongatraceis representetly a
predicatan disjunctive normalform thatis actuallytruefor the giveninput. It consists
of asetof forward programstates , andasetof backward programstates . The
setof forwardprogramstates  atanexecutionpoint alongatrace is de®nedas:

= positive conjunctionsin precondition.

=( - ) ,i=1,n

= ( - ) ,i=1l,n
where is thesetof predicatesilled by statemeninstance and
is the setof predicateglerived from . A predicate is killed by if
thereis a variablein thatis de®nedat . For example,(i-n  0) is killed
by statemeni=i+1 . Since is rede®nedafteri=i+1 is executed(i-n  0) may
not hold. If is anassignmenstatementthenan equivalenceis derivedfrom

f is a branchpredicate then is the setof predicatedn

. The computatiorof the setof forward programstates ~ for the errortracein
Figurel(b)is shavn below.

=(n 0)

=(n 0) (i=1)

=(n 0) (i=1) (s=a[0])

=(n 0) (i=1) (s=a[0]) (i-n 0)

Givenanexecutionpoint , thesetof backwardprogramstatesat arede®nedas:
=pwp( ), if is anassignmenstatement
=  if is abranchpredicate

We illustratethe computatiorof the setof backward programstatedor the errortrace
in Figurel1(b).
=(3-n 0) (a[0]-a[2=2] 0) (2-n 0) (a[0]-a[1=1] 0) (1-n O)
=(i+2-n 0) (a[0]-a[i+1=2] 0) (i+1-n 0) (a[0]-a[i=1] 0) (i-n 0)
=(i+2-n 0) (s-a[i+1=2] 0) (i+1-n 0) (s-a[i=1] 0) (i-n 0)
=(i+2-n 0) (s-afi+1=2] 0) (i+1-n 0) (s-afi=1] O
=(i+2-n 0) (s-a[i+1=2] 0) (i+1-n 0)
=(i+1-n 0) (s-a[i=2] 0) (i-n 0)
=(i+1-n 0) (s-afi=2] 0)
=(i+1-n 0)
=(i-n 0)

Finally, we de®nethe setof actualprogramstates as



2.5 Detectionof evidence

A predicate islessrestrictvethanpredicate if thereis somestatein , whichis not
containedn , orin otherwords, is False.An evidenceat anexecution
point indicateghatthepredicate representinghesetof actualprogramstatessless
restrictvethanthepredicate representinghesetof hypothesizegrogramstatesWe
de®netwo typesof evidencesxplicit andimplicit.

Explicit Evidence.An explicit evidenceshaws that the setof actualprogramstates
representedby  andthe setof hypothesizegrogramstatesrepresentedhy  are
disjointandthus is False;orin otherwords, is notstrongetthan atthis
programpoint. Currently we considertwo specialcasedo detectthatthe setof states
in and aredisjoint. We referto themasexplicit evidenceof Type | andexplicit

evidenceof Typell.

De nition: If atanexecutionpoint alonga trace,a negative atomicpredicateof the

form ,1.e.,withoutary variablesappearén thepredicate represent-
ing thesetof hypothesizedtatesthen constitutesanexplicit evidence («

, )of Typel.
Let beaformalizednegative predicaten  thathasthe form , e,
thereis no variableinvolvedin thepredicate . For example,(0 2) issuchaFalse

predicateSince  evaluatego True andFalseis the strongespredicateijt is obvious
that islessrestrictvethan .

De nition: At anexecutionpoint in atrace,let be anatomic
predicatdn  and beanegative atomicpredicatén . Then,
and form anexplicit evidence of Typell iff =

Since evaluategotrueand evaluatego Falsein thegiventrace,if = ,

thenfor thistrace exercisesa statenot containedn the setof statesepresentetly .

Thesymbolicdifferencebetween and providesusaclueto whatmodi®cationshould
bedoneto theprogramsoasto removethisevidenceof beingFalse Forexample,
for the errortracein Figure1(b), predicate  representinghe setof actualprogram
statescontainsa predicate(s-a[i=2] 0) andthepredicate representinghe
setof hypothesizegrogramstatescontainsanothermpredicate(s-a[2] 0) . These
two predicategorm an explicit evidence ((s-ai=2] 0), (s-a[2]

0), 7).Notethata[i=2] anda[2] refertothesamevariable.

Implicit Evidence.An implicit evidence is indicatedby a negative pred-
icate in that is not presentin an explicit evidence.For eachimplicit evidence

in , weconsidetthatthetraceis lackinga constrainton . For example,
let considethe  for the postconditiorconjunction:

Thecorresponding = . And,

=(3-n 0) (a[0]-a[2=3 0) (2-n 0) (a[0-a[1=1] 0) (2-n 0) (n O).
However, in this exampleboththe negative predicatesn have correspondingred-
icatesin  thatform explicit evidenceof Typell. Thereforethereis noimplicit evi-
denceatthetop of thetracein this example.



2.6 Location of alik ely erroneousstatementand generationof modi cation

After anevidenceof thepredicate beinglessrestrictvethan is detectedchitanexe-

cutionpoint , thegoalis to locatea statemeninstanceat somepoint in thetracesuch
thatamodi®cationto will removetheevidenceat . Fromthepredicatesnvolved
in anevidence we determinea problempredicateandacorrectingpredicate Thesewo

atomicpredicatearetreatedascharactestringsandthe symbolicdifferencedetween
thesawo stringsarecomputedWe thenusethesealifferenceso generat@modi®cation
to a statementlongthe tracesothatthe detectedevidenceis removedfrom thetrace.
Themodi®edfunctionis testedwith thegiventestsuiteto checkif theerroris removed.
Otherwisejf possibleanothemodi®cationto remove the evidenceis generatedlf the
evidencecannotbe removed by all attemptedmodi®cationsat the executionpoint
thealgorithmmoveson to processext statemenin thetrace.Note that our algorithm

Input: An errortrace , postconditiorconjunction andtestsuite

Output: , wheremodis amodi ed statemenin the program.
procedure
for eachexecutionposition from to do
stepl: Computesetof actualprogramstates  andsetof hypothesizeghrogramstates
for eachnegative predicate do

step2: if an detectedhen Typel Explicit Evidence
Generatendtestmodi cationsthatchangetheform of at .
if testingsuccessfuthen endif

step3: elseif an detectedhen Typell Explicit Evidence

Generatendtestmodi cationsthateitherchangeheform of  at
or changeheformof at toremovetheevidence.
if testingsuccessfuthen endif
endif
endfor
endfor
step4: for eachnegative predicate notpresenin ary explicit evidencedo
Considerdmplicit Evidence
if indicatesa missingloop iteration(s)then
Generatenodi cation to addmissingloop iterationto actualprogramstate.
TestModi ed Program.
if testingsuccessfuthen endif
else
Generatendtestmodi cationsthateitherchanggorm of atthe
top of thetraceor changeheform of a predicate in
if testingsuccessfuthen endif
endif
endfor
return
endprocedure

Fig. 2. The AutoDelug algorithm

will terminatesuccessfullyif no error traceis generatedvhenthe modi®edfunction



is executedwith the giventestsuite. However, thatdoesnot necessarilymeanthatthe
modi®edprogramis correct.All it meansds thatthe original function wasnot ableto
passall the testcasedn the given testsuite whereaghe modi®edfunction is ableto
passall thetestcasesn thetestsuite. The correctnessf the solutionis clearly depen-
dentuponhow thoroughlythetestsuiteteststhe program It mayalsobe helpfulto take
input aboutwhetherthe modi®cationgeneratedby our algorithmwill be acceptable¢o
thedeveloper

3 Description of the Algorithm

In this section,we discussthe stepsof our algorithmshown in Figure 2 for automati-
cally locatingandcorrectingan erroneoustatemenin afunction.

Step 1: Compute the predicatesrepresentingthe setsof actual and hypothesized
program states.At the entry of eachinstanceof an executedstatement in the
givenerrortrace ,wecomputethepredicate representinghesetof actualprogram
statesandthepredicate representinghe setof hypothesizegrogramstatesWe ap-
ply two rulesof inferencetransitivityandequalityto deducenew predicatesrom other
predicatesn eachof the programstates.Deducedpredicatesare addedto respectie
setof programstatesuntil no new atomicpredicatesanbe deducedIn theremaining
paperweuse and torepresentheextendedsetsof and respectiely after
includingdeducedpredicates.

Step2: Detectand x explicit evidenceof Typel. In thistype of evidence thereis a
negativepredicate thatdoesnot containary variablesandis presenin the predicate

representinghe setof hypothesizeghrogramstatesFor example let a predicatds
(10=0) bepresentn atanexecutionpoint onanerrortrace.Then,it formsan
explicit evidence ( ,(10=0),i) of Typel.

GenerateModi cation. The next stepis to generatenodi®cationsfor the statements
thatwould remove the above evidenceby changingtheform of  at executionpoint
whereevidenceis detectedWe changdheform of by matching to apredicatenhich
is implied by the actualprogramstatesothatthe atomicpredicaten the postcondition
correspondingo  will be satis®edif the sametraceis followed. We considerthe
following two approaches changgheform of at .
First, if therelationaloperatorin is =, thenwe match to the positive predicate
. For relationaloperator=, we de®nethe predicateto 0=0. Note thatthe
form of canbechangednly by anassignmenstatemenbetweenexecutionpoint
andtheendof trace.lt is obviousthatmodifying anassignmenstatemenin the pwp-
Sliceof canchangeheform of . However, modifyingthe LHS of anassignmenmot
in the pwpSliceof canalsochangetheform of atexecutionpoint . Thereforewe
considerachassignmenstatemenbetweerthepoint andthe of thetraceasa
possiblecandidatdor modi®cation.Let bethenext assignmenstatemento be
consideredndletthepredicatean  correspondingo be . Thegoalof transform-
ing to0=0 canbeattainecby making ,i.e.,pwp( = .
It is obviousthat if , then pwp( ) will be



. Thereforewe consider asthecorrectingpredicate andtheequialence
derivedfrom astheproblempredicate .

We consider and asasetof stringsof characterandcompareghemto compute
thedifference between and andthedifference between and . In ourcurrent
work, we assumehattheerroris eitheron LHS or on RHS of anassignmenstatement
but noton both sidesof the assignmenstatementlf  appear®n RHS of the assign-
mentstatement , the modi®cationis generatedo replace in by .If

appearon LHS of , themodi®cationis to replace in by onlyif

is asinglevariable.

If the evidencecannotbe removedby the above modi®cationsor if the relational
operatorin is not =, we thentry our secondapproacho generatenodi®cationsex-
plainedbelon. We generateadditionalmodi®cationsby matching to eachpredicate
in thepredicate  with samerelationaloperatorasthatof . Notethatthe predicates
in  areall positive predicatesn thetrace,sothey areconsistentvith eachother By
matching to a predicatein otherthan , becomesonsistenwith . Thus,in
this case is the problempredicate anda predicate in is usedasa correcting
predicate . As before,we compute and . If modi®cationsgeneratedt execution
point arenotsuccessfuln removing the evidence asbeforewe propagatehis match-
ing to executionpoints sothatthe effect of matchingat the executionpoint is
to remove the above evidenceat the executionpoint . However, thereis a difference.
Now a matchingat canbe performedonly if the predicate correspondindo is
presentin i.e.,it is notkilled by someassignmenbetweenexecutionpoints and

. In addition,in orderto make surethatthe modi®cationto anassignment at
executionpoint  will changetheform of atexecutionpoint , we needto checkfor
thefollowing. If the modi®cationis for RHS of anassignmenstatement , then

mustbelongto thepwpSliceof . However, if themodi®cationis for the LHS of
theassignmenstatementywe needto make surethataftermodi®cation theassignment
will appeain the pwpSliceof .

TestModi cation. Eachof the modi®cationgeneratedbore is appliedto the original

program.The modi®edprogramis thenexecutedfor all thetestcasesn the giventest
suite.If themodi®edprogrampassesll thetestcasesn thetestsuitethenwe consider
thattheerrorhasbeencorrectedEachof theabore modi®cationis testeduntil aversion
of the programpasseshetestsuite.If all the above modi®cationshave beentried and

thefaultis not ®xed, thealgorithmmovesontoto detectnext evidence.

Step 3: Detectand x explicit evidenceof Type Il. In this stepwe detectand®x an

explicit evidence,in which a predicate in andanegative predicate in  have
the sameexpressioron LHS. This evidencealsoshaws thatthe setof statesn are
disjointfrom thesetof statesn . Toillustratethis, let usassumeéhat , and

atanexecutionpoint onanerrortracearegivenashelow.
(n 0) (i=0) (s=0) (i-n 0)
((i-n+1 0) (s-afi=0] 0)
((s-a[0] 0) (s-a[0]=0)
Two explicit evidencesf Typell aredetectedat executionpoint . They are



((s-a[i=0] 0),(s-a[0] 0),i)

((s-a[i=0] 0), (s-a[0]=0),i)

For anevidence of Typell, either or couldbein error Therefore,
the modi®cationsfor changingtheform of to at orchangingformof to at
aregeneratedThe modi®cationsfor changingthe form of aregeneratedn the same
mannerasdescribedor explicit evidenceof Typel. To changeheform of to match
to , we caneitherchangethe original branchpredicatefrom which  may bederived,
or we canchangeanassignmenstatemenbn the trace.Note thata modi®cationto an
assignmenstatementannotchangetherelationaloperatorof . Thereforejf therela-
tional operatorof and aredifferent,we directly modify the branchpredicatefrom
which maybederived.

Step4: Detectand x implicit evidence.lmplicit evidencesaredetectedat the top of
the error trace.For eachnegative atomic predicate in thatis not presentin ary
explicit evidence we form animplicit evidenceas . Having animplicit ev-
idence , we checkwhetherthe causeor the evidenceis becaussomeloop
iterationsare missingfrom the trace.If thereis aloop in the trace,which contritutes
someconstrainton  , andthemissedconstraintdhave similarity with theconstraints
addedby theloop, thenour algorithmattemptdo derive the possiblemissingiterations
in the loop and generatesnodi®cationto a statementhat would addthoseiterations
into the trace. This modi®cationis then veri®ed by executingthe modi®ed program
with thetestsuite.

If theimplicit evidenceis not the caseof a missingloop iteration(s) the algorithm
attemptsto remove this evidencefrom ®x the fault by generatingmodi®cations
asin Steps2 and 3. Given animplicit evidenceof , modi®cationsto the
statementsalongthetracearegeneratedy matchingthe negative predicate to atomic
predicates in  andvice versaAs in steps2 and3, modi®cationgo theassignment
statementf thepwpsliceof arealsogeneratedyy matchingthemto thecomponent
correspondingo in the hypothesizedtateat their exit. As before,eachmodi®cation
is testedby executingthe modi®edprogram.

4 Experiments

We have implementedur techniqueusingC andPythonlanguagesTheautodeloig al-

gorithmwasimplementedn C. Postconditionspreconditionsand predicatededuction
wasimplementedusingPython.Thefaulty programis expectedto bewrittenin a sub-
setof C usingreal,integerandcharactewariablesarrays conditionalsandloop control
constructsAt presentywe donothandlefaulty programsisingpointers.To handlefunc-

tion calls, we assumehat the postconditionsand preconditionf the calledfunction
aregiven. We alsoassumethat eitherthe called function doesnot have errors,or the
traceof statementshroughthe calledfunction is available. The faulty programis in-

strumentedo generatesxecutiontracesin the formatdescribedn the paper We used
thefollowing ®ve programsn our experiments.



Sum: It computeshe sumof all integersin anarraya[] . This problemhassimple
control structures.The postconditionof this programis a single universalquanti®er
whichis expandedasconjunctiongduringthe execution.

Max: This program(in section2) searcheshe maximumelementin anunsortedarray
of integers.

Binary search: It doeshinarysearctonasortedntegerarray Its sourcecode,including
the preconditionsandpostconditionsvastakenfrom [7].

Array copy: This exampleis a simple programto copy the contentsof an array to
anotherarray

Quicksort: Thisprogramtakenfrom [2], is for Quicksortalgorithmonanintegerarray
The original codedoesnot have preconditionsand postconditionso we derived them
oursehes.

We introducedan errorin a statemenatt a time into theseprograms.The typesof
errorsintroducedincludewrongrelationaloperatorusedin a branchpredicate wrong
variableusedin abranchpredicatewrongvariableusedn anassignmenstatementin-
correctconstanusedin anassignmenstatementetc. We conductedexperimentswith
our algorithmfor locating and correctingthe erroneousstatementsWe also experi-
mentedwith computingprogramdices[1] for thesefaulty programsWe tried to limit
the modi®cationonly to the statementsn the computeddice. If the algorithmis not
ableto correctthe programby modi®cationof statementén the dice,thenwe ranthe
algorithmwithout usingdice. Theheuristicusedin [1] for pickingadiceis to ®rstform
all possibledicesandthenrandomlychooseone of them.Sincethereis no conclusion
aboutwhich heuristicis better we usedmoreconsenrative method.We chosethe dice
with the largestnumberof statementsothatit mostlikely will not missan erroneous
statement.

4.1 Results

We show theresultsof ourexperimentsn Tablel. ThecolumnlabeledLine No. shovs

the line numberof the statemenin the function in which the error was introduced.
The columnlabeledOrig. Stmt. shaws the original statementn the correctprogram.
The columnlabeledFaulty Stmt. shows the statemenafter errorwasintroduced.The

columnlabeledFault Type shavs the type of faultintroducedsuchaswrong constant,
wrong operatoy missingvariableetc. The lastcolumnshaws the outputobtainedfrom

ourimplementatiorof AutoDehug algorithm.

It is interestingto note thatin rows Sum/l1and Max/3 in Table 1, the correction
generatedy our algorithmwasin a different statementhanthe onein which error
wasintroduced However, modi®cationin a statementifferentfrom the onein which
error wasintroducedalso correctedthe problem.Someof the errorsresultedin non-
terminatingoop andthey werenotcorrectedyy ouralgorithm.Also, if anerrorresulted
in aloop executingmoreiterationsthanrequired,our algorithmwasnot ableto ®x it.
Otherthanthese our algorithmwasableto ®x mostof the errors.Although, we had
expecteddicesto signi®cantlyimprove the ef®ciengy of the technique,n our experi-
mentswe did not ®nd dicesto be usefulin mary casesOnly for 3 errorsamongall the
errorsin Table1, werethe erroneoustatementincludedin largestdice for the faulty
program.We alsotried to considerthe union of statementsn all dices.However, we



did not®nd dicesto bevery usefulin our examplesThereasorwasthatin mary cases,
suchasin branchpredicatefault and variableinitialization fault, the faulty statement
was executedby all failed traceaswell all correcttraces.In somecasesno correct
tracesweregenerate@ndhencediceswerenot helpful. The programsausedin our ex-
perimentsveresmallandtheremaybebene®tsof incorporatingdicesin our technique
for largeprograms.

5 RelatedWork

The programslicing basedapproache$1, 11,15] use static or dynamicdependency
analysisto extracta subsebf programstatementthatcaneffectthevaluesof variables
atthe point wherea faultis manifestedn the program.A novel approactto automat-
ically isolatecause-gect chains,basedon the differencebetweenthe program states
of arun correspondingo a failed anda successfutun, hasbeenrecentlydeveloped
[19,9]. The cause-dEct chainsisolatedby this approachhave higher precisionthan
static or dynamicslices. Approachedasedon dynamicinvariantdetectionthat give
programmersvarningsthatthereareanomaliefoundin the program[8, 16] have also
beendeveloped.All theseapproachesssistthe programmerdy narroving down the
searchfor erroneousstatements$o a subsetof programstatementsHowever, they do
not generatehe exact modi®cationsto be madeto the programto automaticallycor-
rectthe errors.To determinethe exact natureof the errorandcheckwhetherit liesin
thelocalizedprogramstatementghe programmersave to modify the programandre-
executethe programuntil they obtaincorrectoutput.In contrastpurapproachattempts
to automaticallylocatethe error statementindgeneratahe correctionto be appliedto
theerroneoustatementln ourfuturework, we would furtheranalyzethetypeof errors
thatcanbedetectedby our approactandthetypesof errorsin which otherapproaches
canbemorehelpful.

6 Conclusions

In this paper we have presenteda new techniquethat combinesideasfrom formal

analysisof programsandsoftwaretestingto automaticallyjocateandcorrecterroneous
statementsOur techniqueis basedon matchingof characteristringswhich is guided
by removal of somesymbolicevidenceghat make actualprogramstatelessrestrictive

thanhypothesizegrogramstateat someexecutionpoint. Our preliminaryexperiments
shaw thatour approachis promising.In the currentwork, we have assumedhatonly

oneprogramstatements in error. In our future work, we planto relaxthis restriction
andevaluateour techniquéor large programs.
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