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Abstract

The use of modularity in the design and implementation of complex software simplifies the devel oppment
process, as well as facilitating the construction of customized configurations. This paper describes our
experience using modularity in Consul, a communication substrate used for constructing fault-tolerant,
distributed programs. First, Consul is presented as an example of how modularity is feasible in both the
design and the implementation of such systems. Second, modularity issues that arose during devel opment
arediscussed. Theseincludedeciding how thesystemisdividedinto variousmodul es, dealing with problems
that result when protocols are combined, and ensuring that the underlying object infrastructure provides
adequate support. The key observation is that dependencies between modules—both direct dependencies
caused by one module explicitly using another’s operation and indirect dependencies where one moduleis
affected by another without direct interaction—make modul arization especially difficult in systems of this

type. While our observations are based on designing and implementing Consul, the lessons are applicable
to any fault-tolerant, distributed system.
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INTRODUCTION

A common way of simplifying the development of large software systems is through the use of
modularity. With this approach, the individua functions of a system are designed and implemented
independently of one another as fully-encapsul ated modul es, with interaction between modules taking
place only through well-defined interfaces. Dividing the software in this way and controlling its
interactions has a number of advantages. One is that it is easier to design, implement, debug, and
optimize individual modulesthan it is an entire monolithic system. Another isthat it forces the builder
to develop a better understanding of the interactions and dependencies among modules, leading to a
more dependable system with better internal structure. A third is that it facilitates the devel opment
of customized systems for specific applications, since only those modules implementing functions
essential to the specific needs of the application need be included.

Despite these advantages, the use of modularity has lagged in the development of software for
fault-tolerant, distributed systems, or at least has not been used to the point where it is emphasized
and acknowledged explicitly in the literature. Asits name implies, a fault-tolerant, distributed system
has two fundamental characteristics. First, it is built on a distributed architecture in which multiple
machines are connected by a network without the benefit of shared memory. Second, the system must
be able to continue functioning despite failures such as machine crashes. These properties make the
software for such systems inherently complex, largely due to the need to deal with the asynchrony
associated with multiple machines and network transmission, as well as the uncertainty caused by
network and machine failures. Given that modularity is fundamentally a technique for controlling
complexity, its application to software of thistype has the potential to reap large benefits.

This paper describe our experience using modularity in the design and implementation of a com-
munication substrate called Consul [Mis91, MPS914a] that supports the construction of fault-tolerant,
distributed software structured using the state machine approach [Sch90]. Consul provides various
fault-tolerant services such as group-oriented multicast, membership, and recovery, which simplify
the problems associated with consistently ordering events and dealing with failures. These services
are realized using protocols as the fundamental modules of the system. These protocols are, in turn,
implemented in an underlying object infrastructure, in our case, the x-kerndl [HP91].

Our focus on modularity in Consul takes two forms. First, we present Consul as an example of
how modularity can actually be achieved in a system of thistype. Unlike similar systems, in our
approach, each fault-tolerant service is designed and implemented independently of the others as one
or two protocols, with a system then being constructed from a library of such protocols. Second, we
outline some of the issuesthat arose as a result of our emphasis on modularity, and describe how these
were dealt withiin the context of Consul. Theseinclude deciding how the systemisdivided into various
modules and designing their interfaces, dealing with correctness and efficiency problems that result
when protocols are combined, and ensuring that the underlying object infrastructure provides adequate
support.

A key theme that unifies many of the issues we discuss is the problem of dependencies between
modules. In systems such as Consul, a given fault-tolerant service relies on other servicesto redize its
functionality, and hence, depends on their correctness to ensure its own [Cri91]. These dependencies
are manifested in the implementation either directly, as when one protocol invokes an operation on
another, or indirectly, as when one protocol relies on another to establish a certain state. While both
types of dependencies complicatethe process of devel oping a correct and efficient system, thelatter are
most difficult to handle since they can be viewed as akin to side-effects. One of the main contributions
of this paper is to highlight these direct and indirect dependencies, many of which are inherent in



fault-tolerant, distributed system and not specific to Consul.

The following two sections describe modul arity in Consul at two different levels. Thefirst defines
the set of abstract services supported by Consul and outlines how these services are mapped onto a
set of protocol modules; we refer to this as design modularity. The second describes how Consul’s
protocol modules are realized in a particular object infrastructure; we refer to this as implementation
modularity. Subsequently, issuesand problemsrel ating to thesetwo level s of modularity are discussed.
Thefinal section contains conclusions.

DESIGN MODULARITY

From the application’s perspective, Consul provides a collection of fault-tolerant services that col-
lectively support the state machine model of distributed computing [Sch90]. In this approach, the
application maintains state variables that are modified in response to commands received from other
state machines. Execution of acommand is deterministic and atomic with respect to other commands.
The output of a state machine, that is, the sequence of commands to other state machines or the
environment, is completely determined by the sequence of input commands.

A fault-tolerant version of a state machine is implemented by replicating the state machine and
running each replica in paralel on a different processor in a distributed system. Key requirements
for implementing the state machine approach include maintaining replica consistency at all times and
integrating repaired replicasfollowingfailure. The fault-tolerant servicesfound in Consul are designed
specifically to support these requirements. For example, the multicast service provides atomic (i.e., al
or nothing) message delivery and a consistent ordering among all recipients, which makes it ideal for
disseminating commands to state machine replicas.

Figure 1 illustratesthe abstract fault-tol erant services found in Consul and the dependencies among
them. In thisfigure, the rectangles are services, with an arrow from service 5, to service .S, indicating
that the correctness of S; depends on the correctness of .S, [Cri91]; the edge labels indicate the
property that induces the dependency. At the top is the state machine that represents the application
program; it depends directly on two services: multicast and recovery. Asalready mentioned, multicast
is a communication service that allows a message to be transmitted asynchronously to a group of
processes atomically and in a consistent order, while recovery deals with restoring the state of afailed
state-machine replica upon restart. Membership provides a consistent view of which processors are
functioning and which have failed at any given moment in time. Membership is used by the recovery
service when a replica recovers and the multicast service to implement a consistent total order; it
also depends on multicast to disseminate messages to instances of the membership service on other
machines. The time service provides the abstraction of a common time base on al the machines in
a distributed system despite the lack of a single physical clock. In Consul, this service is reaized
using logical clocks[Lam78], and isused by multicast to consistently order messages. Finally, we note
that, while this division of functionality into abstract services is somewhat arbitrary, a large number
of systems use these services or variants thereof [BJ87, BSS91, CDD90, KM85, KDK*89, PSB*88].
Further discussion of these services, their interrel ationships, and the systems that use them can befound
in[MS92].

We now turn our attention from the abstract services provided by Consul to the set of protocol
modulesthat realize these services in the substrate. A copy of these protocol s resides on each machine
in adistributed system, and provides an interface between the application program in the form of the
state machine replicas and the underlying network. The communication network is assumed to be
asynchronous, with no bound on the transmission delay for a message between any two machines.
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Figure 1. Fault-tolerant services and dependencies

Messages may be lost or delivered out-of-order, but it is assumed that they are never corrupted.
Furthermore, machines are assumed to suffer fail-silent semantics [PSB* 88], i.e., they fail by crashing
without making any incorrect state transitions. Finally, Consul assumes that stable storage is available
to each machine, and that data written to stable storage survives crashes [Lam81].

In keeping with our emphasis on modul arity, the mapping from fault-tol erant services to protocols
is primarily 1-to-1 or 1-to-few; that is, the services are implemented independently of one another as
individual protocolsor asmall set of protocols, rather than together in one monolithic system. Figure
2 illustrates the detailed architecture of a typica Consul protocol configuration. In this figure, the
rectangles are protocols, with an arrow from protocol P; to protocol P, indicating that P, invokes
operations on P, to implement its functionality. The mapping from fault-tolerant service to protocols
isasfollows. The Recovery protocol implements the recovery service, the Membership and FailureDe-
tection protocols collectively implement the membership service, and a combination of the Psync and
Order protocolsimplement themulticast and timeservices. In thisfigure, the stabl e storage and network
protocols are shaded to indicate that they are provided externally, and hence, assumed by Consul.

Psync is the main communication mechanism in Consul [PBS89]. It provides a multicast facility
that maintains the partial order of messages exchanged in the system. Specificaly, it supports a
conversation abstraction through which a collection of processes such as the state machine replicas
exchange messages. A conversationis explicitly opened by specifying a set of participating processes
called the membership list, M L. A message sent to the conversation is multicast to all processesin
M L. Fundamentally, each process sends a message in the context of those messages it has already
sent or received, a relation that defines a partial ordering on the messages exchanged through the
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Figure 2: Consul protocol configuration

conversation. Psync explicitly maintains the partial order, which has also been called causal order
[BSS91], in theform of adirected acyclic graph called a context graph. Psync provides operations for
sending and receiving messages, as well as for inspecting the context graph. The multicast message
delivery implemented by Psync is atomic, i.e., either all the processesin M I receive the message, or
none do.

Consul’s Order protocol enforces consistency on the order in which replicas receive messages, a
property that is used to guarantee that replicas process commands in consistent way. This protocol is
chosen from asuite of different and independent protocols, each providing adifferent kind of consistent
message ordering using the partial ordering provided by Psync as a base. To date, we have designed
two Order protocols. Oneisaconsistent total order; when combined with the atomic message delivery
guaranteesof Psync, thisgivestheeffect of an atomic broadcast [CASD85, KTHB89, MSM89, VRB89].
The other is a semantic dependent order; this takes advantage of the commutativity of the commands
encoded in messages to provide an ordering that is less restrictive than total ordering, yet still strong
enough to preserve the correctness of the application [MPS39].

TheFailureDetection and Membership protocol sdeal withreplicafailuresand recoveries| MPS91b].
The FailureDetection protocol monitors replicas for failures. It does thisbased on message traffic, i.e.,
if no message is received from some replica in a given interval of time, its failure is suspected and
announced to the other replicas. The Membership protocol maintains a consistent system-wide view of
which replicas are functioning and which have failed at any point in time. It does this by establishing
agreement among correct replicas on (a) whether a replica that is suspected down has actually failed
and (b) when that failure occurred relative to the stream of messages. Similarly, when a previously



failed replicarecovers, this protocol consistently incorporatesit on all machines.

The Recovery protocol comes into play when a previously failed replica recovers. It restoresthe
state of the recovering replica to the current state of the other replicas, and incorporates it smoothly
back into the normal flow of the computation. Thisis done by first reading a checkpoint stored by the
replica during execution, and then using an automatic replay of messages stored in Psync’s context
graph to process missing commands. Further details on all of these protocols can be found in [Mis91].

One of the fundamental problems in designing a modular fault-tolerant system such as Consul
is dealing with interactions and dependencies between protocols. Some of these dependencies are
direct—one protocol invokes an operation on another protocol to redize its own functionality. The
edges in Figure 2 represent this type of interaction in Consul. For example, one of the tasks of the
Recovery protocol istoincorporatearecovering processin themembership list beforeit startsoperating.
Recovery interacts directly with Membership to do this. Another example occurs between the Order
and Psync protocols. In thiscase, Order invokesaPsync operation to determineif a message has been
received by all functioning processes.

Unfortunately, such interactions do not capture al of the ways that protocols affect each other.
Often, a protocal implicitly relies on another protocol to establish a certain property or to reach a
given state within a certain amount of time. For example, by asking Psync whether a message has been
received by al replicas, thetotal Order protocol isindirectly relying onthe Membership protocol, which
invokes a Psync operation that changes the membership list. Another example involves the timeout
value used by the FailureDetection protocol to limit the time in which a process must send a message
S0 as not to be suspected of having failed. While thistimeout is confined to this one protocol, whether
or not it is set to an appropriate value changes based on the state of other protocols. In this case, if
the Membership protocol is actively processing the return of a previously failed process, the timeout
interval for that process should be lengthened since communication may be delayed while it restores
its state. The effect here is again indirect, this time on the performance of the system rather than its
correctness. We consider the ramifications of both types of dependenciesin alater section.

IMPLEMENTATION MODULARITY

Whereasthe previous section outlined the abstract services offered by Consul and described the protocol
suite that provides these services, this section presents a case study of how Consul’s protocols were
actually implemented in a particular object-oriented infrastructure—the x-kernel. The primary goal of
the section isto illustrate how the design modularity is preserved in the actual implementation, and to
highlight some of the aspects of the implementation that required specia care due to the emphasis on
retaining modularity. The latter include the way in which the specific collection of protocols required
for an applicationis configured, how the substrate isinitialized upon application startup, message flow,
and restoration of the substrate following failure.

For the record, the Consul implementation consists of approximately 10,000 lines of C code, of
which 3,500 is Psync. As already mentioned, the implementation vehicleis the x-kernel, an operating
system kernel designed explicitly for experimenting with communication protocols. Consul currently
uses aversion of the x-kernel that runs standalone on Sun-3 workstations; a port to a version running
on the Mach microkernel isin progress. Two small prototype applications have been constructed, a
replicated directory server and a replicated word search game; following the completion of the Mach
port, Consul will aso be used to implement a replicated tuple space for a fault-tolerant version of the
Linda coordination language [ACG86].
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Configuration

The x-kernel provides an object-oriented framework designed to support the rapid implementation of
efficient network protocols. It does this by providing a uniform protocol interface and support library
that allows the programmer to configure individual protocol objectsinto a protocol graph that realizes
the required functionality. Each node in this graph corresponds to a protocol object, and the edges
represent a*“uses’ relationship. That is, an edge from protocol P, to protocol P indicatesthat P, opens
P, to send and receive messages on its behalf. Note, however, that in the case of Consul, the actual
message flow has been optimized and hence, does not always follow these edges. Thisisdiscussed in
more detail below.

Figure 3 illustrates the protocol graph that implements Consul, where each protocol described in
the preceding section is implemented as an x-kernel protocol object. Accordingly, there are single
protocol objects implementing Psync, Membership, FailureDetection, and Recovery; there is a set of
objects implementing each Order protocol. In addition, the Dispatcher protocol maps messages onto
commands—it tags each outgoing messagewith acommand tag and cal | sthe appli cation-level command



corresponding to the tag on each incoming message. Two final protocols—Divider and (Re)Start—are
required for configuration purposes. Divider demultiplexesincoming messages to the appropriate high-
level protocols; its specific role is described in more detail below. (Re)Start establishes a connection
among various protocols needed by an application for proper communication, and reestablishes them
after afailure; this protocol remains quiescent at other times. Neither protocol object isarea protocol
in the sense that it exchanges messages with a peer on another machine; they only exist to “manage”
the protocol graph. As before, the stable storage and network protocols represent facilities that are
provided externally.

Opening Connections

The modular construction of Consul means that connections among the various protocols, as well
as between the application and Consul, must be explicitly created at initiaization time. From the
perspective of the application, this occurs when the state machine replicas, each identified by a well-
known port, decide to open connections among themselvesin order to exchange messages. To do this,
each replica process opens the top-most object in its protocol graph, specifying the well-known port
and host addresses of the other replicas. This protocol then opens lower-level protocols, and so on.
When a high-level protocol object opens alow-level protocol object, the low-level protocol returns an
x-kernd session object. This session object represents the end-point of a connection and can be used
by the high-level protocol object to send and receive messages.

Consider now the process of opening connections through the protocol graph in more detail.
First, the replica process opens the (Re)Start protocol object multiple times—once for each command
supported by thereplica. The (Re)Start protocol then opensthe Divider protocol which, inturn, opensthe
Psync protocol. Because there is a one-to-one rel ationship between the replica and the corresponding
Psync session, the session identifier returned by Psync serves as an internal replicaid; it is passed
as an argument when each subsequent protocol is opened to ensure that the appropriate sessions are
properly connected. (Re)Start then opens the Recovery, FailureDetection, and Membership protocols
exactly once, and the Dispatch protocol once for every application open invocation (i.e., once for
each replica-level command) and the Dispatch protocol in turn opens Order exactly once. Finally, the
Recovery, Membership, FailureDetection, and Order protocolseach open the Divider protocol. Divider
knowswhich Psync sessionto associate these protocol swith because of the uniqueid mentioned above.

Sending and Receiving M essages

Now consider how messages flow through the session objects that represent the dynamic configuration
of Consul. Outbound messages generated by the replica process—which are the commands issued by
the replica—are first sent to the Dispatch session that corresponds to the command being issued. The
Dispatch session tags the message with a command id, and sends it out through the Order session.
Finally, Order sends the message to the Psync session, which multicasts it over the network. Notice
that the Divider never processes outgoing messages. For inbound messages that correspond to incoming
commands issued by other replicas, the Psync session hands the message to the Divider protocol, which
passesit upto Order. Order then deliversit to Dispatch, whichfinally invokesthe appropriate command
in the replica process. Notice that in both cases, the (Re)Start protocol does not process messages; it
only existsto manage the process of opening protocols.

The flow of messages just described corresponds to commands that are issued and received by
the replica process. In addition, the other protocolsin Consul exchange messages with their peers on
other machines. For example, the Membership protocol exchanges messages to reach agreement that



areplicahas failed. Also, FailureDetection receives a copy of al incoming messages. Thisis how it
learnsthat remote replicas are still functioning. In short, each incoming message is potentially received
by multiple protocols.

The fact that a set of protocols on the same machine have to cooperate so closely means that they
need to have common knowledge about what messages look like, i.e., they share message represen-
tation information. Specifically, al protocols except for Psync recognize two types of messages. OT
(operationtype) messageand MT (monitoring type) messages. Each OT messageisareplica-generated
message that invokes a specific command on each replica. MT messages, on the other hand, are used
internally by Consul’sprotocol sto exchangeinformation. In other words, OT and M T messagesroughly
correspond to data and control messages in a traditional monolithic protocol, the only difference being
that they are shared by aset of protocols.

Each protocol object receives one or both message types. For example, the Order protocol object
receives both the OT and MT messages, while the Membership protocol object receives only MT
messages. The protocol objects specify which messages they expect to receive to the Divider protocol
object upon initialization, and the Divider protocol object, in turn, delivers the appropriate messages as
they arereceived. Asalready noted, this means that the Divider may deliver asingleincoming message
to multiple high-level protocols.

Restoring Connections

Another consequence of Consul’s modular construction is that machine failures cause the connections
among variousprotocol and session objectstobelostinadditiontotheir states. Asaresult, whenareplica
recovers, al of these objects and interconnections must be recreated. To restore these connections,
every protocol and session object storesinformation in the stable store at awell-known logical address.
Typically, aprotocol object stores the number of its associated session objects, and for every one of its
sessions, thelogical addresses in the stable store where that session’s state is checkpointed, while each
session object storesits state. Thisis performed during the periodic checkpointing that every session
performs while the system is operating. After this checkpoint is read, connections among protocol and
session objects are restored by the (Re)Start protocol.

Thereis, however, an additional complexity that must be dealt with: the session states cannot be
fully restored given only the information stored by the previous incarnation of the session object since
these states also depend on the checkpoints taken by the other protocols. This problem is solved as
follows. First, the (Re)Start protocol gathers the relevant checkpoints from al the protocols; these
checkpointsinclude theinternal replicaid. The (Re)Start protocol then instructsthe Divider protocol to
restore the sessions corresponding to each uniqueid. The Divider protocol, in turn, invokesthe Psync
protocol object to reconstruct the session state corresponding to the session identifier retrieved from
stable storage. The Psync protocol object creates a Psync session, reconstructs the context graph from
the stable storage and returns the new uniqueid to the Divider protocol, which returnsit to the (Re)Start
protocol. (Re)Start then invokes the FailureDetection, Membership, Dispatch, and Recovery protocol
objectsto recover their appropriate session states, whilethe Dispatch protocol in turn invokesthe Order
protocol to recover the state of each of its sessions.

This compl etes restoration of the connections among various protocol and session objects of the
communication substrate. The connection between the application process and the substrateis restored
when the application invokes the (Re)Start protocol with the appropriate port.



DISCUSSION

In this section, we turn from describing how modul arity has been used in the design and implementation
of Consul, to discussing three specific issues that arose with respect to modularity in the course of our
efforts. Thefirst is simply defining the modules and their interfaces. This can be viewed as two steps:
(a) identifying dependencies between fundamental functionsand deciding whether the interactionsare
clean enough to allow implementation as separate modul es, and (b) deciding which interactionscan (or
should) be implemented explicitly as part of the interface. The second is dealing with problems that
arise when protocol sthat are correct and efficient inisolation are configured into a system that turns out
to be neither. This can be viewed as dealing with the indirect interactions—mostly unexpected—that
arise when dealing with the asynchrony and uncertainty of networks and failures. The third concerns
our experiences with the underlying object infrastructure.

Defining Modules and I nterfaces

A crucid first step in building amodular systemis determining how to divide the required functionality
into separate modules, and then defining the appropriate interfaces. Ideally, the goa of this process
is to isolate each fundamental function in a module, where a fundamental function may be defined
informally as one that is needed by multiple other modules. Unfortunately, identifying such functions
can be non-trivial in a fault-tolerant distributed system, mainly because it requires identifying and
understanding the nature of the direct and indirect interactions between modules. Until recently, even
the interactions among the abstract fault-tolerant services have been poorly understood, to say nothing
of finer grain pieces.

To illustrate the difficulty in doing this, consider the membership service in Consul. As aready
noted, we have identified two individual functions that can be combined to realize membership:
detecting process failures and establishing agreement on the order of failures and joins of various
processes. Thefirst isimplemented in Consul by the FailureDetection protocol and the second by the
Membership protocol. One dependency here is that the FailureDetection protocol needs to initiate the
Membership protocol upon suspecting the failure. Thisoneisrelatively easy to implement as a direct
interaction: FailureDetection invokesan “| suspect replica R has failed” operation on the Membership
protocol.

A more subtle dependency, however, comes from the fact that the agreement algorithm in the
Membership protocol is affected by subsequent process failures during its execution. As a result,
these functions have been coalesced into a single protocol in many systems [CM84, BJ87]. For some
applications, however, the functionality provided by the FailureDetection protocol aloneis sufficient to
maintain correctness in the presence of failures. Separating the two functions, as was donein Consul,
therefore allows the user to choose between two types of membership services: a weak membership
service based only on the FailureDetection protocol, and a strong membership service based on failure
detection and agreement. Moreover, our experienceisthat thisdivision alsomakesit easier toimplement
theindividual pieces since they become smaller and more self-contained.

Psync provides another example—in this case, a negative one—of how dependencies between
functionscomplicatethe processof defining modules. Thisprotocol involvessevera different functions:
it maintains the context graph, supports a consistent causal ordering, implements atomic delivery of
messages, and provides various graph inspection operations. Moreover, there are many applications
that would benefit from separating these functions into individual protocols since they require only a
subset of the complete set; for example, certain read-only databases require atomic delivery but not
consistent causal ordering [GM S91]. Unfortunately, at the time Psync was designed and implemented,



we were only beginning to explore the nature of the dependencies between these functions and the
benefits of modularity, so it ended up as a single, rather monolithic, protocol. Our understanding has
progressed to the point where we are currently considering reimplementing Psync in a more modular
fashion.

Going hand-in-hand with dividing system functionality into modules is the problem of actually
defining module interfaces, that is, determining what the direct interactions should be and how they
should berealized. Theprimary problemisthat the nature of these direct interactionsevolveand change
asthe systemis constructed and as the modules are used in new ways. We experienced thismany times
during the design and implementation of Consul. For example, Psync was originally designed for an
environment in which machines did not fail, meaning that there was no support for managing process
failures or recoveries. When we started to consider such scenarios, it became necessary to return to the
design and add new primitivesto Psync’s interface to, for example, alow the Membership protocol to
modify the membership list, which is actually maintained by Psync.

Another aspect of the Psync interface that we are currently reeva uatingishow ahigh-level protocol
receives a message from Psync. We have considered two possibilities: Psync provides an operation
that can be invoked to receive a message, and the high-level protocol provides a callback procedure
that Psync invokeswhen a new message arrives. The former has the advantage that the application has
the control of when a message is received and processed. In particular, since the high-level protocol
decides when to receive a message, it does not need to worry about synchronization problems that
occur when multiple messages arrive at the sametime. Thelatter possibility, however, is more efficient
because a message (thread) hand-off need not occur. Currently, the interface includes both styles and
the high-leve protocol chooses the desired one at initialization time.

A fina interface example deal swith Membership. Currently, thisprotocol removesfailed processes
from the membership list and reincorporates recovered processes, but it does not generate a failure
notification event to inform the application about the membership change. This type of membership
has been called a monitor service elsewhere [VM90]. However, like other researchers investigating
membership protocols[BJ87, CM84, Cri88, KGR91], we now recognize that certain applications may
desire such anotificationto make certain application-level decisions. We arein the process of modifying
the interface of the Membership protocol to provide thistype of user-level notification.

Combining Modules

Asnotedin theIntroduction, one of the advantages of modularizationisthat it makesit easier to develop
and test the individual system functionsin isolation. Unfortunately, our experience has been that even
protocols that are correct and efficient by themselves sometimes become incorrect or inefficient when
combined with other protocols. Unforeseen indirect dependencies are most often the cause for these
problems, many of which can betraced to either the asynchronous nature of the network or the effects of
failures. Said another way, having to accommodate asynchrony and failureiswhat makes fault-tolerant,
distributed systems difficult to modul arize.

One example of this occurred in Consul as a result of checkpointing requirements. In order to
correctly recover from failure, every protocol must periodically write a checkpoint to stable storage.
This requirement is, of course, easy to realize when working on a module in isolation, but a problem
arises when multiple modules are configured into a system. In particular, some of the checkpoints
need to be coordinated, leading to subtle indirect dependencies between protocols. For example,
the Membership protocol checkpoints the set of live processes, while the Order protocol checkpoints
the messages that have been processed by the application. Since any change in the membership list
depends of the set of messages that have been processed—in this case Membership messages—some
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coordinationisneeded between these two protocol sto do checkpointing correctly, causing adependency
between them. Another checkpointing dependency is between the state machine replica and the Order
protocol. The checkpoint taken by the replica represents the state derived from the set of messages
it has processed, while the checkpoint taken by the Order protocol contains the messages themselves.
Clearly these two checkpoints must be coordinated to preserve correct semantics.

Theway checkpoint coordinationisactually realized in Consul differsfrom what might be expected.
Idedlly, the modulesinvolved in the coordinated action would communicate among themsel ves before
every checkpoint. However, in the absence of any direct support for such communication in the
underlying object infrastructure, the protocolsin Consul actually perform their checkpointing based on
the state of the Psync context graph. For example, the Membership protocol and the Order protocol
take their checkpoint every time it is known that the order of messages in a portion of the context
graph—specifically, a wave—cannot be altered by future message arrivals. Since any change in the
membership is reflected when the wave containing the membership initiation message is in this state,
this schemeis sufficient. However, thereis a price to be paid here in that the criteriafor checkpointing
depends on the functionality of the modules, and the frequency of the checkpointing has to be fixed in
advance and cannot be varied arbitrarily.

A similar class of indirect dependencies that were only discovered when modules were combined
relatesto timer management. The specific problem hereisthat the optimality of the varioustimer values
used by protocolsis affected by the execution of others. One example concerns the FailureDetection
protocol, which uses a timer to put a limit on the length of time that can pass before a process on
another machineis suspected to havefailed. Thevaue of thistimer has great effect on the performance
of the entire system. A large value implies that a process failure may not be detected until long after
it occurs, potentially causing lengthy delays in the the application; a small value, on the other hand,
increases the possibility of false failure suspicions. Unfortunately, choosing an optimal value depends
on factors outside of the FailureDetection protocol itself, such as whether the Membership protocol is
being executed, whether recovery of some processis in progress, whether Psync is doing a message
retransmission, or how fast the application is executing. Hence, the protocols managing these factors
indirectly affect the correctness and performance of the FailureDetection protocol. A similar situation
occurs with the timer used by Psync to signal when messages should be logged onto stable storage.
A smaller value of thistimer increases the logging overheads while alarger timer valueimplies that a
large number of messages may have to be retransmitted during recovery, thus increasing the recovery
cost. The optimal value of thistimer depends, in general, on therate at which messages are exchanged
in the system, which in turn depends on how fast the replicas are executing.

Active coordination between modules to set timer values in Consul is limited, so optima delay
intervals are not always realized. Nevertheless, an attempt is made to keep values close to optimal
by modifying them according to what modules learn about the system state by monitoring the mes-
sages exchanged. For example, the FailureDetection protocol receives all messages in the course of
implementing its failure detection duties, thereby alowingit to infer when a processis recovering and
increase the appropriate timer value. Note that this strategy does not work in all cases. For example,
another situation where an increase in timer value is warranted occurs when Psync isin the midst of
retransmitting a message. This cannot be detected by the FailureDetection protocol, however, and so
it cannot adjust its timer accordingly. The net result is an increased danger of false failure detections
until normal processing is resumed.
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Underlying Object Support

The underlying object infrastructure used to implement amodul ar fault-tol erant distributed system such
as Consul has great effects on its feasibility and performance. This section identifies the successes
and failures we experienced in implementing the Consul protocolsin the x-kernel. In particular, since
the x-kernel was originally designed to support traditional network protocols—generally one-to-one
protocols that do not attempt to recover from processor failures—the interesting question is how well
the x-kernel served as a platform for implementing fault-tolerant group/multicast protocols.

Common Support Routines. One of the main contributionsof the x-kernel isaset of library support
routinesthat protocol and session objects call to do thework necessary to implement their functionality.
That is, the x-kernel recognizes a set of operations common to all protocols, and provides them as
library routines rather than forcing protocol implementors to implement their own. We recognized
three important functions common to a majority of the Consul protocol suite.

First, Consul protocols use messages to communicate with each other. For example, the FailureDe-
tection protocol, upon suspecting a process failure, sends amessage to the Membership protocol. These
two protocols share knowledge about the structure of such a message, and as aresult, they can decode
each other’s messages. In general, typical message operations include creating and destroying a mes-
sage, reading and copying a message, breaking and reassembling messages, and appending and deleting
message headers. These operations tend to be quite complex and hinder the modular development.
Hence, system support in the form of message library providing these operations greatly simplifies
module implementation. Because the x-kernel was designed to support protocol implementations, and
al protocols manipul ate messages, the x-kernel provides adequate message support for Consul.

Second, timers are fundamental to fault-tolerant computing systems. In Consul, timers are used
by Psync, FailureDetection, and the Order protocols—Psync uses a timer to manage the logging of
messages onto the stable storage, FailureDetection uses timers to monitor other processes, and the
various Order protocols use timers to checkpoint messages delivered to the application. As with the
message library, the x-kernel provides sophisticated timer support that proved useful in implementing
Consul.

Third, fault-tolerant protocol sdepend on a stable storagefacility to recover after a processor failure.
In Consul, for example, Psync storesthe context graph and the Order protocolsstorethe set of messages
that have been delivered to the application in stable storage. In addition, every protocol checkpoints
the state of its active sessions in the stable storage. Upon recovery, thisinformation is retrieved by
these protocol sto reconstruct their sessions. The x-kernel, because it was designed to support network
protocols that typically do not attempt to maintain connections across host failures, does not provide
a stable storage facility. As a result, we had to construct such a facility from scratch. Extending the
x-kernd to provide a stable storage facility analogous to its message and timer facilities would make
the x-kernel better suited for implementing fault-tolerant protocols.

Object Interaction. Clearly, it isimportant for an object infrastructure to provide a mechanism for
instantiating objectsand for establishing links between objectsso that they caninvokeoperationsoneach
other. Thex-kernel, becauseit supportsboth static protocol objectsthat are defined at configurationtime,
and dynamic session objects that are created at connection establishment time, provides a reasonable
base for implementing Consul. On the other hand, the x-kernel provides a somewhat limited model
for protocols to interact (communicate) with each other, and this limitation greatly affected how we
implemented Consul. Consider the following two problems, and how we worked around them.
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First, the x-kernel defines a simpleinterface between protocol sthat includes operationsfor opening
and closing connections, and sending and receiving messages. Any additional operations that one
protocol might want to export to another are encapsulated in a control operation, not unlike the Unix
ioctl system call. Traditiona network protocols use control operations to ask each other a limited
number of well-defined questions, for example, about optimal packet sizes and peer addresses. The
Consul protocols, however, require a much richer interface. For example, high-level protocols can
invoke a large collection of operations on Psync to query the state of the context graph. All of these
operations had to be folded into the control operation. An ideal object infrastructure would give al
such operationsfirst class status.

Second, thex-kernel wasdesigned to support amostly linear composition of protocols, i.e., aprotocol
stack where one high-level protocol dependson onelow-level protocol. In Consul, however, there exist
several protocols” at thesamelevel” that areall cooperatingtoimplement aset of services. For example,
Membership, Order, and FailureDetection all cooperate with each other, but without being stacked one
on top of the other. Thisexpectation that protocolsare composed in alinear fashionis, in fact, the most
fundamental limitation of the x-kernel. We were able to work around this problem in Consul because
all the cooperating protocols shared a single Psync session, and since Psync is a multicast protocol, it
reflected all outgoing messages back up the protocol graph, in addition to out over the network. In this
way, any message sent by FailureDetection is seen by thelocal Membership protocol, in addition to all
the copies of the Membership protocol running on remote machines. Similarly, as mentioned above,
multiple protocols coordinate their checkpoints based on the state of the Psync context graph they all
share. In other words, the Consul protocols needed to be linked together with a*“ broadcast channel” so
they can all see each other’s messages; Psync, rather than the x-kernel, had to providethisfunctionality
in Consul.

CONCLUSIONS

In attempting to “ push the envelope” with respect to modularity in the design and implementation of
Consul, we have learned a number of lessons. Perhaps first and foremost is that, despite the difficulties
described in the previous section, our experience reinforced the idea that modularity is a powerful tool
for simplifying the construction of complex software systems. The design, implementation, and testing
were al easier given that each function was isolated from the rest of the system rather than being a
small piece of alarger whole. The ability to configure the functions into a customized platform for a
particular applicationis aso a significant advantage.

The second general lesson concerns dependencies between modules. Specifically, we believe that
understandingthe preci se nature of the dependenci es between modul esand accounting for their effectsis
crucial to producing acorrect and efficient system. Dependenciesresulting fromdirectinteractionsarein
general easier to deal with, implying that every effort should be made to program interactionsexplicitly
whenever possible. Unfortunately, one of the fundamental difficulties in modularizing systems of this
typeisthat it is often impossible or impractical to do away with indirect dependencies completely due
to the asynchronous nature of distributed systems and the effect of failures. Indeed, even anticipating
al of the situationsthat can lead to indirect dependenciesis a significant problem.

Finally, our experience provided valuable feedback on the properties required of an object infras-
tructure designed to support modularity in the implementation. For example, the infrastructure needs
to provide for arich “interconnect” over which the modules share information. Based on this experi-
ence, work is underway to develop a new framework for fault-tolerant protocols that better facilitates
modularization [HS92].
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