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Abstract additional resources as possible, otherwise, removal

We describe a two-dimensional architecture for defending ~ ©f @n offending principal becomes a denial of service
against denial of service attacks. In one dimension, the ar-  attackin its own right.

chitecture accounts for all resources consumed by each 1/0 - . . .
: o : S Attacks on traditional operating systems like Unix [15]
path in the system; this accounting mechanism is imple;

! S frequently exploit the lack of accounting within the kernel,

gzz;edsazti%eﬁe&zoslzrt]rée d?ﬁ:‘ﬂg%ﬁcigg t\t‘;igﬁgﬁg _ﬁat is, before the work has been assigned to a particular
g system. L user (principal). For example, it is possible for an attacker

uleg that deﬂne each 'path can be configured in separate P consume all available TCP ports before a single message

:ﬁ)crflggnﬂgm?g?{hvgﬁ ':Ehe]g}eig k;s:g\évnat;aﬂce):;o;?:d gsrg[;zi's dispatched to a user process which implements the policy

’ 9 P P and could detect the attack. Even if an attack is detected,

The resulting system—which we call Escort—is the fIrStit is often difficult, if not impossible, to reclaim all the re-

example of a system that simultaneously does end-to-end : T .
; ) : . ources consumed by the offending principal. Consider,
resource accounting (thereby protecting against denial

. ; . . for example, something as commonplace as a distributed
service attacks) and supports multiple protection domalnﬁIe system: cached file blocks, NFS mount points, device

(thereby allowing untrusted modules to be isolated from .
: . buffers, and network connection state almost always have
each other). The paper describes the Escort architecture e
g S . alonger lifetime than the user process that requested them.
and its implementation in Scout, and reports a collectlon]_ ; .

. ! here is no direct way to account such resources towards a
of experiments that measure the costs and benefits of us-. ~ . :
) : .__principal, and certainly no way to reclaim them when the
ing Escort to protect a web server from denial of service_ . ~." . . :
attacks principal is removed from the system because it has vio-

' lated some usage policy.
_ Recent multimedia operating systems like Scout and
1 Introduction Nemesis [11, 12] begin to address this problem by isolating
_ o _ _ data streams and minimizing cross talk between streams;
Itis becoming increasingly important that networked com-cross talk is resource contention that interferes with the sys-
puting systems be able to protect themselves from denial abm’s ability to make quality-of-service guarantees to each
service attacks. For example, a web server needs to be abdream. Although these systems are successful in isolating
to detect and defend itself from an attacker that is consumstreams, they do not provide the fine-grain accounting of
ing its resources by trying to initiate TCP connection estabresource usage needed to detect denial of service attacks.
lishment as rapidly as possible—the so called SYN attackrhey are also limited in that their isolation mechanisms do
[19]. Protecting against denial of service attacks involveshot span multiple protection domains; they assume all re-
three steps: sources used by a given data stream are confined to a single
domain. Assuming a single protection domain is unreal-
istically restrictive, for example, it precludes a web server

from running untrusted CGlI scripts.

Detection: A denial of service attack is detected when the 1 NiS Situation points to a dilemma faced in designing a

resources consumed by a given principal exceed thosaecure system: how to simultaneously support protection
allowed by some system policy. domains that allow untrusted components of the system to

be isolated from each other, yet account for all system re-
Containment: Once an attack is detected, it must be pos-sources consumed (potentially across multiple domains) by
sible to reclaim the consumed resources using as few single principal. This paper addresses this dilemma by

Accounting: A necessary first step is to account for all re-
sources consumed by every principal.



making two contributions. First, it presents a fine-grain re- scs
source accounting mechanism that has been implemented

in the Scout operating system. The mechanism is able to |
account for virtually 108 of the resources used by a given FS
principal at a low overhead of%8. Second, it describes I
how this mechanism can be made to work across multiple
protection domains. The paper does not offer any novel de- HTTP
nial of service policies, but it does describe a working web |
server based on this architecture, and measures its perfor-

mance while enforcing a representative set of usage poli- TCI:P
cies.

IP
2 Architecture [

ARP

This section defines Scout’s security architecture. It be-
gins with an overview of Scout, and then describes how we
have extended Scout to support both fine-grain accounting ETH
and protection domains. It concludes with a brief discus-
sion of how the resulting system—uwhich we call Escort—
facilitates the enforcement of different security policies. Figure 1: Example Scout Module Graph

2.1 Configurability 2.2 Path Abstraction

Modulesare the unit of program development and config- o ) .
urability in Scout. Each Scout module provides a well-Scout adds a communication-oriented abstraction—the
defined and independent functionality. Well-defined mean®ath—to the configurable system just described. Intu-
that there is usually either a standard interface specificaliVely, & path can be viewed as a logical channel through a
tion, or some existing practice that defines the exact funciodular system over which I/0 data flows. In other words,
tionality of a module. Independent means that each singlé€ path abstraction encapsulates data as it moves through
module provides a useful, self-contained service. That isth€ system, for example, from input device to output de-
the module should not depend on there being other spelice: Each path is an object that encapsulates two important
cific modules connected to it. Typical examples are mod&léments: (1) it defines the sequence of code modules that
ules that implement networking protocols, such as HTTPare applied to the data as it moves through the system, and
IP, UDP, or TCP; modules that implement storage systen(z) it represents the entity that is scheduled for execution.
components, such as VFS, UFS, or SCSI; and modules that Although the module graph is defined at system build
implement drivers for the various device types in the systime, paths are created and destroyed at run time as 1/0
tem. connections are opened and closed. Figure 2 schematically
To form a complete system, individual modules are con-depicts a path that traverses the module graph shown in Fig-
nected into amodule graph the nodes of the graph cor- ure 1; it has source queues and sink queues, and is labeled
respond to the modules included in the system, and th@ith the sequence of software modules that define how the
edges denote the dependencies between these modulgath “transforms” the data it carries. This particular path
Two modules can be connected by an edge if they support@focesses incoming HTTP requests by fetching web pages
commonservice interface These interfaces are typed and from disk.
enforced by Scout. By configuring Scout with differentcol-  The path-specific local state of each module is stored in
lections of modules, we can configure kernels for differenta data structure calledsdiage Stages from a sequence of
purposes, including network-attached devices, web and filerodules are combined to form the path. In addition to this
servers, firewalls and routers, and multimedia displays. Fopath-specific state, when executing code within a certain
example, Figure 1 shows an extract of the module graph fomodule, paths also have access to the state of the module.
a Scout kernel that implements a web server. The configFor example, a path executing code of the IP module has
uration includes a device drivers for the network and diskaccess to the routing tables stored in the IP module.
devices (ETH and SCSI), four conventional network pro- Each path goes through three phases during its lifetime.
tocols (ARP, IP, TCP and HTTP), and a simple file systemThe first phase is path creation, during which the topology
(FS). Such a configuration is specified at build time, and af the path—i.e., the sequence of modules it traverses—is
set of configuration tools assemble the corresponding moddetermined, and the state of the path is initialized. Path cre-
ules into an executable kernel. ation is triggered by pathCreate call to the kernel. This



IE' IE' 2.3 Protection Domains

Escort extends the basic Scout architecture by isolating the

A SCSI modules that have been configured into the system into sep-
arate protection domains. The kernel—which implements
FS the path operations described above, as well as other ob-
jects described in the next section—runs in a privileged
protection domain. The protection domain that each mod-
HTTP ule is to run in is specified at configuration time. Trusted
modules can be placed in the privileged domain. Modules
TCP can also be multiple instantiated, both across different pro-
tection domains, and in the same protection domain.
P
SCSI PD 1
VETH == —
IE' El FS PD 2
,,,,,,,,,,,, 1,,,,,,,,,,,,,,,,,,,,,,
HTTP PD 3
Figure 2: ExamplePath oo~ 1
TCP PD 4
,,,,,,,,,,,, {,,,,,,,,,,,,,,,,,,,,,,
operation takes a set of attributes and a starting module as P PD 5
arguments. The attributes define invariants for the path; e iR
e.g., the port number and IP address for the peer. The ker- ; ARP PD 6
nel then establishes the path incrementally: it invokes an !
open function on the specified module, which determines e
the next module to visit. The kernel then calls thzen ETH PD 7

function for this module, and so on.

At this point, the path enters its operational phase and
data is sent and received over it. Both send and receive
work in the obvious way: data is enqueued at one end
of the path and a thread is scheduled to execute the path. Figure 3 shows the module graph for our example web
There is one complication, however. When data arrives of€rvVer partitioned into separate protection domains; one
a device—e.g., a network packet arrives on the Ethernet-module per domain in this example. (The device drivers
the kernel must determine to which path it belongs. This is?|S0 have access to the memory regions used to access their
done in a way that is analogous to path creation: the kerdevices.) This configuration represents the maximum pos-
nel identifies the path incrementally by invokinglamux sible separatlon_. A less restrictive conf.|gl.Jrat|on might, for
operation on a sequence of modules. Each moddie’s example, combine TCP, IP and ARP within one protection
mux function has three choices: (1) it can determine that £omain.
unique path has not yet been identified and caldieux In addition to the kernel and the set of modules config-
function of some adjacent module; (2) it can reject the reHred into the system, Escort also supports libraries that im-
quest and drop the data; or (3) it can return a unique pattRlement commonly used functions. Libraries are trusted by

As was the case witbpen, each module’semux function their users, and so are mapped executable into all protec-
is side-effect free. tion domains. Escort currently supplies libraries to man-

age messages, hash tables, participant addresses, attributes,

The last phase of a path is invoked bgahDestroy or ~ queues, heaps, and time. It also includes a standard C li-
pathKill call to the kernel. In case giathDestroy the ker-  brary.
nel invokes alestroy function associated with each mod-  The current version of Escort runs in a single 64-bit ad-
ule along the path in the same order in which they weredress space and implements protection domains using hard-
initialized before it frees all resources used by the pathware mechanisms available on the Alpha microprocessor.
pathKill frees all the path’s resources, but does not invokeModules not linked into the privileged domain invoke ker-
thedestroy functions. nel services using a hardware trap. However, software fault

Figure 3: Modules Partitioned into Protection Domains



isolation [21], type safe languages like Java, and proof car- To allow the automatic destruction of this memory—
rying code [13] could be used instead. and other resources like the reservation of a TCP port—all
Since the code for each module and library might bemodules can register destructor functions with a path. This
used by multiple protection domains, the calling environ-function is called in the module’s protection domain when a
ment for a given invocation of a library or module function path is destroyed, and results in charge for the memory be-
must be specified. Furthermore, since modules can alsag transfered back to the protection domain. The destruc-
be multiply instantiated within one protection domain, it is tor function would usually free all memory charged toward
not sufficient to have one data segment per protection dahe path. However, the domain is ultimately responsible for
main. Therefore, Escort explicitly passes the calling envithe freeing of the memory, that is, returning the page back
ronment as the first argument to any procedure optimizingo the kernel.
for stateless libraries and libraries that access only protec- Another difference is that paths can be destroyed without
tion domain state. This is similar to the approach describedestroying the modules or protection domains they cross.
in [16]. However, if a protection domain is destroyed, all paths
Each module supports a well-known initialization func- crossing that protection domain are also destroyed. This is
tion. When an Escort system boots, the kernel initializesecessary since paths can access the global state of all mod-
every module by switching to the appropriate protectionules they cross and this state will be removed if the protec-
domain and calling the init function on each module in thattion domain is destroyed. For example after destroying the
domain. The modules initialize their global state and creatyrotection domain containing the IP module, IP’s routing
an initial set of paths. table will no longer be accessible by paths anymore.
Finally, we return to the issue of demultiplexing in-
coming network packets, but this time in light of multi- struct Owner {
ple protection domains. The base demux mechanism in OwnerType type; /* PATH or PD */
Scout trusts thdemux functions contributed by each mod-
ule. Although not yet implemented in Escort, alterna-
tive mechanisms—e.g., pattern-based demultiplexers like
PathFinder [2] and the current system augmented with
Proof Carrying Code [13]—would be more appropriate
since they have more liberal trust assumptions.

/* Accounting */
u_long kmem;
u_long pages;
u_long stacks;
u_long cycle;
u_long events;

2.4 Accounting for Resource Usage u_long semaphores;

A key goal of Escort is to account for all resource usage.
Towards this end, all resources are charged t@aner,
which can be either a path or a protection domain. Paths
are the preferred choice since they most naturally corre-
spond to the actual user of the resources. However, there
are certain resources that cannot be accounted to a partic-
ular path. For example, an IP routing table cannot be di-
rectly associated with (charged to) any individual IP flow;

[* Tracking */

PagelList pages;
ThreadList threads;
loBufferLockList iobufferlock;
EventList event;
SemaphoreList semaphore;

/* Scheduling */

the memory used by the routing table is associated with the
protection domain that runs the IP module. k

Figure 5 shows the hierarchy of ownership. There are
only a few differences between protection domains and
paths in terms of ownership. One is that protection do-
mains have a heap and paths do not. The reason for this is
that the kernel allows memory allocation at the page level
only. For paths this is extremely inefficient since it would Figure 4 shows thé@©wner data structure; this struc-
require a path to allocate at least one page for each prdure is the first element of both the path and protection do-
tection domain it crosses. To keep the accounting mechawnain data structures. ThH@wner structure is divided into
nism accurate, the protection domain can charge paths th#iiree parts. The first part keeps a count of the resources—
cross it with memory usage. The memory charged towardernel memory, memory pages, CPU cycles, events, and
a path is then deducted from the memory charged to theemaphores—used by this owner. The fields in this part are
protection domain. In other words, the kernel gives mem-used to decide if a security policy has been violated. Note
ory pages to protection domains, which in turn implementthat the kernel memory field counts the amount of memory
a heap and hand out smaller memory objects to paths thased to store the kernel objects referenced in the second
traverse them. part of the data structure.

SchedObj scheduler;

Figure 4: Owner Data Structure
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Figure 5: Ownership Hierarchy

The second part contains doubly linked lists of the actuaknt filters; none of the security policy is embedded in the
kernel objects associated with this owner; these objects afECP module.
described in Section 3. These lists support the fast removal The detailed interfaces used to specify such policies, as
of the corresponding objects in event that the owner musivell as the policies themselves, are beyond the scope of this
be destroyed. The last part contains the information necpaper.
essary to schedule threads owned by this owner. The ex-
act contents of this data structure depends on the schedulgr
used.

‘Whenever a new resource is requested, the owner is scort currently implements 52 system calls that provide
plicitly passed as argument to the kernel allocator. - Al-access to the following kernel objects: paths, 10buffers,
though not mandated by the architecture, many policies refhreads, events, semaphores, memory pages, devices, and

quire that the owner passed as argument to the allocatiofye console. This section describes the implementation of
function must match the owner of the current thread. the first three of these objects in more detall.

Implementation

2.5 Policy Enforcement 3.1 Paths

Escort allows the system designer to enforce a security polAs already described, paths are created and destroyed using
icy on four different levels. First, a conventional role-basedpathCreate, pathDestroy and pathKill operations. The
access control list (ACL) []_] is used to guard the kerne|kerne| also provides functions that allow data to be en-
against unauthorized access. The role is determined by tigieued on either end of a path.
owner of the thread and the current protection domain.

. . struct Path {

The second enforcement is the module graph, which de- )
fines the base channels of communication between pro- struct Owner owner, .

; . S X Hash allowed_pd_crossings;
tection domains, and therefore limits information flow be- StageList stages;
tween protection domains to those channels. . ’
) . ) . Queues[4] q;

The third level is the path object, which allows the sys- ThreadPool t:
tem to always account actions towards the principal that :
is ultimately responsible for them. Paths also allow us tolh.
perform certain complex access control decisions at path
creation time instead of path execution time. In this way,
a path is similar to a cache of capabilities for a specific
owner, and as a consequence, the path creation process be- Figure 6: Path Data Structure
comes an important part of the policy.

The last level allows us to configure filters between mod- The path data structure, as shown in Figure 6, is accessi-
ules in the module graph. Syntactically, filters are the saméle only from within the kernel. It contains the owner state,
as any other module. However, their purpose is to enforca hash table of allowed protection domain crossings for this
policy rather than to provide functionality. For example, apath, a list of the stages belonging to the path, pointers to
filter between TCP and IP might restrict the TCP/IP inter-the path input and output queues, a thread pool that pro-
face from one that supports “receive packets” to one thavides threads for the path, and a reference counter used to
supports only “receive packets to port 80". The filter en-delaypathDestroy but notpathKill calls.
forces this more restricted interface by filtering data that The stages contained in the stage list represent the con-
does not adhere to this restriction. Note that these filtersribution of each module to the path. Stages communicate
can be used in conjunction with a vanilla TCP module, andusing predefined interfaces. The entry point of these in-
conversely, the same TCP module can be flanked by differterfaces are established during path creation and stored in

u_long refCnt;



the map of allowed protection domain crossings. Escorprotection boundaries between modules as needed. In other
currently supports interfaces for asynchronous 1/0, namevords, whether a protection domain boundary sits between

resolution, and file access. any pair of modules need not be known at the time the mod-
ules are implemented.
3.2 Threads Escort threads cannot be preempted gracefully. They

are similar to non-preemptive threads, with the exception

Threads, like any other resource in Escort, are owned byhat they can be preempted if they are destroyed immedi-
either a protection domain or a path. This means that thgtely afterwards. The removal of a thread, however, most
lifetime of a thread is bound by the lifetime of its owner, |ikely leaves its owner in an inconsistent state. Therefore,
and as a consequence, threads cannot directly migrate bgre owner of a removed thread is itself removed. Since
tween owners. Keep in mind that the motivation for mi- Escort allows the kernel to specify a maximum thread run-
grating threads [4] is to allow a single execution contexttime without yields for each owner, this mechanism is good
to cross multiple protection domains, but this is alreadyenough to deal with runaway threads, but it does notimpose
supported in Escort by the explicit path abstraction. Inthe synchronization overhead within modules that would be
a well designed configuration, thread migration betweemecessary if preemptive threads were used.
owners—e.g., from one path to another or from one pro- |, addition tothreadHandoff, threadYield andthread-
tection domain to another—should be an uncommon evengtop operations, the kernel also supports events and
Should such a need arise, Escort provides a handoff fungemaphores. Again, these objects are owned by either paths
tion that generates a new thread belonging to the targef; protection domains. Events allow modules to fork new
owner. Escort also synchronizes the threads, and wakgfireads that start executing a given function after a speci-
up any threads waiting for a thread belonging to an ownefieq delay. Semaphores can be used to block threads. The
that has been destroyed. . _ threads that can be blocked on a semaphore are not limited

Threads owned by a protection domain always executg threads of the owner of the semaphore. If a semaphore
within this domain and are implemented similar to regular;g destroyed, however, all threads that do not belong to the
UNIX threads. In contrast, threads owned by a path haveyyner of the semaphore are unblocked.
the ability to cross the protection domains along the path. 1he thread scheduler is configured during configuration

These threads have multiple stacks: one for each protectio[ﬂne_ Escort currently supports a priority-based scheduler,

domain in which they can execute, plus a kemel-resident, o5 tional share scheduler, and an EDF scheduler.
stack that records the protection domains currently being

crossed. This is more efficient than assigning a new stack

after each protection domain crossing since Escort thread3.3 |QBuffers

are likely to switch into the same protection domain more

than once. For example, a thread used to deliver an ICMiEscort uses |0Buffers to pass blocks of data between pro-
echo request datagram is also used to send the ICMP réection domains. IOBuffers are similar to FBufs [6], except
sponse, thereby crossing the protection domain containiniey use a more elaborate reference counting scheme and
IP twice. more restrictive mapping rules. 10Buffers are managed by

To call from one domain to another, the call to the targetthe kernel and can be allocated, locked, unlocked, and as-
function is executed, resulting in a memory access violasociated with an owner. 10Buffers are always allocated as
tion. The kernel then checks to see if the thread is owne@ Multiple of the system’s page size.
by a path, and if the path data structure contains a map- When an IOBuffer is allocated, it is associated with the
ping from the current protection domain to the target en-owner that is specified as an argument. The owner argu-
vironment and function. If this mapping exists, the kernelment is restricted to either the current protection domain,
switches to the appropriate protection domain and continer a path that crosses the current protection domain. If
ues execution using the same thread. Since the mappingf3e owner is the current protection domain, the |OBuffer
are maintained in a per-path hash table, access time is ab mapped read/write in that domain. If the |OBuffer is as-
most always constant. Upon return, a memory trap to sociated with a path, it is mapped read/write in the current
special address occurs, triggering the kernel to remove therotection domain, and read-only in all other protection do-
last protection domain crossing from its stack and return tanains along the path. The current direction that IOBuffer is
the caller that triggered the protection domain crossing. flowing is also specified as an argument; direction is given

Using the Alpha calling conventions, Escort passes inteby specifying the next stage along the path that will process
ger arguments across protection domain boundaries in reghe I0Buffer.
isters. Arguments passed by reference are either copied To allow paths to traverse multiple security levels, it is
onto the stack thatis mapped in the appropriated protectiopossible to designate certain protection domains along a
domain, or an 10Buffer (described in section 3.3) is usedpath as termination domains. This limits the read mapping
This makes inter-domain calls indistinguishable from reg-to the protection domains along the path from the current
ular function calls, and allows the system builder to drawprotection domain, up to an including the termination do-



main. An identifier for the protection domain that can write 4.1 Configurations

in an IOBuffer is stored as first long word in the |OBuffer. . . i
We measured Escort under a variety of different configura-
The kernel keeps a reference count for each 10Buffer;; s and loads. as outlined below.

a buffer's reference count is incremented by locking it.
Locking an IOBuffer removes all write privileges from the
buffer; this is indicated by setting the protection domain
id field in the 10Buffer to zero. The purpose of removing We tested four configurations of the web server. The first
all write permission is that after locking an 10Buffer, the three run on Scout and implement the module graph shown
buffer can be checked for consistency and cannot be altered Figure 1. The fourth configuration runs on Linux. We
anymore by the original writer. denote the four configurations as follows:

Unlocking an IOBuffer decrements the reference counter ] ] ]
and removes all write mappings. If the reference countePcout: All modules and the kernel are configured in a sin-
reaches 0, the buffer is freed or added to a buffer cache.  9!€; Privileged protection domain. This configuration
If an 10Buffer is allocated, and it has read mappings in does no resource accounting, and so is equivalentto a
the same protection domains as a cached buffer, the current  base Scout kernel.
protection domain mapping is changed to read/write andy..onting: Like Scout, all modules are implementedin a
the buffer is reused. The advantage of this scheme is that single protection domain, but the system accounts for
cached |0Buffer do not have to be cleaned and a buffer o vesources consumed by paths and protection do-
allocation requires only changesin one protectiondomain’s ..o
memory mapping.

A final kernel call associates a pre-existing 10Buffer Accounting_PD: Includes resource accounting, but each
with a second owner. The mapping directions and restric- ~ module is configured in its own protection domain.
tions are specified in the same way as during I0OBufferallo- ~ This is the worst-case scenario since each inter-
cation. This feature is useful for an application that imple- ~ module callimplies a protection domain crossing. The
ments a cache (e.g., a web cache): it allows the protection ~module graph for this configuration is shown in Figure
domain that manages the cache to allocate the IOBuffer, 3
and later map the buffer into all prptection domains tra- inux: Apache 1.2.6 web server running on RedHat 5.1
versed by paths that use (send/receive) the cached data. No . :

S i ) . with the 2.0.34 Linux kernel.
copying is required and only one copy of each data item is
stored. This association call includes locking the buffer for
the second owner. The second owner is also fully chargeﬂ'l'2 Load
for the buffer. This is necessary to avoid the case in whichrhe experiments place the following kinds of load on the
the original owner removes its lock and the second owneyyep server:
does not have enough resources to actually own the buffer.

The disadvantage is that there are more resources charg€tient: A regular client performs a sequence of requests
for than actually used. to retrieve the same document. The document sizes
The message library [10] is used to efficiently manage  used are 1-Byte, 1K-Byte and 10K-Byte. The small
the 10Buffer and offer a simple user interface tailored for ~ document sizes were chosen to minimize the effect of

manipulating network messages. All meta data used by the ~ TCP congestion control on the experiment.

message library is stored in IOBuffers. The message librar
can deal with the possibility that it might lose write permis-
sion to an IOBuffer transparently. It also adds another layer
of reference counting without involving the kernel. As are-
sult, each protection domain holds at most one kernel lock
on any IOBuffer reducing the number of kernel calls.

4.1.1 Web Server

bos Stream: A QoS Stream corresponding to one TCP
connection with a guaranteed bandwidth of 1-MBps.
A proportional share scheduler is used to ensure that
the path responsible for this connection receives this
bandwidth. The web server can only guarantee that
enough resources for this stream are available on the
server; it cannot guarantee sufficient bandwidth is
available within the network.

4 Performance CGI Attacker: A CGI Attacker performs a GET request

at a rate of one every second. The request results in an
This section reports measurements of Escort designed to  an infinite-loop thread that emulates a runaway CGl

demonstrate the costs and benefits accounting for resource  script.
usage across multiple protection domains. The example

system we use for all our experiments is the web servePYN Attacker: A SYN Attacker sends a SYN request to
introduced in Section 2. the server at a rate of 1000 every second.
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Figure 7: Experimental Setup
4.1.3 Hardware decrease in performance can be mostly attributed to keep-

ing track of ownership for memory and CPU cycles.

?gi\,fgf;:;rtﬁ ggrlllﬂ%l:tr:éfgrs’n?: xego%smmf A?Ohsalgec- Adding protection domains decreases the performance
’ b by an additional factor of over four. The impact of adding

(Zégggggl S’Etfhrgfn\’:ttg(?;%::“r Fc?jﬁnit:t?ard\/\gzKlsogl\c/llth/ gﬂmultiple protection domains is rather high, but keep in
ernet. The clients and CGI Attackers run on one to 64mlnd that we configured every module in its own protec-

200MHz PentiumPro workstations running Linux Thesetion domain so as to evaluate the worst-case scenario. In
stations are connected by 100Mbps Ethgernet c.ards to practice, it might be reasonable to combine TCP, IP, and
y P BTH in one protection domain. Each additional domain

CISCO Cat5500 switch. The switch is connected by a hub o -
to the web server, the receiver of the QofS stream and thadds' on average, a 25% performance penalty to the single

SYN Attacker Gomain case. We say “_on aver.age" beqause the actual cost
L L N depends on how much interaction there is between modules
The full conflguratpn is ghown in Figure 7._ There separated by a protection boundary.
are two reasons for this particular hardware configuration. Another contributing factor is a bug in our OSF1 Al-

First, it is possible to run a single Client and a single CGl . . .
Attacker on each PentiumPro, eliminating the effects 01;:?ha PAL code that requires the kernel to invalidate the en-

having overly loaded sources. Second, all Client and CG}Ire TLB at each protecthn domain crossing. Other sin-
gle address space operating systems [12] have shown sig-

Attacker traffic share one 100Mbps Ethernet link. This re—nificant performance improvements by replacing the OSF1

duces the number of collisions on the hub and gives th X -
QoS traffic enough network capacity to sustain the lMBpsTD AL code with there own specialized PAL code. We are

rate currently implementing this fix, as well as modifying the
' PAL code in two other ways: (1) to implement some of the
system calls directly in PAL code, and (2) to replace the
4.2 Accounting and Protection Overhead OSF1 page table with a simpler structure of our own. We
expect these three optimizations to reduce the per-domain
The first set of experiments measure the overhead imposef,erhead by more than a factor of two.

on the system by Escort's accounting and protection do- Tha difference between 1-byte and 1K-byte documents
main mechanisms. Specifically, .Figur.e 8 reports the Pelis less than % in most cases, which is not surprising
formance of the web server as it retrieves documents ofqsjgering that the Ethernet MTU is 1460 bytes and our
size 1-byte, 1K-bytes, and 10K-bytes, respectively, from;go\pps Ethernet has sufficient capacity. The 10K-byte
between 1 and 64 parallel clients. All measurements répgocment connection rate, however, is substantially slowed
resent the ten-second average measured after the load hggl,, by the TCP congestion control mechanisms if less

been applied for one minute. than 16 parallel clients are present. If enough parallel
The best performance is achieved by the base Scout kegjients are present, the connection rate is between 50-60
nel with Escort’s accounting and protection domains dis-s¢ ihe 1K-byte document case. This seems to be a reason-

abled; the server is able to handle over two times as manyp|e siowdown to account for sending multiple TCP seg-
requests as the Apache server running on Linux (800 versysents.

400 connections per second). This is not surprising consid-
ering that Linux is a general-purpose operating system with
different design goals. It does, however, demonstrate tha4 3 Micro-Experiments
we used a competitive web server for our experiments.
Adding fine-grain accounting to the configuration de- The next set of experiments measure detailed aspects of the
creases the server’s performance by an averag&of®is  architecture.
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Figure 8: Basic performance of the different configurations in connection per second for a 1Byte document 1KByte docu-
ment and 10KByte document.

4.3.1 Accounting Accuracy | Owner | Accounting [ Acounting_PD |
Table 1 shows the results of a micro-experiment designeldTOtal Measured | 402033 1123195
to demonstrate that Escort accounts for all resources cop-dle 201493 (50) 9825 (%)
sumed during a single HTTP request; here we focus on Passive SYN Path 11223 (3%) 78882 (Th)
CPU cycles. The first row (Total Measured) reports theg Main Active Path || 188685 (4%) | 1033772 (9%)
measured number of CPU cycles used during a request forTCP Master Event 38 (%) 514 (0%)
a one-byte document. The measurement starts when theSoftclock 92 (%) 200 (0%)

passive path accepts the SYN packet—resulting in the créf-Tota| Accounted || 402031 (10%) | 1123193 (10&) |
ation of an active path that serves the request—and con-
cludes when the final FIN packet is acknowledge@he  Table 1: Average number of cycles spent serving 100 serial
next six rows report the total number of cycles accountedequests of a one-byte web document.

for by Escort; the last row (Total Accounted) corresponds

to the sum of the preceding five.

We measured two configurations: the second colum% ; ts for virtuall | d both with
(Accounting) gives the results for a configuration that in- scort accounts for virtually every cycle used, both wi
?nd without protection domains. Second, in both Are

cludes accounting but no protection domains, while the las i dA nALPD then 92of th
column Accounting_PD) includes both accounting and coun'érllg an | ccoun 'r?g‘ dctasterfy m"tfe er][h orthe th
protection domains. non-idle cycles are charged to the active path serving the

There are two things to observe about this data. Firstréauest. Most of the remaining cycles are accounted to the

passive path that receives the SYN request and creates the

lpassive and active paths are not an explicit part of the architecturegctive path. The number of cycles spent in this passive path
they are just a way to characterize paths according to their use. The form(ié constant for each connection. and therefore its share of
receive only connection setup messages (e.g., TCP SYN packets), whi !

the latter correspond to open connections on which data messages are sﬁﬂ? overall time will decrease as the active path does more
and received. work.
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Table 2: Cycle needed to destroy non cooperative path. o

Table 2 shows the cycles needed to kill the path from the ° * %% Clens requesting 10K e document
time it the runaway thread is detected until all resources

associated with the path in all protection domains are de- .
stroyed. Figure 9: Performance for 1-Byte and 10K-Byte docu-

The Linux numbers are measured from the time a parmentss;oNr i;corkt with and \i\'ntholugg(;ostc\e(c&lon domfuns, with
ent issues a kill signal untilvaitpid returns. The Linux one acker generating requests per sec-

number are only reported to give a general idea of the cos?nd'

of destroying a process and should not be directly com-

pared to the Escort numbers. In Escort, gaghKill oper- 4 4 1 gyN Attack

ation reclaims all resources, including device buffers and

other kernel objects. When protection domains are presenthe first example is a policy that protects against SYN at-
all resources associated with the path in every protectiofacks. We assume that there is a trusted part of the Internet
domain—as well as all IPC channels and 10Buffers alongand an untrusted part. The goal is to minimize the impact
the path—are also destroyed. As a point of reference, then HTTP requests from the trusted subnet during a SYN
111,568 cycles it takes to reclaim resources in a systemttack from the untrusted subnet.

with both accounting and protection domains represents Escortimplements this policy by providing different pas-
approximately 1% of the cycles used to satisfy a single re- sje paths: one accepts SYN requests for the trusted subnet
quest to retrieve a 1-byte document. These numbers shoulgh the other from the untrusted subnet. The passive paths

improve as we optimize the inter-domain calls. also keep track of the number of active paths they have cre-
ated which are in the SYNRRECVD state. This number—
4.4 Defending Against Attacks since it is part of the path state—can be used by our policy

to drop SYN requests for a passive path if the outstanding
We conclude this section by considering three scenarios inumber of paths in SYNRECVD state become to high.
which Escort can be used to enforce some resource usag&€ important point is that the policy decides this during
policy. The examples we use were selected to illustrate thdemultiplexing time. Therefore, additional SYN requests
impact of policies Escort is able to support. We make noare identified as such as early as possible and dropped in-
claims that the example policies are strong enough to prostantly.
tect against arbitrary attacks; they are merely representa- Figure 9 shows the impact on the best effort Client traffic
tive of policies a system administrator might want to im- of a SYN attack from the untrusted subnet. The best effort
plement. traffic of the Accounting kernel slows down by less than
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Figure 10: Performance of different configurations with

and without a 1MByte/sec Qofs stream in connection pefFigure 11: Performance for 1-Byte and 10K-Byte (top
second. down) documents for Escort with and without protection

domains, with one 1MBps QoS stream, 64 clients, and a

_ _ variable number of attackers.
5% for both document sizes. Thiccounting_PD kernel

slows down by less than ¥& Both slowdowns are caused

by the interrupt handling and demultiplexing time spent onAccounting_PD kernel slows down by an average of/a0

each incoming datagram. The higher slowdown forake ~ This is not a surprising result since Escort with protection

counting_PD kernel is caused by a higher TLB miss rate domains needs substantially more CPU cycles to sustain a

during demultiplexing. This is because for each domain-lMBps data stream.

crossing, the TLB is invalidated and, therefore, no map- Note that accounting is required to make QoS guaran-

pings for demultiplexing are present. tees, therefore, we are not able to compare Escort with
The performance for of the 1K-byte documents are notinux in this case.

shown but they are within% of the 1-byte document.

4.4.3 CGl Attack

4.4.2 QoS Stream . .
In our final experiment we add 1, 10, or 50 CGI attack-

In the next experiment we add one 1MBps TCP stream t@rs to the previous experiment. As described earlier in this
the base experiment described in Section 4.2. The poirgection, each attacker launches one attack per second. Our
of this experiment is to demonstrate that Escort is able texample policy realizes the attack within 2ms and removes
sustain a particular quality-of-service request in the face ofthe offending path. As before, we performed this exper-
substantial load. Figure 10 shows the impact on the besment with 1 to 64 clients, document sizes of 1, 1K, and
effort client traffic with and without protection domains. 10K bytes, and a 1MBps guaranteed data stream.
The results for the 1K-byte document are not shown but In all cases, the QoS traffic, as measured over ten-second
are again within % of the 1-byte document. intervals, stays within % of the target rate. Since for our
Although not shown in the figure, the ten-second averagexample policy we do not distinguish between attackers
of the QoS stream is always withirfdof the target rate. and clients until the former has used 2ms of CPU time,
TheAccounting kernel slows down an average of45the  the system allows connections from attackers with the same



probability as from regular clients. This allows the attackerof paths, and therefore enable such a system to deal with
to slow the best effort traffic down substantially since eachdenial of service attacks.

attacker consumes 2ms worth of CPU cycles before it is LRPC [4] and migrating threads [8] are similar to Es-
detected. This is shown in Figure 11 for the case of 64 coneort’s thread model. Without the path abstraction, however,
current clients. The advantage of Escort in this scenario is migrating thread can be stopped only by destroying all the
that after the attacker path has been detected and killed, glirotection domains it crosses. This makes it substantially
resources owned by the path have been reclaimed. more difficult to defend against denial of service attacks.

4.4.4 Remarks 6 Conclusions

Note that many alternative policies are possible and easilyhis paper describes the Escort security architecture that
enforced in Escort. For example, the paSSive path that f|EId§/e have imp|emented in the Scout operating System. Es-
requests for new TCP connections can be given a limite@ort js novel in that it supports both end-to-end resource
share of the CPU, meaning that existing active paths are alccounting (thereby protecting the system against denial of
lowed to run in preference to starting new paths (creatingervice attacks) and multiple hardware-enforced protection
new TCP connections). Similarly, clients that have previ-gomains (thereby allowing untrusted modules to be isolated
ously violated some resource bound—e.g., the CGl attackirom each other).

ers in our example—can be identified and their future con- \we have used Escort to build a secure web server. Ex-
neCtion request paCketS demu|tiplexed to adifferent distincberiments W|th the server Show that the accounting mech_
passive path with a very small resource allocation (or a vergnism is highly accurate (accounting for virtually 100% of
low priority). The possibility of IP spoofing, the presence the cycles used to respond to HTTP requests), but imposes
of firewalls, and other aspects may also impact the policy relatively small overhead on the system (on the order of
that one chooses to implement. While we believe any suco). Enabling protection domains slows the system down
policy can be implemented in Escort, itis not clear that anypy a factor of over four in the worst case. In practice, we
single policy serves as a silver bullet all possible denial ofexpect the slowdown to be much less than a factor of two.

service attacks. Finally, we demonstrate how Escort can be used to im-
plement different denial of service policies. We measure
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